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Abstract

Machine learning models deployed in the wild can be chal-
lenged by out-of-distribution (OOD) data from unknown
classes. Recent advances in OOD detection rely on dis-
tance measures to distinguish samples that are relatively
far away from the in-distribution (ID) data. Despite the
promise, distance-based methods can suffer from the curse-
of-dimensionality problem, which limits the efficacy in high-
dimensional feature space. To combat this problem, we pro-
pose a novel framework, Subspace Nearest Neighbor (SNN),
for OOD detection. In training, our method regularizes the
model and its feature representation by leveraging the most rel-
evant subset of dimensions (i.e. subspace). Subspace learning
yields highly distinguishable distance measures between ID
and OOD data. We provide comprehensive experiments and
ablations to validate the efficacy of SNN. Compared to the
current best distance-based method, SNN reduces the average
FPR95 by 15.96% on the CIFAR-100 benchmark.

1 Introduction

Modern machine learning models deployed in the wild face
risks from out-of-distribution (OOD) data — samples from
novel contexts and classes that were not taught to the model
during training. Identifying OOD samples is paramount for
safely operating machine learning models in uncertain en-
vironments. A safe system should be able to identify the
unknown data as OOD so that the control can be passed to
humans. This illuminates the importance of OOD detection,
which allows the learner to express ignorance and take further
precautions.

Recent solutions for OOD detection tasks often rely on dis-
tance measures to distinguish samples that are conspicuously
dissimilar from the in-distribution (ID) data (Lee et al. 2018b;
Tack et al. 2020; Sehwag, Chiang, and Mittal 2021; Sun et al.
2022). These methods leverage embeddings extracted from a
well-trained classifier and operate under the assumption that
test OOD samples are far away from the ID data in the feature
space. For example, Sun et al. (2022) recently showed that
non-parametric nearest neighbor distance is a strong indicator
function for OOD likelihood. Despite the promise, distance
measures can be sensitive to the dimensionality of the fea-
ture space. Those research questions have been raised in the
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90s, including Beyer et al. (1999), as to whether the nearest
neighbor is meaningful in high dimensions. The key result of
(Beyer et al. 1999) states that in high dimensional spaces, the
difference between the minimum and the maximum distance
between a random reference point and a list of n random
data points X1,...,X,, become indiscernible compared to the
minimum distance:
( ) — 0.

This phenomenon—recognized as one aspect of the “curse
of dimensionality” (Beyer et al. 1999; Hinneburg, Aggar-
wal, and Keim 2000; Aggarwal, Hinneburg, and Keim 2001;
Houle et al. 2010; Kriegel et al. 2009)—Iimits the efficacy
of distance-based OOD detection method for modern neural
networks. For example, let’s consider 50000 points sampled
randomly from a 2048 dimensional space bounded by [0, 1].
Given a test sample, to find the 10-th nearest neighbor, we
need a hyper-cube with a length of at least 0.9958!, which
covers the entire feature space. In other words, the high-
dimensional spaces can lead to instability of nearest neighbor
queries. Despite its importance, the problem has received
little attention in the literature on OOD detection. This begs
the following question:

Dmax - Dmin

lim F| ——
> Dmin

d—o0

ey

How do we combat the curse-of-dimensionality for OOD
detection?

Targeting this important problem, we propose a new frame-
work called Subspace Nearest Neighbor (SNN) for OOD
detection. Our key idea is to learn a feature subspace—a sub-
set of relevant features—for distance-based detection. Our
method is motivated by the observation drawn in Houle et al.
(2010): irrelevant attributes in a feature space may impede
the separability of different distributions and thus have the
potential for rendering the nearest neighbor less meaningful.
In light of this, SNN regularizes the model and its feature rep-
resentation by leveraging the most relevant subset of dimen-
sions (i.e. subspace) for the class prediction. Geometrically,
this is equivalent to projecting the embedding to the selected
subspace, and the output for each class is derived using the
projected features. The subspaces are learned in a way that
maintains the discriminative power for classifying ID data.
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During testing, distance-based OOD detection is performed
by leveraging the learned features.

We show that SNN is both theoretically grounded (Sec-
tion 4) and empirically effective (Section 5) to combat the
curse-of-dimensionality for OOD detection. Extensive exper-
iments show that SNN substantially outperforms the com-
petitive methods in the literature. For example, using the
CIFAR-100 dataset as ID and LSUN (Yu et al. 2015) as
OOD data, our approach reduces the FPR95 from 66.09% to
24.43%—a 41.66% direct improvement over the current best
distance-based method KNN (Sun et al. 2022). Beyond the
OOD detection task, our subspace learning algorithm also
leads to improved calibration performance of the ID data
itself>. We summarize our contributions below:

1. We propose a new framework, subspace nearest neighbor
(SNN), for distance-based OOD detection. SNN effec-
tively alleviates the curse-of-dimensionality suffered by
the vanilla KNN approach operating on the full feature

space.

. We demonstrate the strong performance of SNN on an
extensive collection of OOD detection tasks. On CIFAR-
100, SNN substantially reduces the average FPR95 by
15.96% compared to the current best distance-based ap-
proach (Sun et al. 2022). Further, we provide in-depth
analysis and ablations to understand the effect of each
component in our method (Section 6).

. We provide theoretical analysis, showing that ID and OOD
data become more distinguishable in a subspace with re-
duced dimensions. We hope our work draws attention to
the strong promise of subspace learning for OOD detec-
tion.

2 Preliminaries

Setup. In this paper, we consider a supervised multi-class
classification problem, where X denotes the input space and
Y ={1,2,...,C} denotes the label space. The training set
Diy = {(x,y:)}1¥, is drawn i.i.d. from the joint data distri-
bution Pxy. Let P;, denote the marginal distribution on X’.
Let f : X — R!YI be a neural network trained on samples
drawn from Py to output a logit vector, which is used to
predict the label of an input sample.

Out-of-distribution detection. Our framework concerns a
common real-world scenario in which the algorithm is trained
on the ID data but will then be deployed in environments
containing out-of-distribution samples from unknown class
y ¢ Y and therefore should not be predicted by f. Formally,
OOD detection can be formulated as a level-set estimation
problem. At test time, one can perform the following test to
determine whether a sample x € X is from P;, (ID) or not

if S(x) > A,

(OOD):
Ga(x) { if S(x) < A

where S(x) denotes a scoring function and A is a chosen
threshold such that a high fraction (95%) of ID data is cor-
rectly classified. Test samples with higher values of S(x) are
classified as ID and vice-versa.

ID
OOD

@)

2Code is available at https:/github.com/deeplearning-wisc/SNN
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3 Methodology

A common design of S(x) often relies on distance mea-
sures (Sehwag, Chiang, and Mittal 2021; Sun et al. 2022; Lee
et al. 2018b) to distinguish OOD samples that are far away
from the ID data in the feature space. Despite the promise,
they operate on the full feature space with a large dimen-
sion, which is known to be susceptible to the “curse-of-the
dimensionality”. Intuitively, irrelevant attributes in a feature
space may impede the separability of different distributions
and thus have the potential to render the distance measure
less meaningful. Rather than relying on the full feature space,
our key idea is to use a subset of relevant dimensions for
distance-based OOD detection.

In what follows, we formally introduce our framework,
Subspace Nearest Neighbor (dubbed SNN) for OOD detec-
tion. SNN consists of two components. First, during training,
the model learns the relevant subset of dimensions (i.e. sub-
space) for each class. The subspaces are learned in a way
that maintains the discriminative power for classifying ID
data (Section 3.1). Second, during testing, distance-based
OOD detection is performed by using the learned features
(Section 3.2).

3.1 Learning the Subspaces

We start with the first challenge: how to learn the relevant
subset of dimensions (a.k.a. subspace)? Our idea is driven by
the fact that the class prediction of a given example depends
only on a subset of relevant features. Moreover, the relevance
of any particular feature dimension may vary across different
classes and instances. For example, for a DOG class instance,
features such as tail, nose, etc are relevant. However, these
feature dimensions can be irrelevant for an instance from
BIRD class. This necessitates training the model using class-
dependent subspaces conditioned on the given instance. We
formally describe the learning procedure in the sequel.

Defining the subspace. We consider a deep neural net-
work parameterized by 6, which encodes an input x € X
to a feature space with dimension m. We denote by h(x) =
(A (x), h?)(x), ..., k(™) (x)] the feature vector from the
penultimate layer of the network, which is a m-dimensional
vector. For a class ¢, we select the subspace by masking the
original feature:

hmasked (%) = h(x)ORe(x), 5.t., Re(x) € {0, 1}™, || Re(x) [l = s,
3)

where © represents the element-wise multiplication and
R.(x) is a binary mask with s non-zero elements encod-
ing the subset of dimensions (i.e. subspace) for class c.
This way, the high-dimensional features can be projected
onto the corresponding subspace defined by R.(x), which
is class-dependent for a given input x. The model output
fe(x;0, R.(x)) is further obtained by passing the projected
feature through a linear transformation with weight vector
w, € R™:

Je(x;0, Re(x)) = (We, h(x) © Re(x)). 4)

Learning subspace via relevance. Given an input x, we
now describe how to identify R.(x), the subset of most rele-
vant dimensions for a class c. Our key idea is to formulate
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the following optimization objective:

rnein ]E(x7y)N7>Xy [Lce (f(x;0, Re(x)),9)] &)
where f.(x;0, R.(x))
= max (We, h(x) © Re(x)).  (6)

" Re(x)€{0,1}™ [Re(x)1=s

Equation 6 indicates that the subspace is chosen based
on the features that are most responsible for the class pre-
diction. Geometrically, this is equivalent to projecting the
point to the selected subspace, and the output for each class
is derived using the projected features. The search of sub-
space can be computed efficiently. One can easily prove that
fe(x;0, R.(x)) in Equation 6 is equivalent to the summation
of the top s entries in w. @ h(x) with the highest values. In
Section 5.1, we show that our subspace learning objective
incurs similar (and in some cases faster) training time com-
pared to the standard cross-entropy loss. During inference,
given a test sample x’, the class prediction § is made by
g = arg max ..y (we, h(x') © R.(x')).

Our formulation also flexibly allows each feature dimen-
sion to be used for multiple class predictions. As an example,
a class LAPTOP might depend on the two most relevant fea-
ture dimensions: KEYBOARD and SCREEN. Similarly, the
class prediction for TV might be relying on two features
TELECONTROL and SCREEN. In both cases, the feature of
SCREEN is responsible for both TV and Laptop.

3.2 Out-of-Distribution Detection with Subspace
Nearest Neighbor

We now describe how to perform test-time OOD detection
leveraging the learned features. In particular, given a test sam-
ple’s embedding z’, we determine its OOD-ness by comput-
ing the k-th nearest neighbor distance w.rt. the training em-
beddings. Here z’ = h(x’)/||h(x')]|2 is the Ly-normalized
feature embedding. The decision function for OOD detection
is given by:

G(x'sk,Dy) = 1{—r(z") > A},

where r(z') = ||z’ — zg||2 is the distance to the k-th nearest
neighbor (k-NN) training embedding (z;) and 1{-} is the
indicator function. The threshold A is typically chosen so that
a high fraction of ID data (e.g., 95%) is correctly classified.
Different from Sun et al. (2022), we calculate the nearest
neighbor distance based on the subspace-regularized feature
space, rather than the vanilla ERM-trained model. Next, we
show that our subspace nearest neighbor approach is both
theoretically grounded (Section 4) and empirically effective
(Section 5) to combat the curse-of-dimensionality for OOD
detection.

4 Theoretical Insights

In this section, we provide theoretical insights into why using
a feature subspace is critical for k-NN distance-based OOD
detection.

Setup. We consider the OOD detection task as a special bi-
nary classification task, where the negative samples (OOD)
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are only available in the testing stage. A key challenge in
OOD detection (and theoretical analysis) is the lack of knowl-
edge on OOD distribution. Common algorithms detect OOD
samples when ID density p(z;|z; € ID) is low. For sim-
plicity, we let p;,(z;) = p(z;|z; € ID). We thus divide the
bounded-set Z into two disjoint set Z;,, and Z,,,; with:

Zin = {Z|p1n(z) > )\}; Zout = {Z|pin(z) < )‘}a

where ) is a certain real number.
Main result. In our analysis, we aim to investigate the impact
of embedding dimension m on the following gap:

A(m) = E[pin(2)|z € Zin] — Elpin(2)|2 € Zowt), (8)

which is the difference of average estimated density between
Zin and Z,,;. This gap can be translated into OOD detection
performance with the k-NN distance. To see this, a function
of the k-NN distance r(z) can be regarded as an estimator
which approximates p;, (z) (Zhao and Lai 2022):

_ k-1
- NV(B(z,74(2))’

where V(B(z,r,(z))) denotes the volume of the ball
B(z,r,(z)) centered at z with radius r;(z) and N repre-
sents number of training samples. To investigate how OOD
detection performance with k-NN distance is impacted by
the curse-of-dimensionality, we derive the following theorem
showing how the lower bound of A(m) changes when m
becomes large.

N

Pin(2) ©))

Theorem 4.1. Let Elpin(z)|z € Z;y]
Elpin(2)|z € Zout] = A(m) be a function of the fea-
ture dimensionality m. We have the following bound (proof
is in Appendix B):

k

) +k—z>. (10)

I}nplications of theory. In Theorem 4.1, we see that
A(m) is lower-bounded by two terms: A(m) and
-0 ((%)% + k*%) . Specifically, A(m) represents the true
density gap between the ID set and OOD set, which generally
sets a ground-truth oracle on how well we can perform OOD
detection. The second term —O ((%)% + k*%) measures

the approximation error when using k-NN distance to esti-
mate the true density gap. The approximation error worsens
when m gets larger, which is exactly where the “curse of
dimensionality” comes from. Consider the following case:

when A(m) is nearly constant, —O ((%)% + k_%) mono-
tonically decreases when m gets larger, then it is likely for

A(m) goes to 0 (indistinguishable between ID & OOD).
This theoretical finding further validates the necessity of us-
ing a subspace of embedding, which is exactly the solution

provided by SNN.

Remark on a small m. If we only focus on the second term
-0 ((%)% + k_%), it seems like we need the dimension
m to be as small as possible. However, in practice, a very
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Far-OOD Near-OOD
Methods
FPR95 AUROC FPR95 AUROC
1 T 1 T
MSP 52.11 91.79 64.66 85.28
ODIN 26.47 94.48 52.32 88.90
GODIN 17.42 95.84 60.69 82.37
Energy score  28.40 94.22 50.64 88.66
ReAct 33.12 94.32 53.51 88.96

GradNorm 24.79 92.58 65.44 79.31
LogitNorm 19.61 95.51 55.08 88.03

DICE 20.83 95.24 58.60 87.11
Mahalanobis ~ 44.55 82.56 87.71 78.93
KNN 18.50 96.36 58.34 87.90

SNN (ours) 14.99 97.15 50.10 89.80
+0.87 £0.27 £1.09 +0.65

Table 1: Performance comparison on near-OOD and far-OOD
detection task. Architecture used is DenseNet-101 and ID
data is CIFAR-10. We report the mean and variance across 3
training runs.

small dimension will lose the necessary information needed
to separate ID and OOD. Such implications are captured by
A(m) which measures the true density gap between ID and
OOD. If A(m) is an increasing function over m, there is a
trade-off in choosing m with the second term that inversely
encourages a smaller m. Such insight is indeed verified em-
pirically in Section 6 that there exists an optimal m— neither
too small nor too large.

5 Experiments

In this section, we extensively evaluate the effectiveness of
our proposed method. The goal of our experimental sections
is to mainly answer the following questions: (1) Can SNN
alleviate the curse of dimensionality? (2) How does SNN
compare against the state-of-the-art OOD detection methods?
Due to space constraints, extensive experimental details are
in Appendix C. Our code is open-sourced for the research
community.

5.1 Evaluation on Common Benchmarks

Datasets. In this section, we make use of commonly
studied CIFAR-10 (10 classes) and CIFAR-100 (100
classes) (Krizhevsky, Hinton et al. 2009) datasets as ID. Both
datasets consist of images of size 32 x 32. We use the standard
split with 50, 000 images for training and 10, 000 images for
testing. We evaluate the methods on common OOD datasets:
Textures (Cimpoi et al. 2014), SVHN (Netzer et al. 2011),
LSUN-Crop (Yu et al. 2015), LSUN-Resize (Yu et al.
2015), 1 SUN (Xu et al. 2015), and P1laces365 (Zhou et al.
2017). Images in all these test datasets are of size 32 x 32.

Evaluation metrics. We compare the performance of var-
ious methods using the following metrics: (1) FPR95 mea-
sures the false positive rate (FPR) of OOD samples when
95% of ID samples are correctly classified; (2) AUROC is
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Method FPR9S AUROC 1D Acc.
1 T T
MSP 77.59 76.47 75.14
ODIN 56.39 86.02 75.14
GODIN 44.08 89.05 74.37
Energy score  57.07 84.83 75.14
ReAct 75.06 79.51 66.56

GradNorm 63.05 79.80 75.14
LogitNorm 61.10 84.72 75.42

DICE 49.72 87.23 68.65
Mahalanobis 56.93 80.27 75.14
KNN 4721 85.27 75.14

SNN (ours) 31.25 90.76 75.59
+1.25 +0.36 40.08

Table 2: Performance comparison on CIFAR-100 dataset. We
use DenseNet-101 for all baselines. We report the mean and
variance across 3 different training runs.

the area under the Receiver Operating Characteristic curve;
and (3) ID Acc. measures the ID classification accuracy.

Comparison with competitive methods. In Table 2, we pro-
vide a comprehensive comparison with competitive OOD
detection baselines on CIFAR-100. We provide a detailed
description of baseline approaches in Appendix C.3. We
observe that our proposed method SNN significantly outper-
forms the latest rivals. For a fair comparison, we divide the
baselines into two categories: methods using model outputs
and methods using feature representations. From Table 2, we
highlight two salient observations: (1) Considering methods
based on feature representations, SNN outperforms KNN
(non-parametric) and Mahalanobis (parametric) by 15.96 %
and 25.68% respectively in terms on FPR95. The results
validate that learning feature subspace effectively alleviates
the “curse-of-dimensionality” problem that is troubling the
existing KNN approach. (2) Further, SNN also performs
better than output-based methods such as ReAct (Sun, Guo,
and Li 2021). Specifically, with CIFAR-100 as ID, SNN
provides a 43.81% improvement in FPR95 as compared to
ReAct (Sun, Guo, and Li 2021). Notably, SNN provides a
18.47 % improvement compared to (Sun and Li 2022), a post-
hoc sparsification method. While DICE can severely affect
the ID test accuracy (68.65%), SNN exhibits stronger clas-
sification performance (75.59%) by baking in the inductive
bias of subspaces through training. An extensive discussion
is provided in Section 7.

Evaluation on near-OOD data. In Table 1, we compare
the performance in detecting near-OOD data, which refers to
samples near the ID data. Near-OOD is particularly challeng-
ing to detect, and can often be misclassified as ID. We report
the performance on CIFAR-10 (ID) vs. CIFAR-100 (OOD),
which is the most commonly used dataset pair for this task.
We observe that SNN consistently outperforms existing algo-
rithms for near-OOD detection tasks, further demonstrating
its strengths. Compared to KNN, SNN reduces the FPR95
by 8.24%. For completeness, we also provide far-OOD evalu-
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Method Dataset ID) FPR95 AUROC
{ T
Mabhalanobis CIFAR-10 44.55 82.56
SNN (w. Mahalanobis)  CIFAR-10 34.68 87.87
Mahalanobis CIFAR-100 56.93 80.27
SNN (w. Mahalanobis)  CIFAR-100 55.05 80.77

Table 3: SNN is also compatible with parametric approaches
such as Mahalanobis distance (Lee et al. 2018b). The model is
DenseNet. All values are averaged over six OOD test datasets.

Training CIFAR-10 CIFAR-100
Method (Train time in hours)
Standard 2.10 2.25
SNN 1.75 1.89

Table 4: Computational cost for training. Model used is
DenseNet-101. For the comparison, we used the software
configuration as reported in Appendix C.2.

ation results on CIFAR-10, where SNN achieves an average
FPRO95 of 14.99%. Full result on each test dataset for CIFAR-
10 is available in Appendix D.4.

Compatibility with other distance-based approaches.
Beyond KNN (Sun et al. 2022), the Mahalanobis dis-
tances (Lee et al. 2018b) is also one of the most popular
distance-based approaches to detect OOD. However, all prior
solutions measure the distance with a full feature space which
can also suffer from the curse of dimensionality. In this sec-
tion, we show that subspace learning can also benefit paramet-
ric approaches like Mahalanobis distance (Lee et al. 2018b).
In Table 3, we compare the OOD detection performance of us-
ing Mahalanobis distance on the vanilla model and the model
trained with SNN. We see that coupling subspace learning
(in training) with Mahalanobis distance (in testing) reduces
FPRO95 by 9.87% and 1.88% on CIFAR-10 and CIFAR-100
datasets respectively.

Computational complexity. In Table 4, we compare the
training time of SNN with the standard training method using
cross-entropy loss. We observe that training using SNN in-
curs no additional computation overhead but rather is slightly
more efficient compared to standard training procedures. This
is because we perform gradient descent only on a subset of
weights corresponding to the selected feature subspace. Thus,
our method overall leads to faster updates and convergence.
In Appendix D.1, we further show that SNN remains compet-
itive and outperforms the KNN counterpart on other common
architecture.

6 Further Understanding of SNN

Through comprehensive evaluations in Section 5, we have
established the effectiveness of SNN for OOD detection.
In this section, we provide an in-depth analysis of several
questions: (1) How does the subspace dimension impact the
performance? (2) How does OOD detection performance

19853

change if we change the subspace selection strategy? (3)
How does the k in k-NN distance impact the OOD detection
performance? We show comprehensive ablation studies to
answer these questions. For consistency, all ablations are
based on CIFAR-100 as ID dataset and DenseNet (Huang
et al. 2017) architecture unless specified otherwise.

Ablation on subspace dimension. In this ablation, we aim
to empirically verify our theoretical analysis in Section 4,
and understand the effect of subspace dimension. We start by
defining the relevance ratio r = > < (0, 1], which captures
the sparsity of feature space used in training SNN. Recall that
m is the original dimension of features and s is the dimension
we kept in SNN.

In simple words, r represents the ratio between the dimen-
sion of the subspace and the full feature dimension. Specif-
ically, we train and compare multiple models by varying
r ={0.05,0.15,0.25,0.35,0.55,0.75}. Figure 1 (left) sum-
marizes the effect of » on OOD detection. We observe that:
(1) Irrespective of the relevance ratio used, SNN is consis-
tently better than KNN (Sun et al. 2022) when r < 1. This
validates the efficacy of learning feature subspaces for OOD
detection, without excessive hyperparameter tuning. (2) Set-
ting a mild ratio (e.g. » = 0.25) provides the optimal OOD
detection performance, which is consistent with one chosen
using our validation strategy (see Appendix C.4). (3) In the
extreme case, when 7 is too small (e.g. » = 0.05), we observe
a deterioration in the OOD detection performance. Overall
our empirical observations align well with our theoretical
insight provided in Section 4.

Visualization of the learned weight matrix. To further
verify our method, we visualize in Figure 2 the learned final-
layer weight matrix under different relevance ratios (r =
s/m). For each r, we visualize the 342 dimensional weight
vector corresponding to each class in CIFAR-100, i.e., a
342 x 100 matrix. When r = 1 (i.e. without any subspace
constraint), the model utilizes the full feature space. Further,
the visualization confirms that decreasing the relevance ratio
effectively reduces feature subspace dimensionality.

Method FPRY95 AUROC
\ T
Random subspace (Ho 1998) 42.21 84.97
Subspace with least relevance ~ 63.96 80.82
SNN (ours) 31.25 90.76

Table 5: Ablation on subspace selection methods. Model is
DenseNet. All values are averaged over multiple OOD test
datasets.

Ablation on subspace selection. A core component of our
algorithm involves selecting the most relevant dimension
for a class prediction. In particular, the subspace is chosen
based on the dimensions that contributed most to the model’s
output. In this ablation, we contrast our subspace selection
mechanism with random subspace (Ho 1998), a classical
alternative. The random subspace relies on a stochastic pro-
cess that randomly selects s components in the feature vector.
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Figure 1: Left: Effect of varying the relevance ratio () on
OOD detection performance when k = 20. Right: Effect of
varying the number of neighbors (k) when r = 0.25.

Simply put, this approach randomly sets s out of m elements
in each R, vector to be 1 and 0 elsewhere. We report ablation
results in Table 5. For a fair comparison, we use relevance
ratio r = 0.25 and the number of neighbors & = 20 for all
methods. Empirical results highlight that randomly chosen
subsets of dimensions are sub-optimal for the OOD detection
task. Lastly, we also contrast with selecting the least relevant
feature dimensions. We replace Equation 6 with:

fe(x;0, R.(x))

min we, h(x) ® R.(x)), (11)
Rc(X)E{OJ}m,HRc(X)\|1:s< ) )
which essentially changes from MAX to MIN. As expected, us-
ing the least relevant feature dimension results in significantly
worse OOD detection performance.

Ablation on number of nearest neighbors k. In Figure 1
(right), we visualize the effect of varying the number of
nearest-neighbors (k) on OOD detection performance. Here
the model is trained with » = 0.25 on CIFAR-100. Specif-
ically, we vary k € {5, 10, 20, 50, 100, 200, 500, 1000}. We
observe that the OOD detection performance is relatively
stable under a mild k. In Appendix D.2, we further visualize
the interaction between the two hyper-parameters r and &
through OOD detection performance.

SNN improves calibration performance. In addition to
superior OOD detection performance, we aim to further in-
vestigate the calibration performance of ID data itself. As a
quick recap, the calibration performance measures the align-
ment between the model’s confidence and its actual predictive
accuracy. We hypothesize that learning the feature subspace
helps alleviate the problem of over-confident predictions on
ID data, thereby improving model calibration. We verify in
Appendix D.3 that training with SNN indeed significantly
improves the model calibration.

SNN scales to large datasets. In this section, we evaluate
SNN on a more realistic high-resolution dataset ImageNet
(Deng et al. 2009). Compared to CIFAR-100, inputs scale
up in size in ImageNet-100 (we follow standard data aug-
mentation pipelines and resize the input to 224 by 224). For

r=1 r=0.75 r=0.25 r=0.05

Low High

Figure 2: Visualization of learned final-layer weight matrix
forr € {1,0.75,0.25,0.05}. For each r, we visualize a 342-
dimensional weight vector corresponding to each class in
CIFAR-100.
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Figure 3: OOD detection performance comparison on Im-
ageNet dataset (ID). SNN consistently outperforms KNN
across all OOD test datasets on the same architecture.

OOD test datasets, we use the same ones in (Huang and
Li 2021), including subsets of Places365, Textures,
iNaturalist and SUN. We train the ResNet-101 model
for 100 epochs using a batch size of 256, starting from ran-
domly initialized weights. We use SGD with a momentum of
0.9, and a weight decay of 1e-4. We set the initial learning
rate as 0.1 and use a cosine-decay schedule. We set 7 = 0.35
and £k = 200 based on our validation strategy described
in Appendix C.4. We contrast two models trained with and
without subspace learning. The results in terms of FPR95
and AUROC are shown in Figure 3. The results suggest that
SNN remains effective on all the OOD test sets and consis-
tently outperforms KNN. This further verifies the benefits
of explicitly promoting feature subspace to combat curse-of-
dimensionality.

7 Discussion

Relations to DICE (Sun and Li 2022). Our work differs
from DICE in two crucial aspects, both in terms of training
loss and test-time OOD detection mechanism. As introduced
in Section 3, SNN can be viewed as training-time regulariza-
tion with subspace. In contrast, DICE (Sun and Li 2022) only
explored fest-time weight sparsification mechanism, with-
out explicitly learning the subspace in training. Specifically,
DICE employs the standard cross-entropy loss, whereas we
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contribute a new learning objective (c.f. Section 3.1) for OOD
detection. Importantly, we show that training-time regular-
ization provides substantial gains over simple post-hoc spar-
sification. For example, as evidenced in Table 2, post-hoc
sparsification can severely affect the ID test accuracy. In
contrast, our method bakes the inductive bias of “feature
subspace” into training time, and exhibits stronger ID gener-
alization in testing time. Besides, another major difference
between SNN and DICE lies in how test-time OOD detection
is performed. In particular, SNN is a distance-based method
that operates in the feature space, whilst DICE derives OOD
scores from the model output space. Different from DICE,
SNN is motivated to address the curse-of-dimensionality is-
sue for OOD detection. Table 2 compares the OOD detection
performance of SNN with DICE. For example, on CIFAR-
100, SNN reduces FPR95 by 18.47% compared to DICE.
Improved performance validates the advantage of learning a
subspace in training as opposed to test-time sparsification.

Relations to Dropout strategies. A commonly used tech-
nique to prevent over-parameterization is Unit Dropout (Hin-
ton et al. 2012; Srivastava et al. 2014). Unlike Random Sub-
space (Ho 1998), Unit Dropout randomly sets elements in the
feature activation vector h(x) to be 0. Ba and Frey (2013) pro-
pose Adaptive Dropout, which generalizes the prior approach
by learning the dropout probability using a binary belief
network. Gomez et al. (2019) proposed Targeted Dropout
which is based on keeping top-k weights in a fully connected
layer with the highest magnitude. Their motivation is that
low-valued weights should be allowed to increase their value
during training, if they become important. Hence, instead
of completely pruning the rest of the weights, they apply
dropout with a fixed rate to randomly drop a fraction of
the low-valued weights. We contrast the OOD detection per-
formance of SNN with these dropout strategies in Table
7 (Appendix). Notably, SNN improves FPR95 by 37.90%
and 20.14% as compared to Targeted Dropout (Gomez et al.
2019) and Adaptive Dropout (Ba and Frey 2013), respec-
tively. Lastly, Wong, Santurkar, and Madry (2021) proposed
an elastic net formulation to enforce sparsity for model inter-
pretability.

8 Related Works

Training-based OOD detection methods. Commonly used
approaches in this direction design training-time loss func-
tions and regularization for better ID/OOD separability. De-
Vries and Taylor (2017) proposed to augment the network
with a confidence estimation branch. MOS (Huang and Li
2021) improves OOD detection by modifying the loss to
use a pre-defined group structure. Another branch of studies
based on train-time regularization have also shown promis-
ing and significant improvement in OOD detection perfor-
mance (Lee et al. 2018a; Geifman and El-Yaniv 2019; Liu
et al. 2020; Wei et al. 2022; Katz-Samuels et al. 2022; Du
et al. 2022a,b; Ming, Fan, and Li 2022; Ming et al. 2023;
Huang et al. 2023; Wang et al. 2023b; Bai et al. 2023; Wang
et al. 2023a; Du et al. 2023; Zheng et al. 2023). Common
approaches include training models to give predictions with
lower confidences (Lee et al. 2018b; Hendrycks, Mazeika,
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and Dietterich 2019; Wang et al. 2022) or higher energies (Liu
et al. 2020; Du et al. 2022a; Song, Sebe, and Wang 2022)
for outlier samples. Most regularization methods assume the
availability of a large-scale and diverse outlier dataset which
is not always realizable. Different from these methods, our
proposed method does not require any additional outlier data.
Rather, we formulate a novel train-time regularization ap-
proach based on learning feature subspaces. Our empirical
analysis highlights the benefits of subspace learning for OOD
detection.

Inference-based OOD detection methods. Studies in this
domain mainly focus on designing scoring functions for
OOD detection. These approaches include for example: (1)
confidence-based methods (Hendrycks and Gimpel 2017;
Liang, Li, and Srikant 2018), (2) energy-based methods (Liu
et al. 2020; Morteza and Li 2022), (3) gradient-based
method (Huang, Geng, and Li 2021), and (4) feature-based
methods (Wilson et al. 2023). Some representative works
include Mahalanobis distance (Lee et al. 2018b; Sehwag,
Chiang, and Mittal 2021) and non-parametric KNN dis-
tance (Sun et al. 2022). However, the efficacy of these metrics
is often limited in higher dimensions due to the “curse-of-
dimensionality” (c.f: Section 4). Our paper targets precisely
this critical yet underexplored problem. We show new in-
sights that learning feature subspaces effectively alleviate
this problem.

Subspace learning. To overcome limitations of “curse-of-
dimensionality” in high dimensions, Ho (1998) explored
the idea of random subspace for nearest neighbor. Subspace
learning has also been used to improve search queries in
high dimensions (Hund et al. 2015), feature selection (Liu
and Motoda 2007), finding clusters in arbitrarily oriented
spaces (Kriegel, Kroger, and Zimek 2009), and intrinsic di-
mensionality estimation (Houle et al. 2014). Different from
these previous works, we explore class-relevant feature sub-
space learning for OOD detection.

9 Conclusion

Our work highlights the challenge of curse-of-dimensionality
in OOD detection, and introduces a new solution called
SNN for detecting OOD samples. Traditional distance-
based methods for OOD detection suffer from the curse-
of-dimensionality, which makes it difficult to distinguish
between ID and OOD samples in high-dimensional feature
spaces. To address this issue, SNN learns subspaces that cap-
ture the most informative feature dimensions for the task. Our
method is supported by theoretical analysis, which shows that
reducing the feature dimensions improves the distinguisha-
bility between ID and OOD samples. Extensive experiments
demonstrate that SNN achieves significant improvements
in both OOD detection and ID calibration performance. We
hope that our approach will inspire future research on this
important problem.
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