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Abstract

Successful machine learning involves a complete pipeline of
data, model, and downstream applications. Instead of treat-
ing them separately, there has been a prominent increase of
attention within the constrained optimization (CO) and ma-
chine learning (ML) communities towards combining pre-
diction and optimization models. The so-called end-to-end
(E2E) learning captures the task-based objective for which
they will be used for decision making. Although a large va-
riety of E2E algorithms have been presented, it has not been
fully investigated how to systematically address uncertainties
involved in such models. Most of the existing work consid-
ers the uncertainties of ML in the input space and improves
robustness through adversarial training. We extend this idea
to E2E learning and prove that there is a robustness certifica-
tion procedure by solving augmented integer programming.
Furthermore, we show that neglecting the uncertainty of COs
during training causes a new trigger for generalization errors.
To include all these components, we propose a unified frame-
work that covers the uncertainties emerging in both the input
feature space of the ML models and the COs. The framework
is described as a robust optimization problem and is prac-
tically solved via end-to-end adversarial training (E2E-AT).
Finally, the performance of E2E-AT is evaluated by a real-
world end-to-end power system operation problem, including
load forecasting and sequential scheduling tasks.

Introduction

ML-based prediction algorithms are widely used in real-
world applications, such as load forecasting in power sys-
tem operation, demand forecasting in retailing, and inven-
tory stock forecasting in commerce®. Although training such
models is straightforwardly a supervised learning problem,
the training criteria may not be aligned with the ultimate
goal of the downstream decision-making tasks. For instance,
the forecast load is further used for generator dispatch in the
power system, and the demand forecasting can be used to
guide manufacturing. That is, the system designer first trains
an ML forecaster using standard statistic training loss, e.g.
the mean squared error (MSE) or cross entropy (CE), and
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then applies the forecast as input to the decision making. In
fact, task-aware cost, which is modeled as a constrained op-
timization (CO) problem, can benefit from training a more
economical forecast model. Therefore, task-aware end-to-
end learning is proposed by combining ML and COs. How-
ever, the uncertainties involved in E2E learning have not
been fully understood. This paper aims to bridge the gap
from the perspective of robust optimization and adversarial
robustness.

In the literature, E2E learning is also named as (smart)
predict-then-optimize (Elmachtoub and Grigas 2022), in-
tegrated learning and optimization (Sadana et al. 2023),
as well as decision-focused learning (Wilder, Dilkina, and
Tambe 2019). In the paradigm of contextual optimization, it
appears as early as in (Bengio 1997) and has recently shown
a surge of interest. The E2E model is integrated to mini-
mize the task-aware cost subject to task constraints. As a
result, the CO is first solved in the forward pass to obtain the
optimal decision. In the backward pass, the Jacobian from
the optimal decision to the forecast value needs to be cal-
culated. Among many approaches, this paper adopts the im-
plicit differentiation method, which is more efficient than the
unrolling approach (Domke 2012) and more accurate than
the surrogate loss function approach (Elmachtoub and Gri-
gas 2022). Practically, OptNet (Amos and Kolter 2017) ap-
plies the implicit function theorem (Krantz and Parks 2002)
to denote the Jacobian after formulating the Karush-Kuhn-
Ticher (KKT) condition of parametric quadratic program-
ming (QP), which is further extended to disciplined convex
programming in CvxpyLayers (Agrawal et al. 2019).

E2E learning has been applied to many critical industrial
activities, such as better management of the power system
(Stratigakos et al. 2022; Vohra, Rajaei, and Cremer 2023),
constraint satisfaction in control (Chen et al. 2021), and rout-
ing behavior of the transportation network (Liu et al. 2023).
Therefore, it is essential to understand the vulnerability of
this learning framework and to study the associated robust
enhancement. In detail, the E2E model contains three parts:
(a). a parametric forecast model that maps the contextual in-
formation (e.g. the input feature) to the interest of forecast;
(b). CO models that take the forecast as input and return
decisions; and (c). a task-aware loss function that encodes
the ultimate goal of decision making. Meanwhile, the pa-
rameters of COs and task-aware loss can be classified into
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predictable and unpredictable parameters. While the uncer-
tainty of predictable parameters can be modeled by the fore-
cast model, the uncertainty of unpredictable parameters are
overlooked in literature. Conventionally, the uncertainty of
the data is only defined by the input of the forecast model,
the worst case of which can be found by adversarial attack
and treated by adversarial training (Madry et al. 2017). In
the E2E model, the definition of data is augmented by the
unpredictable parameters of COs*. Our main contribution is
to treat multiple sources of uncertainty uniformly as a ro-
bust optimization problem, which can be practically solved
by end-to-end adversarial training (E2E-AT). Finally, our
method can be viewed as a natural interconnection between
adversarial training, the implicit layer, and E2E learning.

Preliminaries
Adversarial Training and Certified Robustness

In supervised learning, a parametric model f(x;8) can be
defined to map from input x to label y for (z,y) € D by
minimizing the following empirical loss:

ming ¥ £(f(2':6). /)

i€D

ey

In this paper, we use (x,y) € D and i € D interchange-
ably to denote a sample of the dataset.

It has been well studied that the deep neural network is
prone to small perturbations on its input. In security-critical
applications, robustness has become an emerging factor. Ad-
versarial training has been shown to improve the robust-
ness of NN, which transforms (1) into a robust optimization
(Madry et al. 2017):

ming Z maxg,cA E(f(:ci + &% 0), y’)
i€D

(@)

where A = {0 : ||0||oc < €} is the attack budget set for
some small € > 0.

Robust optimization (2) is practically solved by itera-
tive approaches in which the adversarial perturbation is first
solved by inner minimization through gradient ascent. To
keep the attack within A, projected gradient descent (PGD)
(Madry et al. 2017) is adopted:

Ot41 = Pa (0 +-sign (VoL (f (z' +6;),y))) 3)

where Pa is the projector on A and + is the step size.
Although adversarial training is effective in improving ro-
bustness, it may give the wrong sign of security as inner
maximization is inexactly solved. A certification approach
can be made on the feedforward neural network with ReLU
activations, e.g., a piecewise linear neural network’. Using
the big-M method, the neural network with d layers can be
represented by the following set (Tjeng, Xiao, and Tedrake

“We merge the unpredictable parameter of task-aware cost as
part of CO.

fConvolution layer and other piecewise linear activations, such
as leaky ReLU, are also piecewise linear.
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2017)
z1 =x,2i41 > Wiz; + by,
zip1 2 0,u; v 2> 241
Con(x;0) = Cy: Wizi+bi > zip1+ (1 —wv)li,

v e {0, 1}l i=1... d—2
y=Wi1z4-1+ba
“
where 0, = (W, b;) is the weights of the i-th layer. u;
and [; are the upper and lower bounds of the output of i-th
layer, which can be efficiently estimated by interval bound
propagation (IBP) (Gowal et al. 2018). v; is an integer vector
that controls the activation of ReLUs.
Based on (4), the inner maximization of (2) becomes:

maxg: £(g',y"), subjectto 8' € A, g" € Cpn(x’ + 8%;0)
&)
As Cpn(x; 0) is defined by mixed integer linear con-
straints, (5) can be solved exactly for certain types of loss
function. When cross-entropy loss is used, we can choose
to maximize the output of each logit, and if all the logits
are not greater than the ground-truth logit within the attack
budget, the NN is said to be certified robust at the candi-
date sample. For a regression task, (5) can be formulated as
mixed-integer linear programming (MILP) to maximize or
minimize the forecast value (Xu and Teng 2023).

End-to-End Machine Learning

End-to-end learning takes the fusion of prediction (ML) and
decision making (CO), which aims to find the map from the
data to the optimal decision such that the learned ML model
can optimally reflect the CO via training. Meanwhile, the
E2E learning distinguishes itself from separate supervised
learning followed by the CO in which the prediction diver-
gence and the task-aware cost can have a large mismatch
(Sadana et al. 2023).

Referring to a recent review (Kotary et al. 2021), the CO

can be modelled as

z* = argmin, ¢(z;y) subjectto z € C(z;y)  (6)
where £(-) is the objective function, z is the decision vari-
able, y is the parameter, and C is the constraint set.

Let g be the output of f(x; @) and let 2* be the minimizer
of (6) parameterized by y. There are two options to learn
the E2E model guided by (6). In the supervised learning set-
ting, a suitable loss function M can be chosen to minimize
the difference to ground-truth decision, e.g. M(2*,z*) or
M(U(2*;9),£(z*;y)) (Kong et al. 2022) . Alternatively, the
regret function (Elmachtoub and Grigas 2022) can be imple-
mented:

regret = ((2%;9) — ((z";y) @)

The ground truth decision z* in (7) is not necessary to
compute, as £(z*;y) is a constant (Wilder, Dilkina, and
Tambe 2019). Therefore, we argue that the regret function
(7) is more intrinsic as the training loss has the same format
as the CO objective (6).
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A Heuristic Example

Before we move into a detailed formulation of the robustness
of E2E learning, we first highlight a misleading formulation,
which violates the intention of E2E learning and introduces
model uncertainties between training and inference.

Consider two E2E learning problems based on the super-
vised setting:

argming » M(i) ;:‘ZieDM(g(éi;yi)vg(zi*;yi
subjectto 2" € C(z%9y"), i€D

)
®)

whose minimum point is denoted as (67, £27). And,

argming ;  M(2) := 32, .p M(U(2%9°), (2 y"))

subjectto 2’ € argmin,: {{(2";9") : 2" € C(z";9")},

1eD
©))
with minimum point (63, 23).

E2E learning problem (8) takes the sample-wise con-
straints of (6) as its constraints while (9) is a bilevel opti-
mization problem whose upper level minimizes the differ-
ence to the ground-truth objective ¢(z*; y*) and each lower
level solves the sample-wise decision-making problem in
parallel.

In the inference stage, we first predict g = f(x; 0*) and
then solve the optimization problem (6) parameterized by y.
The optimal decision variables are denoted as 2’ (07) and
27(0%), respectively.

Proposition 1 Given two formulations (8) and (9) of E2E
learning, M (27) < M(23) = M(27(63)) < M(27(67)).

The proof can be found in the appendix.

It shows that formulation (8) can result in different deci-
sions at the training and inference stages. Therefore, Propo-
sition 1 demonstrates that a misformulation of CO can pos-
sibly lead to misled decision making at inference. Broadly
speaking, the ignorance of the optimization model con-
tributes to a new source of uncertainties, causing general-
ization error, in addition to the well-studied uncertainties in
the dataset (e.g. out-of-distribution, adversarial attack, etc.).
This motivates us to take into account the uncertainties in
both the input space and the CO formulation.

Sequential E2E Learning as Multi-Level
Optimization
Proposition 1 implies formulating E2E learning as a mul-
tilevel optimization problem by respecting the sequence of
downstream tasks. Given 6, sequential decision makings can
be denoted as lower-level problems after the prediction.
Formally, at the inference stage, the cost of one-time de-
cision making on (x,y) € D can be written as:

‘C(ﬁla T a737n7 Yy, ¢0)

2; € argmin,, {{;(z;;y, @)
z € Ci(ziny, 2i—1, $4) },

2; € argmin, {(1(21;y, ¢1) :
z1 € Cl (21; Yy, gv ¢1)}

Y = f(z;0)

min
subject to
i=2 -

(10)
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Inference (10) contains m downstream tasks with objec-
tive ¢;(-)s, constraint set C;(-)s, and unpredictable parame-
ter ¢;s. It can be compactly denoted as

min L(2:0,z,y,¢)
subject to 2 € Cpr(2;0, 2, y, @)

where 2 = [7315 T aﬁ’m} and ¢ = [¢07 T 7¢m} CEZE(')
represents the constraint set representing all constraints of
(10). Note that we consider the COs as parametric functions
that can be uniquely modeled by (0, x, y, ¢).

To train f(-;0), the empirical training loss can be mini-
mized:

(1)

min@ Zie’D E(’éZ?O? miv yia ¢)

subjectto  2¢ € Cpop(2%; 0, 2%, y", d), (12)

1€D

Since this paper does not focus on solving optimizations,
we restrict downstream optimizations to quadratic program-
ming (QP). Furthermore, QP has been widely implemented
in many industrial applications and is mostly discussed in
the E2E learning literature (Kotary et al. 2021). Meanwhile,
since QP is convex and if the Slater condition holds, the
Karush—Kuhn-Tucker (KKT) condition is sufficient for op-
timality (Boyd and Vandenberghe 2004). Therefore, opti-
mizations at the lower level can be replaced by the corre-
sponding KKT conditions, known as the mathematical pro-
gram with equilibrium constraints (MPEC) (Luo, Pang, and
Ralph 1996). Therefore, if a linear parametric model is con-
sidered, it is possible to solve (12) exactly using optimiza-
tion software.

In addition to the linear model, stochastic gradient descent
(SGD) needs to be applied on the mini-batches of D to train
the NN model. SGD requires 1) a forward pass in which the
optimizations are solved and 2) a backward pass to update
the NN parameters. Denote the equality part of KKT condi-
tion of the i-th optimization as

g(z;;'éi—hya d)l) =0 (13)

which can be viewed as differentiable layer (OptNet) (Amos
and Kolter 2017) by the implicit function theorem (Krantz
and Parks 2002):

Oz <
(14)

0%

Note that in (13) and (14), the optimal dual variables
(A*,v*) in the KKT conditions are omitted for simplicity.
As long as the Jacobian matrix is not singular, the gradient
of the output 2z to the input 2;_; exists, allowing backprop-
agation through the differentiable layers.

- ag(z;1 21—17 Y, ¢7)
0Z;i_1

09(27;2i-1,Y, Pi)
azi

Unified Robustness Framework

When treating the E2E framework as an integrated model,
the data source includes both conventionally defined data
samples (x,y) € D and the unpredictable parameter ¢ of
COs. Small input uncertainties have been shown to cause a
significant performance drop, and it is reasonable to draw a
similar conclusion for the unpredictable parameter. In fact,
Proposition 1 shows that any mismatches between the COs
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Figure 1: An illustration of E2E learning. We consider the
uncertainties in the input data (x,y) € D and the uncertain-
ties in the COs, specifically, the unpredictable parameter ¢.

Unpredictable Parameter ¢

used for training and inference should be explicitly consid-
ered. Although COs can take an infinite number of formula-
tions, without loss of generality, we restrict the uncertainties
of COs in the parameters of objective and constraints. We
argue that the unpredictable parameter used during training
may not be the same as that used for real-time decision-
making. For example, in power system operation, the pro-
duction costs of the generators can vary over time, and the
resistance and susceptance of transmission lines can be al-
tered both intentionally and unintentionally. These parame-
ters are usually not known to the system operator in advance
or at least not fully aware when training the forecast model.
See Fig. 1 for an illustration.

Formulation

Consider the uncertainty of the input  + 8, € X and the
unpredictable parameter ¢ + 64 € ®. Denote ¢ = (x, @) €
VU := X x ®. The worst scenario, which maximizes the task-
aware objective, can be formulated as

maxypew  L(2;0,1,y) (15)
subjectto 2 € Cror(2;0,v,y)
in which 0 is fixed.

Consequently, a robust optimization can be formulated. A
unified E2E adversarial training (E2E-AT) considering both
input and CO uncertainties becomes

ming Y _;cp maxyicyi L({2%6,9°,y")
subjectto 2" € Cpop(2';0,¢",y"), i€D

where the constrains are subject to both minimization and
maximization. Adversarial training can be adopted to solve
(16). Similarly to the implicit function theorem (14), the gra-
dient of the constraint exists, regardless of the minimiza-
tion or maximization. Therefore, Danskin’s theorem can be
used by first solving the inner maximization through gra-
dient ascent (with 6 fixed) and then for the outer gradient
descent (with 1 fixed). Although using the Danskin theo-
rem requires one to exactly solve the inner maximization, it
can give a descent direction for suboptimal 1), e.g. solved by
PGD (3) and is applicable to various adversarial training al-
gorithms (Madry et al. 2017; Zhang et al. 2019; Dong et al.
2020).

(16)

Certified Robustness

Although PGD (3) is effective for E2E-AT, it cannot ver-
ify the robustness, as it only finds the local maximum (Xiao
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et al. 2018). In particular, a robustness certification on (11)
verifies if an adversarial example exists within the budget
A such that the task-aware objective is altered by a certain
amount. The key is to find the exact adversarial attack in
(15). We show that for specific type of objective and COs
(e.g. affine-parametric QPs), optimal solution to (15) can
be solved exactly, which extends the certified robustness in
piecewise linear neural network (4).

Proposition 2 The affine-parametric QP:

arg min, %zTQz +q7z

subject to Az +Gz; <b
Cz+Hz,=d

Zit1 ‘=
a7

can be equivalently written as the set of mixed integer linear
constraints:

Qzit1+q+ A"\ 1 +CTv =0
Cziy1+Hz, —d=0
Ait1 >0
Az + Gz —b<0
Xij1 < @M, Az 1+Gzi—b> (p—1)M, ¢ € {0,1}%!

where Q,q,A,G,b,C,H,d are the parameters with
proper dimensions. @ is binary vector and M is a large
positive number. The equalities and inequalities are element-
wise.

The proof can be found in the appendix.

Due to the complexity of integer programming, we restrict
the original settings in (Amos and Kolter 2017) by assum-
ing linearity in uncertain terms for certified robustness. For
example, when the uncertainty in the input feature is con-
sidered, the parameter z; that represents the optimal deci-
sion of the previous task is decoupled from the variable z
and is affine so that the reformulation is linear. When the
uncertainty of CO is considered, we assume that the un-
certain unpredictable parameter is decoupled from the vari-
able as well. We note that this setting follows the disciplined
parametrized programming (DPP) (Agrawal et al. 2019).

Since both affine-parametric QP (17) and neural network
(4) can be represented by mixed-integer linear constraints,
maximizing an affine function subject to these constraints
becomes mixed-integer linear programming (MILP), which
can be effectively solved and used to certify the worst possi-
ble cost.

Discussion on the Robustness

Previously, the uncertainty involved in COs has been con-
sidered in many E2E learning algorithms. From the perspec-
tive of contextual optimization, E2E learning applies ML
to predict the uncertain parameter (Sadana et al. 2023). In
such setting, probabilistic forecast and stochastic program
can be implemented (Donti, Amos, and Kolter 2017). How-
ever, we view the entire E2E learning as an integrated model
such that the uncertainty of the intermediate variable can be
merged within the E2E training objective. Alternatively, we
separate the parameters of COs into two parts. The first part
(predictable parameter) is forecasted by the ML while the
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second part is unpredictable. Indirectly, the uncertainty of
the predictable parameter is tackled by adversarial training
on the input feature, while the uncertainty of unpredictable
parameter needs to be tackled as well.

We note that the physical meaning of the uncertainty of
the unpredictable parameter is different from that of the ad-
versarial attack in the input feature space. Although the ul-
timate goal is to improve the robustness of the ML, the ad-
versarial attack assumes that there exists a malicious party
that can find the worst attack. However, the uncertainty of
the unpredictable parameter always exists regardless of the
malicious party. Inspired by the previous work (Donti et al.
2021; Agarwal et al. 2022), we can alternatively view the
E2E-AT on the unpredictable parameter as the following op-
timization problem:

ming aZiE'D E(Zlaeamzv’yz? (5) . . . .
T =) > iep Ezi ) [£(2% 0,2y, ¢)]
subjectto 2’ € Cpop(2";0,2",y',¢), i €D

2t e CEZE(Zl; 07 331711%’ d)l)a ¢i € (blal €D
19)
where z° is the decision variable from the COs parameter-
ized by the nominal unpredictable parameter ¢.

It can be argued that the NN forecaster is trained by con-
sidering the expected task-aware cost due to uncertainties.
The learning objective (19) takes the nominal unpredictable
parameter (denoted as ¢) and the expected uncertainties
over ®° into account, which are balanced by the hyperpa-
rameter «. As shown in (19), this stochastic program can be
solved by sampling ¢* € ®’ during training. In addition,
if the uncertainty set of the unpredictable parameter is inde-
pendent of the sample, P is not subject to index :.

Final Training Objective

In E2E-AT, (19) is solved by robust optimization by finding
the maximum over ¥* € U’, as in (16). We also take the
input uncertainty into account:

ming (67 ZiGD 5(2170’¢17y1) . . X
+(L— ) - ) iep maxyicy £(2%6, 9", y')
subjectto 2’ € Crog(2";0,,y")

2i GCE2E(Z1§07¢i,yi)7 ie€D
(20)

The new adversarial training objective provides an upper
bound on the expectation part of (19). Meanwhile, similar
to adversarial training on image tasks (Zhang et al. 2019), «
can be used to balance the clean and adversarial accuracies.
When a — 1, (20) becomes the original E2E learning and
when @ — 0, it becomes pure adversarial training. In addi-
tion, clean and adversarial training losses may not directly
reflect clean and robust accuracy for image tasks, causing
an unbalanced training objective. In E2E-AT, the two objec-
tives are defined by the task, which is the exact metric during
decision making.

Previously in (Donti et al. 2021; Agarwal et al. 2022), the
authors reformulate a bilevel optimization problem into ro-
bust optimization and use the implicit function theorem for
constraint satisfaction. Connecting (19) to (20), we extend
(Donti et al. 2021) to training ML models. It can be seen
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that for each mini-batch in E2E-AT, a similar robust opti-
mization is solved as (Donti et al. 2021). The implicit func-
tion theorem is also used to learn the task-aware objective
while satisfying the constraints.

‘Free’ E2E Adversarial Training

In E2E-AT, the number of forward and backward passes is
equal to no_batchx (no_pgd+1)xno_epoch (assuming
that all minibatches have the same size). Adversarial training
is computationally ineffective due to intensive backpropaga-
tion (controlled by the complexity of the neural network).
The computational burden is even higher in E2E-AT as in
each forward pass, the COs need to be solved (controlled by
the complexity of the COs). To save training time, we adopt
the gradient reuse strategy. In the adversarial training for
free (Shafahi et al. 2019), the attack vector and the model
parameter are repeatedly updated in the same mini-batch for
no_pgd times. Then, epoch_no is divided by no_pgd to
maintain the total number of model updates unchanged. This
results in no_batch X no_epoch numbers of forward and
backward passes, which is the same as the clean E2E train-
ing.

Experiment

In the experiment, the NN is trained to forecast the load in
the power system. The robustness of various E2E-AT set-
tings is explored. Detailed experiment settings and results
can be found in the Appendix.

Power System Operations

A practical power system operation problem, named as net-
work constrained economic dispatch (NCED), is considered,
which has been widely used in the US and can be formulated
as two-stage QP or LP (Conejo and Baringo 2018). In stage
one (also known as dispatch), the set points of the generator
are determined based on the forecast load. The goal of the
first stage is to minimize the generator cost while meeting
the physical constraints of the grid. When the generator has
been dispatched, we consider a realization on the actual load
by solving the second stage problem (also known as redis-
patch), in which any mismatches on the load and generation
from stage one, as well as the violation of the physical con-
straints of the grid, will be penalized by extra cost:

P; = Dispatch(f(x;8),b) (21a)

Pj;, Pj; = Redispatch(y, Py, b) (21b)

where P is the optimal generator dispatch, Py is the load
shedding and P is the power storage. b is the susceptance
of the transmission line (when the resistance is close to zero,
the susceptance is reciprocal to the reactance). The task-
aware objective is defined as

L(6) = c) Py + c[ P+ c} Py, (22)
where ¢4, c;,, and ¢y, are the coefficients such that ¢;5 >
cgs > c,4. That is, the load shedding is more costly.
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Training Method | Clean | Input Attack, €, [

CO Attack, ¢, [ Integrated Attack, (c., €,)

€z | €6 | o [ NJA T 0.0l [ 002 [ 0.03 [ 0.05 [ 0.0 [ 0.I5 T (0.01,0.05) T (0.02,0.10) | (0.03,0.15)
NAT: Natural Training with Task Loss
0 [ 0 | O [201.6] 6536 | 11885 | I792.1 | 754.6 | 20443 | 34684 | 11539 | 30008 | 52144
AT-MSE: Adversarial Training with MSE Loss
002 T NJA T N/AT 3965 | 676.6 | 978.3 [ 1278.4 | 12238 | 2576.7 | 3923.6 14754 3120.1 47783
003 | NJ/A | N/A'| 437.0 | 653.6 886.3 | 11255 | 1208.8 | 2517.2 | 3881.6 1410.5 2956.5 4624.0
AT-INPUT: Adversarial Training with Task Loss on the Input Uncertainty
0.02 0 1.0 219.1 4452 745.0 1106.1 672.4 1929.0 | 3334.02 934.4 2706.3 48545
0.5 203.T 438.9 790.1 1246.77 | 660.7 19327 | 3349.6 o148 2763.9 4930.5
0.03 0 1.0 | 2394 | 448.6 | 705.0 | 1022.1 | 638.7 | 1787.5 | 3220.6 853.5 24459 4507.0
0.5 227.6 556.8 976.6 14353 | 783.77 | 20749 | 3503.1 1106.8 2948.5 4999.8
AT-PARA: Adversarial Training with Task Loss on the CO Uncertainty
0 0.05 1.0 [ 2123 [ 39884 | 726.8 | 11974 [ 2149 | 590.1 1931.3 399.1 939.1 2620.0
0.5 206.7 419.3 798.2 1299.9 | 215.6 T41.2 2120.4 419.8 1T14.8 3072.6
0 0.15 1.0 214.0 488.7 900.1 14345 | 214.0 221.0 453.2 493.0 925.8 1502.0
05 | 2165 | 4235 804.6 | 1309.8 | 216.5 2231 465.6 429.6 8178 13246
AT-BOTH: Adversarial Training with Task Loss on the Integrated Uncertainties
0.02 | 0.05 1.0 228.2 399.5 655.7 992.0 254.2 823.5 2156.7 400.5 1128.7 2956.2
05 | 212.T | 490.1 879.9 | 13365 | 289.4 | 12579 | 271138 516.0 17939 3903.8
003 | 015 L0 [ 2747 551.0 856.5 | 12263 | 274.7 279.0 4957 550.6 883.4 1274.0
0.5 239.2 429.1 666.3 977.6 239.2 250.8 508.3 429.0 667.6 1053.7
Table 1: Performances of the E2E-AT.
Training Settings starting points within the attack budget and report the worst

We use an open source load forecasting dataset from the
Texas Backbone Power System (Lu et al. 2023) on a mod-
ified IEEE bus-14 system. We randomly collect 1.0k sam-
ples and use a feedforward neural network with three hid-
den layers to forecast the load*. We do E2E-AT with a).
input feature uncertainties d,, b). uncertainty of the un-
predictable parameters d4, and c¢). integrated uncertainties
of both (d;,04). We first implement natural (or clean)
E2E learning, based on which we warm-start the E2E-ATs.
Adam optimizer is used, and ‘Adversarial training for free’
(Shafahi et al. 2019) is applied to reuse the gradients for
PGD.

In detail, a). Since meteorological features have been
normalized into [0, 1], we attack with a normalized bud-
get €, € {0.02,0.03}. The inner maximization is solved
with 7 PGD steps and the step size is dynamically set as
€:/7 x 2. We summarize this setting from (Zhang et al.
2019). We clamp the attacked input into [0, 1] whenever it
is updated. b). We consider uncertainties on the susceptance
b in the redispatch problem. Since each transmission line
can have different nominal susceptance, we set the budget
€ € {0.05,0.15} as the proportion to the individual nom-
inal value, which is consistent with the common operation
range of susceptance (Xu, Jaimoukha, and Teng 2022). c).
We do E2E-AT with (e, e4) € {(0.02,0.05), (0.03,0.15)}
for the integrated uncertainties. The other settings are the
same as in (a) and (b).

Performance of E2E-AT

Multi-run adversarial attacks are evaluated in Table 1. For
each sample and attack scenario, we randomly select three

#More experiment can be found in the appendix.
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task-aware cost (22) to reduce the variance. Specifically,
five training algorithms are compared. NAT: natural train-
ing with task-aware loss; AT-MSE: adversarial training with
MSE loss; AT-INPUT: adversarial training with task-aware
loss and input uncertainties; AT-PARA: adversarial train-
ing with task-aware loss and unpredictable CO uncertain-
ties; and AT-BOTH: adversarial training with task-aware
loss and integrated uncertainties.

We first highlight that uncertainties in COs can signifi-
cantly increase the cost, e.g. 15 times higher than the clean
cost when €, = 0.15 for NAT. The AT-MSE performs better
for input attacks, compared to the NAT, but performs poorly
on the CO attacks. This is because AT-MSE is only trained
with input uncertainties. Second, the performance of E2E-
AT is similar to conventional adversarial training for image
classification (Madry et al. 2017; Zhang et al. 2019). For
instance, training with a larger attack budget can result in
better robustness on attacks with a smaller budget but can
inevitably increase the clean cost. Meanwhile, the hyperpa-
rameter « gives a trade-off between clean and robust accu-
racy in most cases.

In addition to common findings on adversarial robustness
of image tasks, some unique findings of E2E-AT are high-
lighted. First, AT-INPUT and AT-PARA are more effective
in the uncertainty with which they are trained. However, it
is observed that E2E-AT based on one source of uncertainty
can also improve the robustness of the other. For example,
in AT-PARA, the cost of the input attack is even lower than
that trained by AT-INPUT, when ¢, is small. Moreover, AT-
PARA is more effective in the integrated attack than AT-
INPUT. In fact, any input uncertainty eventually feeds into
the COs, which becomes the uncertainties of the predictable
parameters in COs. Finally, AT-BOTH not only improves



The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

1200

1200 1200
64 =0.005 64 =0.005
1000 6x=0.01 1000 6x=0.01

- -
o o

o 800 o 800
o o
© ©

3 600 3 600
< <

% 400 % 400
[ [

200 200

. o

Clean PGD-30 Exact Verify Clean

(a) Natural Training

PGD-30

(b) Adversarial Training § = 0.02,a« = 1

6, =0.005
1000 6x=0.01
-
g
o 800
g
[}
g 600
<
% 400
e
200
" o "
Exact Verify Clean PGD-30 Exact Verify

(c) Adversarial Training § = 0.03,a = 1

Figure 2: Input space adversarial attack using the exact MILP formulation. ‘Clean’: cost of the clean sample; ‘PGD-30’: cost
of adversarial sample found by 30 PGD steps; ‘Exact’: cost of adversarial sample found by exact MILP; ‘Verify’: cost of the
adversarial sample by feeding the MILP solutions into the dispatch and redispatch problems.

— c=0.05 c=0.1 c=0.15
Training Method Clean |-gandom | PGD-7 | Random | PGD-7 | Random | PGD-7

NAT 2016 | 2672 [ 7546 | 3966 | 20443 [ 6555 | 34684

AT-PARA ¢, = 0.05,0 = 1.0 | 2123 | 2123 | 2149 | 2184 | 590.0 | 3133 | 19313
AT-PARA ¢, = 0.05,00 = 0.5 | 2067 | 2067 | 2156 | 2226 | 7412 | 313.0 | 20204
AT-PARA ¢, = 0.15,0 = 1.0 | 2140 | 2140 | 2140 | 2140 | 2210 | 2229 | 4532
AT-PARA ¢, = 0.15, 0 = 0.5 | 2165 | 2165 | 2165 | 2165 | 223.0 | 2194 | 4656

Table 2: CO uncertainties with random sampling of b. The adversarial attack reported in Table 1 is denoted as PGD-7.

the robustness of integrated uncertainty, but improves the ro-
bustness of the individual’s. All of the findings demonstrate
that the uncertainties of both sources can be treated together
in a unified way.

Certified Robustness

Certification on the robustness of the input space is consid-
ered, as susceptance b is coupled with the decision variable
and Proposition 2 is not applicable. Using Proposition 2 and
the mixed integer reformulation of NN (4), the exact input
space adversarial attack on sample (x,y) can be found by a
mixed integer linear program (MILP). Interval bound prop-
agation (IBP) (Gowal et al. 2018) is used to estimate the
bounds of layers in NN. As for COs, we set M = 10° by ex-
perience. Due to the large computation burden, we randomly
sample 15 same samples and solve the robust certification
using Gurobi.

First, the branch-and-bound algorithm is applied whose
optimality is guaranteed if feasible. Meanwhile, the MILP
formulation is verified as the same task-aware cost is
achieved when solving the downstream COs parameterized
by the optimal attack vector. Second, it can be observed that
the exact attack vector causes the worse cost degradation,
compared to the PGD-30 attacks. Finally, AT-INPUT can ef-
fectively reduce the task-aware cost on the exact input space
attack.

Parameter Uncertainties in COs

As shown in (19), the uncertainties of CO can be modeled by
stochastic CO. To model stochastic susceptance b, we ran-
domly alter the susceptance (random attack) for each sample
and report the task-aware cost in Table 2. Under the ran-
dom attack, the task-aware cost of NAT increases, clearly
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demonstrating the need for adversarial training. After E2E-
AT, task-aware cost under random attacks is significantly re-
duced and is equal to the corresponding clean cost when the
attack budget is small. Although the clean cost increases, it
is still lower than the average cost under random attacks. The
task-aware cost is also empirically upper bound by the ad-
versarial attack (e.g. PGD-7), which verifies our argument
on connecting the stochastic COs with E2E-AT (16) and
(20).

Conclusion

This paper proposes a unified framework for tackling uncer-
tainties in task-aware E2E learning. We argue that the un-
certainties occur at both the input feature of ML and the
unpredictable parameter of COs. A robust program is for-
mulated, which is practically solved by adversarial training
(E2E-AT). Through theoretical analysis and experiment, we
demonstrate that 1). the CO uncertainty can cause significant
generalization degradation which has been overlooked be-
fore; 2). The optimal adversarial attack on affine-parametric
QP can be found by solving the mixed integer (linear) pro-
gram; and 3). adversarial training can effectively improve
the robustness of E2E learning in a unified way.
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