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Abstract

Model counting, or counting the satisfying assignments of a
Boolean formula, is a fundamental problem with diverse ap-
plications. Given # P-hardness of the problem, developing
algorithms for approximate counting is an important research
area. Building on the practical success of SAT-solvers, the
focus has recently shifted from theory to practical implemen-
tations of approximate counting algorithms. This has brought
to focus new challenges, such as the design of auditable ap-
proximate counters that not only provide an approximation
of the model count, but also a certificate that a verifier with
limited computational power can use to check if the count is
indeed within the promised bounds of approximation.
Towards generating certificates, we start by examining the
best-known deterministic approximate counting algorithm
due to Stockmeyer that uses polynomially many calls to a
YL oracle. We show that this can be audited via a ©% oracle
with the query constructed over n? log? n variables, where
the original formula has n variables. Since n is often large, we
ask if the count of variables in the certificate can be reduced
— a crucial question for potential implementation. We show
that this is indeed possible with a tradeoff in the counting
algorithm’s complexity. Specifically, we develop new deter-
ministic approximate counting algorithms that invoke a %%
oracle, but can be certified using a £ oracle using certifi-
cates on far fewer variables: our final algorithm uses only
nlogn variables. Our study demonstrates that one can sim-
plify auditing significantly if we allow the counting algorithm
to access a slightly more powerful oracle. This shows for the
first time how audit complexity can be traded for complexity
of approximate counting.

1 Introduction

Trust in computation done by third-party software is increas-
ingly becoming a concern in today’s world. As an example,
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consider a software implementing an algorithm for which
we already have a rigorous proof of correctness. Even when
the software is implemented by trusted and expert program-
mers, one cannot be sure that the implementation will never
produce an erroneous result. Insidious bugs may go unde-
tected for several reasons: for example, the implementation
may be too complex to have been tested comprehensively, or
it may use code from untrusted libraries that have bugs, or
the programmer may have inadvertently introduced a bug. In
such a scenario, we wish to ask: How can we provide assur-
ance that an untrusted implementation of an algorithm has
produced a correct result for a given problem instance?

One way to answer the above question is to formally
model the semantics of every instruction in the implemen-
tation in a theorem proving system and then prove that the
composition of these instructions always produces the cor-
rect result. This is a challenging and skill-intensive exercise
for anything but the simplest of software, but once com-
pleted, it gives very high assurance about the correctness of
results produced by the implementation for all instances of
the problem being solved. A relatively less daunting alterna-
tive is to have the algorithm (and its implementation) out-
put for each problem instance, not only the result but also a
certificate of correctness of the result. The certificate must
be independently checkable by an auditor, and a successful
audit must yield a proof of correctness of the computed re-
sult for the given problem instance. We call such algorithms
auditable algorithms. Note that a successful audit for one
problem instance does not prove bug-freeness of the imple-
mentation; it only shows that the result computed for this
specific problem instance is correct. A key requirement for
effective use of auditable algorithms is access to an inde-
pendent trusted certificate auditor. Fortunately, a certificate
auditor is usually much simpler to design, and its implemen-
tation far easier to prove correct than the implementation of
the original algorithm. Therefore, auditable algorithms pro-
vide a pragmatic solution to the problem of assuring cor-
rectness for untrusted implementations of algorithms. Not
surprisingly, auditable algorithms have been studied earlier
in the context of different problems (McConnell et al. 2011;
Heule, Hunt, and Wetzler 2013; Wetzler, Heule, and Hunt
2014; Gocht et al. 2022; Ekici et al. 2017; Barthe et al.
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2006; Necula and Lee 1998; Magron et al. 2015; Cheung
and Moazzez 2016).

In this paper, we present the first detailed study of au-
ditable algorithms for model counting with provable approx-
imation guarantees— an important problem with diverse ap-
plications. Our study reveals a nuanced landscape where the
complexity of an auditable algorithm can be “traded off” for
suitable measures of complexity of certificate auditing. This
opens up the possibility of treating certificate audit complex-
ity as a first-class concern in designing auditable algorithms.

Before we delve into further details, a brief background
on model counting is useful. Formally, given a system of
constraints , model counting requires us to count the solu-
tions (or models) of (. This problem is known to be com-
putationally hard (Valiant 1979), and consequently, signifi-
cant effort has therefore been invested over the years in de-
signing approximate model counters. Over the last decade,
riding on spectacular advances in propositional satisfiability
(SAT) solving techniques (see (Biere et al. 2021) for details),
approximate model counting technology has matured to the
point where we can count solutions of propositional con-
straints with several thousands of variables within a couple
of hours on a standard laptop, while providing strong ap-
proximation guarantees (Soos, Gocht, and Meel 2020). This
has led to a surge in the number of tools from different ap-
plication domains that have started using approximate model
counters as black-box engines (Klebanov 2014; Teuber and
Weigl 2021; Beck, Zinkus, and Green 2020; Zinkus, Cao,
and Green 2023) to solve various problems. With increas-
ing such usage comes increasing demands of assurance on
the correctness of counts computed by approximate coun-
ters. Auditable approximate counting offers a promising ap-
proach to solve this problem.

Approximate model counting algorithms come in two dif-
ferent flavours, viz. deterministic and randomized. While
randomized counting algorithms with probably approxi-
mately correct (PAC) guarantees (Valiant 1984a,b) have
been found to scale better in practice, it is not possible to
provide a meaningful certificate of correctness for the re-
sult computed by a single run of a randomized algorithm
(see (McConnell et al. 2011) for a nice exposition on this
topic). Therefore, we focus on deterministic algorithms for
approximate model counting. Specifically, we ask: (a) what
would serve as a meaningful certificate for the best-known
deterministic approximate counting algorithm (Stockmeyer
1983)? (b) what is the fine-grained complexity of auditing
such a certificate? (c) can we re-design the approximate
counting algorithm so as to make certificate auditing more
efficient? and (d) is there a tradeoff in the complexity of
an auditable deterministic approximate counting algorithm
and the fine-grained complexity of certificate auditing? Our
study shows that there is a nuanced interplay between the
complexity of auditable approximate counting algorithms
and that of auditing the certificates generated by such al-
gorithms. Therefore, if efficiency of certificate auditing is
treated as a first-class concern, we must re-think the design
of auditable algorithms for approximate counting. Indeed,
we present two new auditable approximate counting algo-
rithms that significantly improve the efficiency of certificate
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auditing at the cost of making the counting algorithms them-
selves a bit less efficient.

The primary contributions of the paper can be summa-
rized as listed below. In the following, we wish to count
models of a propositional formula on n variables, upto a
constant approximation factor.

1. We first show that the best-known deterministic approx-
imate counting algorithm (from (Stockmeyer 1983)) can
be converted to an auditable algorithm that generates
a certificate over O(n?log® n) variables. The resulting
counting algorithm uses O(nlogn) invocations of a ¥4’
oracle, as in Stockmeyer’s original algorithm. An audi-
tor, however, needs only an invocation of a 25 oracle on
formulas constructed over O(n? log? n) variables.

. Next, we develop an deterministic approximate counting
algorithm for which the certificate uses only O(n?) vari-
ables. This reduction is achieved by allowing the count-
ing algorithm access to a more powerful $£ (instead of a
¥.2) oracle, that is invoked only O(n) times. Certificate
auditing in this case requires a single invocation of a %’
oracle on a formula constructed over O(n?) variables.

. Finally, we present another deterministic approximate
counting algorithm that requires a certificate over only
O(nlogn) variables. This makes certificate auditing sig-
nificantly more efficient compared to the cases above,
when viewed through the lens of fine-grained complex-
ity. This improvement is obtained by allowing the count-
ing algorithm to invoke a 31" oracle O(nlogn) times.
Certificate auditing now requires one invocation of a .2’
oracle on formulas over O(n logn) variables.

Our results show that the fine-grained complexity of cer-
tificate checking can be “traded off” significantly against
the power of oracles accessible to a determistic approxi-
mate counting algorithm. This opens up the possibility of
designing new counting algorithms that are cognizant of cer-
tificate checking complexity. Our proofs involve reasoning
about specially constructed formulas with qantifier alterna-
tions, with incomplete information about parts of the for-
mula. This is quite challenging in general, and one of our
technical novelties lies in our application of the probabilis-
tic method in the proofs.

The remainder of the paper is organized as follows. We
present some preliminaries and notation in Section 2, and
formalize the notion of an audit for approximate count-
ing algorithms. In Section 3, we discuss how Stockmeyer’s
algorithm can be turned into an auditable algorithm, and
also present the corresponding audit algorithm. Sections 4
and 5 discuss the design of two new auditable algorithms
for approximate counting with successively small certificate
sizes, and the complexity of auditing these certificates. Fi-
nally, we conclude with a discussion of our findings in Sec-
tion 6. Proof details, omitted due to space constraints, can
be found in a full version of the paper available at (Meel (¥)
Chakraborty (r) Akshay 2023).

2 Preliminaries

Let F' be a Boolean formula in conjunctive normal form
(CNF), and let Vars(F"), also called its support, be the set of
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variables appearing in F'. An assignment o of truth values to
the variables in Vars(F) is called a satisfying assignment or
witness of F' if it makes F' evaluate to true. We denote the
set of all witnesses of F' by sol(F') and its count by |sol(F)|.
Throughout the paper, we use n to denote |Vars(F')|. We also
use bold-faced letters to represent vectors of Boolean vari-
ables, when there is no confusion.

We write Pr [Z : ] to denote the probability of outcome
Z when sampling from a probability space (). For brevity,
we omit {2 when it is clear from the context. The expected
value of Z is denoted E[Z] and its variance is denoted
02 [Z]. The quantity ‘7;[[22]] is called the dispersion index
of the random variable Z. Given a distribution D, we use
Z ~ D to denote that Z is sampled from the distribution D.

We introduce some notation from complexity theory for
later use. Let C be a decision complexity class. An oracle
for C is a (possibly hypothetical) computational device that
when queried with any problem in C, answers it correctly
in one time unit. If C; and Cy are two complexity classes,
we use sz to denote the class of problems solvable by an
algorithm for a problem in C; with access to an oracle for Cs.
The complexity classes P, NP and CoNP are well-known.

The classes ¥ and X are defined as NPN" and NP™2
respectively.

Deterministic Approximate Counting (DAC): Given a
Boolean formula F' in CNF and an approximation factor
k (> 1), deterministic approximate counting (or DAC for
short), requires us to compute an estimate CntEst (> 0) us-

ing a deterministic algorithm such that %ﬂ < CntEst <
|sol(F')| - k. It has been shown in (Stockmeyer 1983) that

DACisin PES, the crucial idea in the proof being use of pair-
wise independent hash functions to partition the space of all
assignments. Given a DAC algorithm for any £ > 1, we can
apply it on independent copies of F’ (i.e., copies of F', each
with a fresh set of variables) conjoined together to obtain
|sol(F')| to within any approximation factor > 1. Therefore,
we will often be concerned with DAC algorithms for some
convenient k, viz. 8 or 16.

Practical implementations of DAC algorithms must of
course use SAT/QBF solvers as proxies for oracles like the
¥¥ oracle in (Stockmeyer 1983). Therefore, it is important
in practice to look at the finer structure of oracle invocations,
especially the support sizes and exact quantifier prefix of the
formulas fed to the oracles.

k-wise independent hash family: For n,m € N20, let
H(n,m) denote a family of hash functions from {0,1}"

to {0,1}™. We use h ia ‘H(n,m) to denote the probabil-
ity space obtained by choosing h uniformly at random from

H(n,m).
Definition 2.1. For k > 2, we say that H(n,m) is
a family of k-wise independent hash functions if for ev-
ery distinct y1,...yx € {0,1}" and for every (possi-
bly repeated) a1,...a € {0,1}™, Pr[h(y1) = a1 A
- h(ye) =

is h & H(n, m). Such a family is also sometimes denoted

(%)k , where the probability space
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H(n, m, k) to highlight the degree of independence.

Significantly, every h € H(n, m, k) can be specified by
a k-tuple of coefficients (a1, aq, ... ag) from the finite field
GF (2”““”(”””)) and vice versa (Bellare, Goldreich, and Pe-
trank 2000). Hence, O (k - max(m, n)) bits suffice to repre-
sent h. We leverage this observation to simplify notation and
write Jh as syntactic sugar for existentially quantifying over
the O(k - max(m, n)) Boolean variables that represent h.

For every formula F' on n variables, and for every o €
{0,1}™, define Cell £ 1, o) to be the (sub-)set of solutions of
F that are mapped to « by h. Formally, Cellip 4 oy = {7 |
o €{0,1}", o = F and h(o) = a}. For convenience, we
use Cnt(p 1, o) to denote the cardinality of Cell .}, o).

The following result proves useful in our analysis later.

Proposition 2.2. (Bellare and Rompel 1994) Lett > 4 be an
even integer. Let 71, Zs, ... Z}, be t-wise independent ran-
dom variables taking values in [0,1]. Let Z = Zy + Z> +

t/2
... Zy, = E[Z]. ThenPrHZ—u\zeu]S&( )
foralle > 0.

tu+t?
e2p?

2.1 Audit Complexity

Let A be an auditable algorithm that solves (or claims to
solve) DAC with a known constant-factor approximation,
say k. Let IC denote the certificate generated by A for an in-
put formula F' over n variables. We expect K to be a string
of Boolean values of size that is a function of n. We can now
define the notion of an auditor for A as follows.

Definition 2.3. An auditor for A is an algorithm B that
takes as inputs the formula F, the estimate CntEst returned
by A, and the certificate K. Algorithm B uses an oracle
of complexity class C to certify that CntEst lies within the
claimed k-factor approximation of |sol(F')|. The audit com-
plexity of algorithm A is defined to be the tuple (C,7,t),
where the auditor can certify the answer computed by A by
making t calls to an oracle of complexity class C, where each
call/query is over a formula with at most r variables.

In our context, motivated by Stockmeyer’s result (Stock-
meyer 1983), we restrict C to be P and further fix the num-
ber of calls ¢ to be 1. Hence, we omit C and ¢, and simply
refer to 7 as the audit complexity of the algorithm A.

3 Stockmeyer’s Algorithm and Its Audit

In this section, we consider a celebrated DAC algorithm
due to Stockmeyer (Stockmeyer 1983), and analyze its au-
dit complexity. Towards this end, we first consider a QBF
formula that plays a significant role in Stockmeyer’s algo-
rithm. For a given Boolean formula F' on n variables, and
for 1 < m < n, consider

SDSFtock(m) = EIhl s Hhmvvzlasz
\/ (F(21) A (hi(z1) = hi(22)) — ~F(22))
=1

In the above formula, the h;’s are hash functions from
‘H(n,m,2). The formula says that there exist m such hash
functions such that for any two assignments 21,22 €
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{0,1}™, if 24 is a solution for F' and some hash function
h; maps z; and z5 to the same cell, then z5 cannot be a so-
lution. In other words, for each solution some hash function
puts it in a cell where it is the only solution. Recall that 3h;
is shorthand for existentially quantifying over coefficients of
h.

Now, the following claim and lemma provide necessary
and sufficient conditions for ¢, , (m) evaluating to True.
Claim 3.1 (Necessary). If of, , (m) = 1, then |sol(F)| <
m - 2™,

The following lemma capturing sufficient conditions is in-
herent in Sipser’s work (Sipser 1983); to obtain the precise
constant for our analysis, we provide an alternate simpler ar-
gument (proofs can be found in the full version at (Meel (¥)
Chakraborty (r) Akshay 2023)).
Lemma 3.2 (Sufficient). If |sol(F)]
(pf;fock (m) =1

We can now write Stockmeyer’s algorithm as follows:

-2
om ,

< then

Algorithm 1: Stock(F")

Thus, at v, we need to check that the True answer is cor-
rect, i.e., the v'" call to X" oracle. This is easy since we
can use the certificate returned by the call, i.e., the set of
hash functions hi, ..., h,, i.e., hashassgng,... Given this
certificate (indeed a solver returns this) we can pass it to the
verifier and hence, a query to NP oracle suffices.

However, this does not suffice. We also need to check that
at v — 1, the False answer is correct, i.e., at v — 1, we need
to check that %, . (v — 1) = 0, which can be answered by
a query to X4’ oracle. More precisely, for m = v — 1, we
need to check that =%, (v —1) = 1,1ie., VA ... Vi,
3217 322 /\Z’;l(F(zl) A (hi(zl) = h,‘(ZQ)) A F(Zz))

Algorithm 2: StockAudit(F, Stock(F))
1: poscheck + 0; negcheck < 0;

2: poscheck ¢ CoNPCheck(¢F, . (v)[h1 ... hy +
hashassgn,,.x));

3: negcheck < 2QBFCheck(—¢%,, (v —1));

4: if poscheck A negcheck == 1 then

5: return Verified;

: CntEst = Z(ﬁ);
return (v, CntEst, hashassgn,,...)

1: v <+ 0; hashassgn,,,.;, < 0, CntEst + 0;

2: F' + MakeCopies(F,logn) / F’ has nlogn variables
3: for m=1 to nlogn do

4. (ret,assign) < 2QBFCheck(pF, . (m));

5: if ret == 1 then

6: v =m;

7: hashassgn,,,.;, = assign;

8: break

9

0:

—_—

Equipped with necessary and sufficient conditions for the
satisfiability of |sol(F)| < 2™~2, we now describe Stock-
meyer’s algorithm, as presented in Algorithm 1. We first in-
voke MakeCopies(F, log n) subroutine, which makes log(n)
many copies of F', each with a fresh set of variables and con-
juncts them. Now, the algorithm runs over m from 1 to num-
ber of variables of F”, i.e., nlogn and checks if o, , (m)
evaluates to 1. Each such call is a 2QBFCheck as ¢}, isa
©¥ formula.

Now, if o (i) = 1, then T , (i +1) = 1 as well, by
the definition of the formula, so the above algorithm essen-
tially searches for the first point (smallest value of m) where
@I (i) = 1 and returns the estimate of number of solu-
tions at that point as 2%s7 . Thus, when algorithm breaks at
line 8, we have 7, (v) = 1and %, (v —1) =0.
Theorem 3.3 (Stockmeyer). Algorithm I makes O(nlogn)
queries to ¥.% oracle and solves DAC.

3.1 Auditing Stockmeyer’s Algorithm

Now to check the result/count given by the above algorithm,
what can we do? In other words, what could be considered
as a certificate for the answer? If we inspect the above al-
gorithm, we can see that the crux is to identify the smallest
value of m for which 2QBFCheck returns True.
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Thus, the complexity is dominated by the “False” check
at v — 1. In fact combining the two checks as done in line 4,
we just require a single call to 2-QBF solver. Thus the audit-
complexity, or the number of variables on which this call is
made is 72 log®(n) + 2nlog n. Thus we obtain:

Corollary 3.3.1. The audit complexity of Algorithm 1 is
O(n?log” n).

4 Trading Algorithm vs Audit Complexity

Observe that the dominant factor of n?logn in the audit
complexity of Stockmeyer’s algorithm was the need to cer-
tify “False” returned by 2QBFCheck. Therefore, a plausi-
ble approach to improving the audit complexity would be to
develop an algorithm whose audit does not have to rely on
certifying any of the “False” values returned by the underly-
ing QBF checker. To this end, we construct a new formula ¢
whose validity would imply both an lower and upper bound
(without requires a separate check for False as in the previ-
ous case). At a high-level, our approach is to partition the
solution space into cells and then assert that every cell has
neither too many solutions nor too few solutions.

Not Too Many Solutions For a given input Boolean for-
mula F' over n variables, consider the formula:

Jh e H(n,m,n)Va € {0,1}" y1,Y2 ... Yut1 € {0,1}"
ConstructNotMany(F, h,m, o, Y1, Y2 - - - Yu+1)
where,ConstructNotMany(F, h,m, o, Y1, Y2 - - - Yu+1) =

)

The above formula encodes that there is a n-wise inde-
pendent hash function such that for each m-sized cell o, and
every set of v + 1 solutions (each solution being an assign-
ment to n variables), if all of them are mapped to the same

u

u+1
</\ (F(ys) ANh(yi) = o) = \/(yu+1 =Yi)

i=1 i=1
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cell, then two of them must be identical. So there are at most
u solutions in each cell.

At Least Few Solutions Next, let us consider the formula

Jh € H(n,m,n)Va € {0,1}" I21, 22,...2¢ € {0,1}"
ConstructAtLeastFew(F, h,m, o, 21, 22, . . . Z¢)

where, ConstructAtLeastFew(F, h,m, a, z1, 22, ... 2p)

)4

\(F(zi) Ah(z:) = a A

i=1

14

A

i=1,j=i+1

(2 # %)

This formula says that there is a hash function such that
for each cell av, there are £ solutions which all map to the cell
a. Hence, if they are all distinct, in each cell the number
of solutions is at least ¢. Thus the number of solutions is
bounded below by ¢ times number of cells.

Combining these, for any Boolean formula F', parameters
£, u, we obtain a single formula asserting existence of a hash
function such that each cell has a number of solutions that is
simultaneously bounded from above by « and below by Z.

Fl
§0<C¢37ll,:> (m) = Hhvaa Yi,Y2,... yu+13Z17 Z2,. ..

(ConstructNotMany(F, h, m, &, Y1, Y2, - - - Yut1)
Zg))

Note that the formula has a 3V3 alternation, i.e., it is a Zf;
formula. Then,

Ze

A ConstructAtLeastFew(F, h, m, o, z1, 22, . . .

Proposition 4.1. If <p<Ci’£’SU>

[sol(F)| < u-2™.

Assuming that it is possible to show that such a hash func-
tion h with polynomial time evaluation and polynomial size
description indeed exists (we will do so below), we now de-
sign an algorithm for approximate model counting. The al-
gorithm simply goes over every value of m from 1 to n and
checks whether <P<CI2£;U> (m) is True. We present the pseu-
docode of the algorithm in Algorithm 3.

= 1, then ¢ - 2™ <

(m)

Algorithm 3: EqualCellsCounter(F’)

u +— 16384n;
1 £+ 1024n;
: hashassgn,,;;, < 0; CntEst « 0;
: form =1tondo
(ret, assign) 3QBFCheCk(Sﬁ<ci’zZz’g>

if ret==1 then

hashassgn
break
: CntEst =¢-2™;
return (CntEst, hashassgn_;;,)

—

(m));

cells — aSSign;

VX AN

—_

Theorem 4.2. Algorithm 3 solves DAC and makes O(n)
calls to a 2% oracle.

Proof. First observe that by definition of gpgzlplf ) (m), and
Proposition 4.1, when the check in line 6 in Algorithm 3
passes, we must have £ - 2 < |sol(F)| < wu - 2™.
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u

Since 7
[sol(F)|
16

= 16, we obtain a 16-factor approximation, i.e.,
< CntEst < [sol(F)|. Further, observe that we
make at most 7 calls to X4 oracle.

It remains to show that there indeed exists h s.t., with ¢
and u as above, for some m € [n], the check in line 6 will
pass. To this end, we will utilize the probabilistic method.

Let us fix a cell a. Let m |log |sol(F)| — 12 —
logn|. For y € {0,1}™, define the indicator variable

1 h =«
Yy,c Such that v, o = {O ot(t?e )r wise Therefore, f1,, =
> Ehgal = |802l,(”F)|. Substituting value of m, we
yEsol(F)

have pi,,, € [4096n,8192n]. Now consider h & H(n,m,n)
i.e., chosen randomly from a n-wise independent hash fam-
ily. Then {7y o } are n-wise independent,

Pr[Cnt<F’h7a> < 1024n or Cnt<F’h’a> > 16384n]

1
< Pr {|Cnt<F7h7a> — Mm| > 2,U/m:|
4t + ”2) "/
T

s&(
n/2
4 % 4097
<8 | ———— < 1"
=8 <4096*4096> =83
< 1024norCnt(ppay >

Thus, Pr[3c, Cntipp )
16384n] < 8- (l)n < 1, for n > 1, which implies

31
Pr[Va, Cnt(pp.q) > 1024n and Cnt(pp o) < 16384n] >
0. Since the probability space is defined over a random
choice of h, there must exist an h such that we have
Ve, Cnt(pp,a) > 1024n and Cnt g p, o) < 16384n. Fur-
thermore, observe that £ = 1024n and © = 16384n, we have

that @é@ﬁ’;w (m) is True. O

4.1 Auditing EqualCellsCounter(F')

Unlike for Stockmeyer’s algorithm, for Algorithm 3, a single
call to a ¥4’ oracle is sufficient for verification and this call
is intrinsically different from the earlier algorithm.

Algorithm 4: EqualCellsAudit(F, EqualCellsCounter(F'))

1: ck < 0y m = [log(SMEt)| — 10; £ « 1024n; u
16384n;

2: ck «+ 2QBFCheck(cp<Ci’£’:) (m)[h < hashassgn_.;;4]);

3: if ck == 1 then

4: return Verified;

That is, we substitute in the formula @éi’fl;u) the value re-

turned by Algorithm 3 and the hash functions hashassgn,.;;
passed as witness and check if the resulting oracle call gives
True. Now, examining the audit complexity, we can see that
the number of variables on which the query in Algorithm 4
is bounded by n(2n + 2): n variables for a (since m < n),
n? + n for v 4+ 1 many y;’s and another n? for £ many 2;’s,
since » and £ can at most be n. Thus, we get

Corollary 4.2.1. The audit complexity of Algorithm 3 is
O(n?).
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S Improving the Audit Complexity

We now focus on further improving the audit complexity.
We start by observing that the factor n? in the audit com-
plexity of Algorithm 3 was due to the size of cell being O(n)
wherein every solution requires n variables to represent, and
therefore, contributing to the factor of n2. To this end, we
ask if we can have cells of constant size; achieving this goal
has potential to reduce the audit complexity to O(n).

However, as we will see, having cells of size 1 suf-
fices only for an n-factor approximation of the count. To
achieve constant factor approximation, we rely on the stan-
dard technique of making multiple copies (as used in Sec-
tion 3), which will finally achieve an audit complexity of
O(nlogn).

Taking a step back, recall that Stockmeyer’s approach too
relied on cells of size 1; after all, ok, , (m) asserted that
for every solution z, there is a hash function A that maps z
to a cell where it is the only solution. But the higher audit
complexity of Stockmeyer’s algorithm was due to the need
to certify the “False” answer. So, in order to achieve best of
both worlds: i.e., have cells of size 1 and better audit com-
plexity, we construct a new formula o}, (m) that oper-
ates on I and evaluates to True for sufficiently many values
of m for which ¢, (m) would evaluate to False, in the
hope that certifying the “True” answer of ¢!, (m) would
be easier: it indeed turns out to be true, as we will see later.

9050[85 (m) = tha h/2a oo hma hm+1

Vo 3z (\/F(z) Ahi(z) = a)

Essentially, the above formula is True if and only if there
are m + 1 hash functions such that for every cell ¢, there is
a solution that is mapped to the cell by some hash function.

We now turn to the design of an approximate counter,
called AFCounter, with a much improved audit complex-
ity. Given an input formula F', we will first construct F’ by
making log n copies. We can design an approximate count-
ing algorithm that queries <p506k (m) as well as ¢ (;les (m)
for all values of m and generate a certificate that consists
of (1) smallest value of m for which gpft'oc 1 (m) evaluates to
True, denoted cp;qp, and (2) the largest value of m for which

cp,fo/les(m) evaluates to True, denoted c;,,,. A surprising as-
pect of our algorithm design is that we are able to compute
the estimate of CntEst without ¢;,,,, i.€., purely based on the
Chigh, but the certificate returned by AFCounter uses cjow
and associated set of hash functions.

Theorem 5.1. Algorithm 5 solves DAC and makes
O(nlogn) calls to X% oracle.

Proof. Observe that AFCounter returns the same output as
that of Algorithm 1, therefore, the correctness follows from
the correctness of Algorithm 1. Furthermore, observe that
AFCounter makes at most nlogn calls to 35 oracle calls
and at most n log n ©£" oracle calls. O

But even though the correctness of the algorithm followed
easily from earlier results, we will now see that proving the

Algorithm 5: AFCounter(F")

L: Ciow <= 0; Chigh < n'; 1/ < n-logn; CntEst < 0;
2: F' + MakeCopies(F,logn)

3: hashassgnsock < 0;  hashassgnpgles <+ 0

4: form = 1ton' do )

5:  (assign,ret) «+ 3QBFCheck(pf . (m))

6: if ret == 0 then

7. Clow =m — 1

8: break

9: hashassgnpeles <— assign

10: for m’ = 1ton' do )
11:  (assign, ret) «— 2QBFCheck (%}, .. (m'))
12: if ret==1 then
13: Chigh = m’
14: hashassgngock ¢ assign
15: brealghi .
16: CntEst < 2Tozn
17: return
(CntEst, Clow Chigh haShaSSgnstock7 hashass‘gnholes)

witness, i.e., the audit requires more work. To this end, we
will show a relationship between cp ;g and ¢
We first provide sufficient condition for ¢, (m) = 1.

Lemma 5.2 (Sufficient). If |sol(F)| > 2™%3, then
(pgoles (m) =1L

Proof. Let us fix a cell a and h; <& H(n,m,?2). For
y € {0,1}", define the indicator variable 7y o ; such that
Yy,ai = Lif hi(y) = ccand 0 otherwise. Let Cnt (g p, o) =

Z Yy, i- Thus Hm = Z Eh’y,a,i] = %
yEsol(F) yEsol(F)

By assumption we have |sol(F)| > 2™+3, which implies
that ,,, > 8. Further, since h; is chosen from a 2-wise inde-
pendent hash family, we infer that {~y, o ;} are 2-wise inde-
pendent, and can conclude that 02[Cnt< Fhia)] <t

Using Payley-Zygmund inequality, we have

1
Pr[Cnt<F’hi’a> <1 < Pr[Cnt<F’hi,a> < g L]

1\? 2
<1 (1 _ > i Hom i
8) a*[Cntipp, o] + i
1\? Hm,
<1-(1-=
8) 1+ pm
As hq, ha, ... h;,41 are chosen independently, we have

m+1
ﬂ {Cnt<F’hi’a> < 1}]

i=1

Pr

m—+1 < ]-
— 9m+1

= (Pr[{Cnt(pn, ) <1}])
Finallyy, we apply wunion bound to  bound
Pr[3a, NI {Ctpne <1 < 20 = L

Therefore, Pr [Va, U?:{l{Cnt(F,h“a) > 1}] > 1
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Observe is
the

fore,

the probability space defined over
random choice of hi,ho,...hyy1, and there-
since the probability of randomly chosen h

ensuring Ve, Uztl{CntmhhM > 1} is non-
zero, therefore, there must exist an hy,hs,...hy,.
Formally, when |sol(F)| > 2mt3 we have
Jhi, ha, .. hmV a 32 (V, F(z) A hi(2) = a). O

From this we can infer the following fact.

Lemma 5.3. chign — Clow < 7.

Proof. Let m* = |log |sol(F")|]. Then, from Lemma 3.2,
we have cp;gn, < m* + 3. Further, from Lemma 5.2, we
obtain cj,y > m* — 4. Thus, we have cpign — Ciow < 7. O

5.1 Audit Complexity of Algorithm 5

Now, we focus on certifying Algorithm 5. Observe that,
Chigh is the smallest value of m for which %, . (m) eval-
uates to True and ¢, is the largest value of m for which
@ (m) evaluates to True. Thus, a straightforward ap-
proach would be to certify that cj,; 4, is indeed smallest value

of m for which ¢, (m) but that is precisely what we
did in Algorithm 2, which led to the audit complexity of
O(n2log® n). How do we overcome the barrier?

The key surprising observation is that we do not need
to certify that cpgn is indeed the smallest value: instead

we will just certify that cpiock (Chign) evaluates to True and

wﬁ ;les (Clow) evaluates to True, and then we check cp;gn —
Clow < 7, and these three facts allow the auditor to certify
the estimate returned by Algorithm 5. Note that we were able
to side step certifying cy,;45, being the smallest value because
we had access to ¢;,,,, Which was not the case when we were
trying to certify Algorithm 1.

Algorithm 6: CountAuditor(F’, AFCounter(F'))
1:

poscheck < 0; negcheck < 0;

2: poscheck — CoNPCheck (¢, 1. (Chigh)[h1 - -, heyy
hashassgn,;,cx))s
3: negcheck < 2QBFCheck(¢l,  (ciow)[P1 - - hey,

hashassign;, ,es));
if (poscheck A negcheck == 1) A (Chigh — Clow < 7)
then return Verified;

To show correctness of CountAuditor, we also need the
following, which gives a lower bound on no. of solutions:

1,

Lemma 54 (Necessary). If ¢f, (m) then

|sol(F")] >

om
m—+1

Proof. Let us construct a many-to-one mapping g from
{0,1}™ to sol(F") such that every edge from v € {0,1}™
to z € sol(F") is labeled with a non-empty set of hash func-
tions {h;} such that h;(z) = a. Such a mapping must ex-
ist when of”  (m) = 1, since for every cell a, we have
z € sol(F") such that h;(z) = « for some h;. Furthermore,
observe that there can be at most m + 1 different o that map
to same z as every hash function maps z to only one unique

10660

« . Therefore, the range of g, which is a subset of sol(F’),

must be at least 2. O
m—+1

Finally, combining all these, we obtain:

Theorem 5.5. The audit complexity of Algorithm 5 is
O(nlogn).

Proof. We will first show that Algorithm 6 certifies the esti-
mate returned by Algorithm 5, and then focus on measuring
the audit complexity. From the True answers to poscheck
and negcheck, the auditor can conclude using Lemma 5.4
and Claim 3.1 that

9 Clow

Clow T 1

< |s0l(F")| < chigh - 27 (1)

From the rhs of Eq 1, and since chigh < nlogn < n2, we
have ‘501(5/)‘ < [sol(F")| < QChigh

n - Chigh -

Now, from line 4 of the audit, we have chigh — Clow < 7.
We combine this with lhs of Eq 1, and observe that ¢, <
nlogn, and hence ¢y + 1 < n? forn > 12, n? > 128, and
2¢high < p2.2¢%w < n2.(clo +1)-|sol(F')| < nt-|sol(F")|.
Noting that |sol(F")| = |sol(F)['°8™, we have

(\sol(F)\

4
ie.,

>logn < (2%)logn < (16- |sol(F)|)logn

[sol(F)]
4

which is a 16-factor approximation. As before, the calls
in line 2 and line 3 can be combined and answered using
a single ¥4’ oracle query. Finally, the number of variables
on which this query is made is O(|a| + |z|), thus of size
O(n') = O(nlogn).

< CntEst < 16 - |sol(F)|

6 Discussion and Perspectives

The design of algorithms has traditionally focused on opti-
mizing resources like time, space, or communication with-
out necessarily considering how hard it is to independently
certify correctness of results. Yet, the need for certified or
auditable results is becoming increasingly important in a
world where untrusted components are unavoidable in the
implementation of any non-trivial software.

In this paper, we presented a principled approach towards
addressing this problem by showing that appropriate mea-
sures of audit complexity can be treated as a first-class com-
putational resource to be optimized at the design stage of an
algorithm itself, rather than as an afterthought. For determin-
istic approximate counting, this approach yields completely
new algorithms that are sub-optimal with respect to time/s-
pace resources, and yet permit significantly simpler certifi-
cation in practice. We believe the same “trade off” applies
to other hard combinatorial problems as well, and one needs
to navigate the algorithm design space carefully to strike
the right balance between audit complexity and time/space/-
communication complexity. We hope our work opens the
door for further such investigations. As concrete steps for
future work, we wish to explore the audit complexity versus
time/space complexity tradeoff in probabilistic approximate
counting.
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