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Abstract

In this paper, we propose two new definitions of local differ-
ential privacy for belief functions. One is based on Shafer’s
semantics of randomly coded messages and the other from the
perspective of imprecise probabilities. We show that such ba-
sic properties as composition and post-processing also hold
for our new definitions. Moreover, we provide a hypothesis
testing framework for these definitions and study the effect of
“don’t know” in the trade-off between privacy and utility in
discrete distribution estimation.

Introduction

Differential privacy (DP) is a mathematically rigorous def-
inition of privacy which addresses the paradox of learning
nothing about an individual while learning useful informa-
tion about a population (Dwork et al. 2006; Dwork and
Roth 2014). In particular, local differential privacy (LDP)
is a model of differential privacy with the added restric-
tion that even if an adversary has access to the personal
responses of an individual in the database, that adversary
will still be unable to learn too much about the user’s per-
sonal data (Kasiviswanathan et al. 2008; Kairouz, Oh, and
Viswanath 2016; Duchi, Jordan, and Wainwright 2013). The
uncertainty in standard LDP mechanisms is usually pro-
vided by randomization which associates each input with
a probability function over all possible outputs. The pro-
totypical example of an LDP mechanism is the random-
ized response survey technique proposed in (Warner 1965).
Current randomized response mechanisms equate privacy-
preserving with lying and are designed on the assumption
that users abide by the data collection protocol which allows
respondents to lie with a known probability. However, re-
cent research results from the perspective of the respondents
show that, in practice, although these mechanisms allow the
respondents to maintain privacy, the procedures may con-
fuse respondents, fail to address the concerns of the users
and hence yield nonresponse or noncompliance (Xiong et al.
2020; Cummings, Kaptchuk, and Redmiles 2021; Ramoka-
pane et al. 2021). An effective differential privacy commu-
nication can increase data-sharing rates (Xiong et al. 2020).
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To address noncompliance and nonresponse, we propose
in this paper to design differential privacy mechanisms
which incorporate “don’t know” or nonresponse as an alter-
native outcome or allow imprecision in the mechanism de-
sign. In practice, people may prefer not to response or say “I
don’t know” to withhold sensitive information which mini-
mizes the questionable ethical consequences of lying in their
eyes (Bullek et al. 2017). By addressing such ethical privacy
concerns, our new mechanisms aims to increase respon-
dents’ willing to share their data. Here we study this new
type of privacy mechnisms from a more general Dempster-
Shafer perspective by representing uncertainty in privacy
mechanisms with belief functions (Dempster 1967; Shafer
1976). The Dempster-Shafer theory (also known as the the-
ory of evidence or the theory of belief functions) is a well-
known uncertainty theory for its expressiveness in repre-
senting ignorance. The theory improves the root concepts
of probabilities “yes” and “no” that sum to one, by append-
ing a third probability of “don’t know” (Dempster 2008).
As the world of statistical analysis moves more and more to
“big data” and associated “complex systems”’, the Dempster-
Shafer theory provides a middle ground with the third prob-
ability “don’t know” and can be expected to become increas-
ingly important in privacy protection.

Our first and main contribution in this paper is to propose
two new definitions of LDP (one is e-local differential pri-
vacy according to Shafer (e-SLDP) (Definition 1) and the
other according to Walley (e-WLDP) (Definition 13)) and
to provide a statistical framework for these two definitions
as the trade-offs between type I and II errors in a natural
hypothesis-testing problem (Theorems 5 and 18). Our sec-
ond contribution is to characterize the effect of “don’t know”
in the trade-off between privacy and utility in discrete distri-
bution estimation problem. The privacy mechanisms in the
two definitions associate each input z with a belief func-
tion on the output set Y. The difference between these two
definitions comes from their different semantics of belief
functions. The first definition is motivated by Shafer’s in-
terpretation of belief functions as randomly coded messages
(Shafer and Tversky 1985). In this semantics, we generalize
Warner’s randomized response mechanism by allowing an-
swering “don’t know” with probability 1 — p — g where p is
the probability of answering truthfully and ¢ the probability
of lying. For the discrete distribution estimation problem of



a generalized Warner’s model, we study the effect of “don’t
know” on the trade-off between the privacy loss and the es-
timation accuracy. The most important and difficult step is
to compute the variance of the maximum likelihood esti-
mation of the parameter 7, the true proportion of the peo-
ple with the sensitive property. We employ some combina-
torial techniques to obtain a formula for the estimation ac-
curacy (Theorem 10). We show that, when the probability of
“don’t know” increases, the overall effect of the trade-off for
this generalized model decreases, and when this probability
equals 0, the effect is optimal and the trade-off is the same as
that for the standard Warner’s model (Figure 2). In the sec-
ond definition, we adopt the imprecise-probability semantics
to accommodate unknown response probabilities in privacy
mechanisms and interpret belief function bel as the set of all
probability functions pr which are consistent with bel (Wal-
ley 1990). Both the privacy loss and estimation accuracy are
defined with respect to those consistent probability functions
according to the worst-case analysis. Moreover, we compare
the trade-offs between privacy and estimation accuracy for
these two definitions (e-SLDP and e-WLDP) and Warner’s
randomized response mechanism (Figure 5).

Dempster-Shafer Theory

Let  be a frame and A = 2% be the Boolean algebra
of propositions. |A| denotes the cardinality of a subset A.
A mass assignment (or mass function) over ) is a map-
ping m : A — [0,1] satisfying >, , m(A) 1. A
mass function m is called normal if m(0) = 0. A be-
lief function is a function bel : A — [0, 1] satisfying the
conditions: bel(0) = 0, bel(Q) = 1 and bel(|J;_, 4;) >
Z@¢Ic{17...m}(—l)mﬂbel(ﬂien‘lz’) where A; € A for
all i € {1,---,n}. A mapping f : A — [0,1] is a be-
lief function if and only if its Mobius transform is a mass
assignment (Page 39 in (Shafer 1976)). In other words, if
m : A — [0,1] is a mass assignment, then it determines
a belief function bel : A — [0,1] as follows: bel(A)
> pcam(B) forall A € A. Moreover, given a belief func-
tion bel, we can obtain its corresponding mass function m as
follows: m(A) = 3" pc A (—=1)"M\Bloel(B) forall A € A.
Intuitively, for a subset event A, m(A) measures the be-
lief that an agent commits exactly to A, not the total belief
bel(A) that an agent commits to A. A subset A with non-
zero mass is called a focal set. The belief function bel is
called Bayesian if m(A) = 0 for all non-singletons A. The
corresponding plausibility function pl,, : 2% — [0,1] is de-
fined by plm(A) = > praszp m(E) forall A C Q. When-
ever the context is clear, we drop the subscript m. For m, bel
and pl, if we know any one of them, then we can determine
the other two. Without further notice, all mass functions in
this paper are assumed to be normal and all subsets are focal.

In this paper, we focus on only two semantics of belief
functions. The first one is Shafer’s semantics of belief func-
tions in terms of randomly coded messages. Suppose some-
one chooses a code at random from a list of codes, uses the
code to encode a message, and then sends us the result. We
know the list of codes and the chance of each code being
chosen—say the listis c1, - - - , ¢,, and the chance of ¢; being
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chosen is p;. We decode the encoded message using each of
the codes and find that this always produces a message of
the form “the truth is in A” for some non-empty subset A
of the set of possibilities 2. Let A; denote the subset we get
when we decode using ¢;, and set m(A) = > {p; : 1 <
it < n,A; = A} for each A C Q. The number m(A) is the
sum of the chances for those codes that indicate A was the
true message; it is, in a sense, the total chance that the true
message was A. Notice that m (@) = 0 and that the m(A)
sum to one. The quantity bel(A) = > 5, m(B) is, in a
sense, the total chance that the true message implies A. If
the true message is infallible and the coded message is our
only evidence, then it is natural to call bel(A) our probabil-
ity or degree of belief that the truth lies in A. The second
interpretation of belief functions in this paper is from the
perspective of imprecise probabilities. Given a belief func-
tion bel, let Py; denote the set of all probability functions
which are consistent with or dominate over bel. In other
words, Pye; = {pr : pris a probability function on Q and
pr > bel} where pr > bel means pr(E) > bel(E) for
all E C Q. Due to lack of information, uncertainty can’t be
represented by a probability function but by a belief function
bel. All consistent probability functions are possible. When-
ever enough information is available, we may specify a prob-
ability function from Py; to represent the uncertainty. One
may refer to (Cuzzolin 2021) and (Dwork and Roth 2014)
for a detailed introduction to belief functions and DP.

Local Differential Privacy

Let X be a private source of information defined on a dis-
crete, finite input alphabet X = {1, -+ , 2} and Y be an
output alphabet Y = {y1,--- , y;} that need not be identical
to the input alphabet X. In this paper, we will represent a
privacy mechanism () via a row-stochastic matrix. For sim-
plicity, we also use () to denote this matrix. @) is called an
evidential privacy mechanism if each row of the matrix @ is
a mass function on Y. In other words, each evidential pri-
vacy mechanism @ maps X = z to Y € FE with Q(z)
which can be represented by a mass m% gE ) (belief bel¥ (E)
or plausibility pl@(E)) where m& (bel ) or pl?(E)) is
a mass (belief or plausibility) function on Y forall x € X.
Since m%(()) = 0 for all x, we write the mechanism Q as a
k x (2! — 1) matrix. Whenever the context is clear, we usu-
ally drop the superscript Q. In this paper, we assume that all
the alphabet sets are finite. In other words, an evidential pri-
vacy mechanism is just a standard LDP mechanism whose
instructions are defined by random sets instead of probabil-
ity functions.

LDP according to Shafer

For an evidential privacy mechanism @,
m (E)

Q
let rg

MATy o' e X, ECY and eg = ln(rg).

Definition 1 For any ¢ > 0, the mechanism () is called e-
locally differential private according to Shafer (e-SLDP for
short) if —e < €9 < e. And eg is called the privacy loss of

S
@ according to Shafer and € is a privacy budget. <



In other words, by observing E, the adversary cannot reli-
ably infer whether X = x or X = 2’ (for any pair = and
2'). Indeed, the smaller the ¢ is, the closer the likelihood
ratio of X = x to X = z’ is to 1. Therefore, when € is
small, the adversary cannot recover the true value of X re-
liably. In this definition, we adopt Shafer’s interpretation as
randomly coded messages. Each subset of Y is treated as an
individual message or response. The mechanism randomly
chooses a code ¢ and uses it to encode a message £ C Y.
And m,(E) is equal to the chance of choosing c. If we set
2Y \ {0} as the output alphabet, then the above (Q is simply
the standard local differential private mechanism. In partic-
ular, if each row of () is Bayesian, then () is essentially
a standard randomized mechanism and the e-SLDP is just
the standard e-LDP for randomized privacy mechanisms.
Almost all basic properties for privacy-preserving random-
ized mechanisms can be generalized to the setting of belief
Pl (E)
Pl (E)

: Q _ Q _
functions. Let Tps = MOTz o' X, ECY and Thel,s =

belS (E)
MmaZy o' cX, ECYm

l”(rz?ez,s)-

Q — Q
Denote € ¢ = In(ry ) and
Q .
€pel, s =

Lemma 2 If privacy mechanism Q is e-SLDP, then —e <
e?@lsgeand—egegsge.

From Lemma 2, we know that eg > te g~ But generally

we don’t have the converse that Epl g2 ? &. If we have sev-
eral bulldlng blocks for designing differentially private al-
gorithms, it is important to understand how we can combine
them to design more sophisticated algorithms.

Lemma 3 (Composition) Let ()1 be an €1-SLDP evidential
privacy mechanism from X to Y1 and Q5 be an e3-SLDP
evidential privacy mechanisms from X to Y. Then their
combination Q2 defined by Q1 2(x) = (Q1(x), Q2(x)) is
€1 + €2-SLDP.

The composition of a data-independent mapping f with
an ¢ locally differential private algorithm () is also € locally
differential private.

Lemma 4 (Post-processing) Let (Q be an e-SLDP mecha-
nism from X to'Y and f is a randomized algorithm from'Y
to another finite alphabet set Z. Then f o Q) is an e-SLDP
mechanism from X to Z.

Now we offer a hypothesis testing interpretation for the
above e-SLDP. From an attacker’s perspective, the privacy
requirement can be formalized as the following hypothesis
testing problem for two datasets x and x':

Hy: the underlying dataset is  vs. H;: the underlying
dataset is z’.

The output of the mechanism () serves as the basis for per-
forming the hypothesis testing problem. The distinguishabil-
ity of the two inputs  and x’ can be translated into the trade-
off between type I and type II errors (Dong, Roth, and Su
2021). For belief functions, it is natural to consider minimax
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Figure 1: Trade-off between type I and II errors for SLDP

tests (Huber and Strassen 1973). Formally, consider a rejec-
tionrule ¢ : Y — [0,1]. Let P? and Pg denote the two sets
of probability functions dominating belQ and belg respec-
tively. In other words, PS¢ = {pr € A(Y) : pr > bel%}
and 73 = {pr e AY) :pr> belQ} The lower power
of ¢ under 2’ is defined as Ty = inf rePe E,.(¢). In the
setting of e-SLD P, we assume that type I error Qg 1S rep-
resented by sup . poEp,(¢) and type II error by B, =
1-— inprepg E,.(¢). A test ¢ is called a level-a minimax
test if ¢ = argmin{By : ay < a}. The following theo-
rem is a generalization of the well-known result (Theorem

2.4 in (Wasserman and Zhou 2010)) for standard differential
privacy.

Theorem 5 For any evidential privacy mechanism @), the
following two statements are equivalent:

1. Q) is e-SLDP;

2. If type I error oy € [l, L], then type II error By €
[u(L),U(l)] where u(a) := max{e (1 — a),1 — ae}
and U(a) := min{e(1 — a),1 — ae™}.

Now we consider the hypothesis testing problem for the
composition and would like to distinguish between Q(z) x
Q(z) and Q(z') x Q(z'). The corresponding type I and II
errors ai and /32 » can be defined similarly. For simplicity,
we only show the two-fold composition and other multi-fold
compositions can be obtained similarly.

Corollary 6 For the hypothesis testing problem for the com-

position, if type I error ai € [l, L), then type II error

B3 [u?(L),U?%(l)] where u?(a) = max{e 2¢(1 —
a), —a+ <+1’1 ae*} and U?(a) := min{e®**(1—a), 1—
e, —a + 22"

Both Theorem 5 and Corollary 6 can be visualized in Fig-
ure 1.

The discrete estimation problem is defined as follows.
Given a prior which is a vector 7 = (mq,...,7) on the
probability simplex Sk ={p=(m1,...,m) :m >0(1 <
i < k), Z _m o= 1}, samples Xy, ---, X, are drawn
ii.d. according to 7. A privacy mechanism () is then ap-
plied independently to each sample X; to produce Y =



(Yy;---,Y,), the sequence of private observations. Observe
that the Y;’s are distributed according to m = 7@, which are
mass functions not necessarily probability functions when )
is evidential. Our goal is to estimate the distribution vector
« from Y within a certain privacy budget requirement. The
performance of the estimation may be measured via a loss
function. Here we use the mean square loss function. () is
called optimal if the estimation error is the smallest. A clas-
sic example for discrete distribution estimation is Warner’s
randomized response method for survey research (Warner
1965).

Example 7 According to prototypical Warner’s randomized
response mechanism Qyy, the respondent answers truthfully
with probability p and lies with probability 1—p. Let 7 be the
true proportion of the people having property P. A sample
of Y1,---,Y, of respondents are drawn with replacement
from the population and their responses are distributed i.i.d.
according to (¢1,¢2) = (m,1 — 1)Qw.Soq1 = 7p+ (1 —
7)(1—p) and ¢ = w(1—p)+(1—7)p. Arrange the indexing
of the sample so that the first ny respondents say ”Yes” and
the remaining n—n, answers “No”. We obtain the maximum

likelihood estimation of 7 as 7 = ;_11 +1 It can be
p—1)n

b
2p
shown (Warner 1965; Holohan, Leith, and Mason 2017) that
this distribution estimation 7 is unbiased and its mean square
error or variance is the following formula:
1 1
1(2p-1)2 14
n

P

Var|#]

ey

n

Within the privacy budget of ¢, the optimal privacy mecha-

nism is ( >

Now we are generalizing the above Warner’s model by al-
lowing a third response “I don’t know” and representing the
corresponding uncertainty with a mass function. Let Q23
denote a known row-stochastic matrix as follows:

p g l-p—q

Q“?’:(q p l—p—q>

where p, ¢ € [0,1]. Q2«3 may be regarded as a generalized
Warner’s randomized response mechanism where a respon-
dent answers truthfully with probability p, tells a lie with ¢
and don’t respond or respond "I don’t know” with probabil-
ity 1 — p — ¢. We may assume in this paper that p > %

€

1
e +1

1

eE

€

QWRR = 1

Remark 8 In the following we choose to work with such
a simple form Q243 of LDP for belief functions. A more
general form can be studied similarly, but unfortunately we
couldn’t obtain closed forms for (approximate) estimation
and error as we achieve below for this simple form Qox3.
The maximum likelihood estimation problem for the more
general form can be naturally formalized as a mixture of
the conditional mass functions associated with the evidential
privacy mechanism with the mixture proportions as the un-
known prior distribution of the sensitive population.We can
apply EM algorithm to approximate the prior distribution
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and compute its Fisher information and further the standard
error of the approximation (Agrawal and Aggarwal 2001).
However, the simple form provides us with a neat formula
of estimation error (Theorem 10) and hence a formula for
the privacy-utility trade-off. Indeed the simple form for ev-
idential mechanism is enough to illustrate the effect of the
answer “I don’t know” or nonresponse on the privacy-utility
trade-off. Both the simulation experiments and Figure 2 af-
terwards are based on the above analysis. In this paper we
mainly focus on this simple form ()2 3. But we expect that
such a simple form to evidential privacy mechanisms is the
same as Warner’s 2 X 2 mechanism to the standard LDP.
For standard LDP, every approximate DP algorithm can be
simulated by a (leaky) variant of Warner’s 2 X 2 mechanism
(a well-known result in optimal composition (Murtagh and
Vadhan 2018; Kairouz, Oh, and Viswanath 2017)). From a
broader and deeper perspective, we believe that every ap-
proximate evidential privacy mechanism can be simulated
by some variant of our 2 X 3 mechanisms in this paper. In
this sense, our contribution is similar to Warner’s contribu-
tion to standard LDP.

A simple random sample of n people is drawn with re-
placement from the population. Let Z; denote the ¢-th sam-
ple element. Recall that 7 is the true proportion of the people
with the sensitive property P. Z; is distributed according to

the following (¢1, g2, ¢3):

In other words, ¢ = mp+ (1 —m)q, g2 = 7q+ (1 —7)p, and
q3 = 1 —p—q. Note that ¢; + g2 + g3 = 1. It implies that Z;
says “Yes”, “No” and “don’t know” with probabilities q1, g2
and g3 respectively. Arrange the indexing of the sample so
that the first ny sample elements say Yes, the next ny say
No and the last ng say “don’t know” where nq,n9 and ns
are natural numbers such that n; + ny + ng = n. So the
likelihood of the sample is L(m) = ¢7'g52¢5°. By taking
its logarithm and then setting its derivative to be zero, we
obtain i — 72 = 0. So we obtain the maximum likelihood

estimation (MLE) of 7 as follows:

p g 1l—-p—gq
q p 1-p—gq

(@1 @ g )=(r 1—7T)(

na2q — nip
(n1+n2)(qg —p)

Now we want to compute the expectation of 7. From Z;, we
define three new random variables Z;; = ]I[ Zi=Yes]» Zig =
Iiz,=no) and Z;3 = Iz, —gon’tknow] (Where I denotes the
indicator function). Then Z; = Z;1 + Zjo + Z;3, N,
Z?:l Zil,NQ = Z?:l Z»L‘Q and N3 Z?:l Zig. So
N; + Ny + N3 = n. We obtain the conditional expectation
of the MLE.

7AT:

2

Theorem 9 E[ 3 2402 Ny + Ny # 0] = .

(N1+N2)(g—p

1

Theorem 10 Var(#|Ny + Na # 0) = == [mp + (1 —

m)g)[rg + (1 = m)plA = [=(7 — 3)* + $(EEL)*] A where
A=30<Ny<n n%Ng () (1 — q3)"Nagg®.

n
N3



The formula in Theorem 10 is essential to our analysis
of the trade-off between privacy loss and estimation accu-
racy. One may refer to the supplementary materials for a de-
tailed proof (of independent interest). In this paper, we adopt
from (Grab and Savage 1954) a good approximation of A as

m. In particular, with this approximation, when

—(m=3)*+1 Gt
p+qf1Var[7r|N1+N27é0] ool
which is exactly the estimation error of Warner’s model (

Eq. (1)).

—(r= 372+ 3 (22’ ,
Corollary 11 Let f(q) = —inra 1 Then f (q) >

0. In other words, V ar(7) is increasing with respect to .

This proposition tells us that, within the privacy budget
of €, one can increase the estimation accuracy by saying “I
don’t know” as much as possible instead of lying.

Corollary 12 Fix p+q = c. The optimal e-LDP mechanism

)

In order to emphasize the dependency of the privacy ma-
trix Q2«3 on the parameters p and g, we denote Q243 as
Q2x3(p, q), the privacy loss ln( ) as €7 (p, q) and the esti-

mation error Var(#| Ny + Ny # O) as v%(p, q).

This trade-off formula can be actually easily obtained.
What we can achieve is an analysis rather than simulation.
Letp—i—q:candeezg—1 D Sowegetp—e};ﬁl.
If we substitute this formula into the error formula in The-
orem 10, then we get a formula of estimation error in terms
of the privacy loss. Simulation experiments are carried out
to verify the trade-off in the privacy mechanism. In order
to reduce the sampling error on the experimental results,
the following results are the average of 1000 experimental
outcomes. The trade-off between the privacy loss €°(p, q)
and the accuracy v°(p, ¢) can be illustrated in the follow-
ing Figure 1. The figure shows clearly the impact of “don’t
know” with probability 1 — p — ¢ on the trade-off between
e%(p,q) and v¥(p,q). When 1 —p—q = Oorp+¢q = 1, the
black curve for the trade-off between ¢°(p, ¢) and v (p, q)
is exactly for Warner’s randomized response mechanism. If
p+ q = c where cis a constant, the trade-off curve is similar
to that for Warner’s mechanism. Moreover, when the con-
stant ¢ gets smaller or the probability of “don’t know” gets
larger, the curve moves further away from that for Warner’s
model. Figure 2 tells us that Warner’s model is optimal
among those generalized (J2x3-mechanisms. Next we ex-
plore the effect of the sample size on the accuracy of the es-
timation. We set the sample size to be 10, 100, 500, 1000 and
fix g3 = 0.1. From the experimental results (Figure 3), we
can see that when the privacy loss is relatively large, differ-
ent sample sizes can achieve similar estimations. However,
when the privacy budget is relatively small, with the increase
of the sample size, the estimation variance gets smaller and
smaller.

E+1C
e€ +1

1—c¢c
1—c

1
e‘ngc

_€
e€+lc

QGWRR = (
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e*(®,q)
\ ‘\ —p+q=038
\‘ ‘\\ p+q=07
|
\
\\\\\l\:f—»,,,
v, q)

Figure 2: The trade-off in Shafer’s semantics

LDP according to Walley
w

For an evidential privacy mechanism (), let TG
mCmpr,,eP QpryEP Q £ra(F) .

x e vetd, Pra (E)
ln( W) quantifies the privacy loss of the privacy mechanism
Q@ in Walley s semantics of imprecise probabilities. There is
another definition of LDP for belief functions in the setting
of imprecise probabilities:

And the logarithm ef} =

Definition 13 For any ¢ > 0, @ is called e-locally differ-
ential private according to Walley (e-W LD P for short) if,
—e < eg < e. And e% is called the privacy loss of () ac-
cording to Walley and € is a privacy budget. <

In other words, the privacy loss for e-W LDP is defined
by consistent probability functions in the worst case. So, €-
WLDP fits well with the worst-case analysis behind the
philosophy of differential privacy and also with the conser-
vative principle of least commitment in the theory of be-
lief functions (Denoeux 2014). Lemma 2 and the following
Lemma 14 provide a simple mathematical characterization
of SLDP and WLDP, where we can see clearly the main dif-
ference between Definitions 1 and 13.

Lemma 14 (Alternative formulations) If privacy mecha-
nism Q is e-W LDP, then, for all x,2' € X and E C Y:

- pla (E)
S e S

Lemma 15 (Composition) Let Q1 be an e1-WLDP evi-
dential privacy mechanism from X to Y, and Qo be
an €3-WLDP evidential privacy mechanisms from X to
Y. Then their combination Q12 defined by Q1 2(x) =
(Q1(x),Q2(x)) is €1 + ea-WLDP.

Lemma 16 (Post-processing) Let QQ be an e-WLDP mecha-
nism from X to'Y and f is a data-independent randomized
algorithm fromY to another finite alphabet set Z. Then foQ
is an e-WLDP mechanism from X to Z.

For the hypothesis testing problem, recall that () denotes
an evidential privacy mechanism and ¢ : ¥ — [0,1] is a
rejection rule. In order to translate e-WLDP into the trade-
off between type I and II errors, we have to divide them
into two different types of errors: one is pessimistic and
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Figure 3: Impact of sample sizes on the estimation accuracy. The horizontal axis represents the privacy budget € and the vertical

axis represents the estimate 7.

the other optimistic. For the rejection rule ¢, the pessimistic
type I and II are defined as of)’ = SUppep, QEpr(¢) and

ﬁ = SUPprep, 0, Epr (1 -

ally the same as those errors in -5 LDP Also we define the
optimistic type I and II errors as ad) = inf), preP, zQE +(9)

and B5° := infyrep  , Epr(1 — @), respectively.

@), respectively. They are actu-

Definition 17 For the above pessimistic errors, the follow-
ing function is called the pessimistic trade-off function:
TP¢(Q(2), Q(2"))(a) = inf{B" : o’ < a}. For the
above optimistic errors, the following function is called
the optimistic trade-off function: T°P(Q(x), Q(z'))(a) :=
sup{Bg’ ol < al. <

The following theorem is another generalization of the
well-known result (Theorem 2.4 in (Wasserman and Zhou
2010)) for standard differential privacy.

Theorem 18 For any evidential privacy mechanism @), the
following two statements are equivalent:

1. Qis e-WLDP;

2. For any a € [0,1], T”“”(Q( ), Q")) (a) = [P (a)
and T°P(Q(x), Q(x")) (o) < f&(a) where fF() =
mafa,;{lezlozee,g) e (1 — a)} and fP(a) = min{l —

For the composition, the adversary needs to distinguish
between Q(x) x Q(x) and Q(z') x Q(«'). Similarly, we
can define pessimistic and optimistic type I and II er-
TOrS: ai’pe,ﬁi’pe i"p and Bz’(’p . Moreover, for the hy-
pothesis testing problem for the composition, we define

the pessimistic and optimistic trade-off functions similarly:
T3°(Q(z) x Q(2),Qz') x Q())(er) = inf{B5"
@i < a}, and T37(Q(x) x Q(x), Q') x Q(a))(a) :

sup{BQ ,op . . 2op < a}

X
and

Corollary 19 For any «
Q@),Q(=") x Q))(e)

e [0,1],

>

75°(Q(x)
f&re(a)
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Q) x Q@),Q() x Q))(e) < [f2%(a)
where f2P¢(a) = max{l — e, —a+ ef’_l e 2 (1—a)}
and f2°P (o) = min{l —ae™2¢ €2 (1 —q), —a+ 2 112

Both Theorem 18 and Corollary 19 can be visualized in
Figure 4.
For simplicity, we consider the above evidential privacy
p g l-p—gq

matrix
Q2><3:<q P 1_p_q>

In Definition 1, 1 —p — ¢ quantifies the conditional probabil-
ity of the third response “I don’t know”. Similarly, in Defini-
tion 13, p and ¢ are the probabilities of telling truthfully and
of lying respectively. However, 1 — p — ¢ measures the prob-
ability of unknown response strategy or possible noncompli-
ance. Unlike SLDP, there are only two responses “Yes” and
“No” for response mechanism according to WLDP and “I
don’t know” is not an option. In order to obtain a Warner-
style randomized response 2 x 2 matrix, we redistribute the
mass 1 —p—q on the unknown part to those masses on “Yes”
and “No” and get the following matrix:

sz( ¢+ (1 -N1-p—q)

p+Al—-p—q)
When A = 1, the associated privacy loss is the largest and
is the same as according to Definition 13. The respondent is
most conservative and make the worst-case analysis. On the
other hand, when A = 0, the associated privacy loss is the
smallest. In this case, the respondent is the most optimistic
and assumes the best possibility. Similarly, we can obtain the
—(1=M(1-p=a)—q
p—at@AIAp—q) ’
and show that 7 is an unbiased estimate of 7. From Theo—
rem 10, we know that, when A = 0, the variance Var(7)(

—(r=1/2)*+

p+A1l—-p—9q)
g+ (1 -N1-p—q)

maximum likelihood estimation © =

%
4(2p—1) )

is the largest and is defined as the es-
timation accuracy of the privacy matrix Q2% 3 according to
Walley.

According to Shafer’s semantics, the privacy loss for
the mechanism Qo3 is defined as €%(p,q) = In(%) and

VCLT(?ﬂNl + NQ # 0)

its accuracy is Vs(p, q)



T 2
\\\\\\ — £ pe sze
\\‘\ o fEZ,op Tzop
\ _ fe —— Tpe
o ‘\\\ _——— 6"?’ -—-- TP

Figure 4: Trade-off between type I and II errors for WLDP

B e .
R CES ) (Thm. (10)). In contrast, according to Wal-
ley’s semantics, the privacy loss for Q23 is defined as
In(1=4 ), which is denoted as € W(p,q) and is equal to the

privacy loss of the associated matrix ()4 in Warner’s model.
—(r—3)*+

n

4(2p 1)2

Moreover its accuracy is , which is de-

noted as "V (p, q) and is exactly the accuracy for the matrix
Qo in Warner’s model. In other words, both €'V (p, q) and

W(p, q) are obtained according to the worst-case analysis
from the perspectives of the respondent and adversary re-
spectively. Similarly, we may obtain ¢©(p, q) and v°(p, q),
the optimal privacy loss and estimation error among all
possible privacy mechanisms ). Figure 5 illustrates the
relationships among the three trade-offs between privacy
and accuracy: (¢*(p, ), v*(p, ), (" (p,q),v" (p, ¢)) and
(€9(p, q),v°(p, q)). The rectangle shown in the figure con-
sists of exactly the trade-offs between privacy and accuracy
for all possible Q» with (" (p, q),v" (p, q)) as the worst
and (¢“(p, q),v°(p, q)) as the best.

Corollary 20 €V (p, q) is decreasing with respect to q and
vW(p, q) is decreasing with respect to p.

According to the corollary, we may compare two privacy
mechanlsms ng W) and ngd (p',¢).Ifp>p andq >
q, then €V (p, q) )and vV (p,q) < vW(p',q).
In this case, Q2X3(p, ) 1s preferred to Qax3(p’,¢'). So the
trade-off in Walley’s semantics is similar to the minimax es-
timation for LDP (Duchi, Jordan, and Wainwright 2018).

v(p,q) (" ©.0," ®,0)

(5, .V, q))

Shafer’s semantic

: Warner’s model

(@ ) v (p,0)) (P, q)

Figure 5: Comparison of trade-offs in the two semantics
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Conclusion

To the best of our knowledge, we are the first to explore
differential privacy from a different uncertainty perspective
than probability theory. The fact that differential privacy is
closely related to statistical analysis (Dwork and Roth 2014)
may explain why there are few research about DP in other
uncertainty theories which don’t support a practical statisti-
cal analysis. But belief functions are deeply rooted in fidu-
cial inference, an important school in statistics (Dempster
1967; Shafer 1982; Martin and Liu 2015; Martin 2019). It
is desirable to develop a belief-function theory of differen-
tial privacy. The LDP implicitly requires some assumptions
about the adversary’s view of belief functions in privacy
mechanism. There are many semantics for belief functions.
In this paper, we choose Shafer’s semantics as randomly en-
coded messages (Shafer and Tversky 1985) and Walley’s
interpretation as imprecise-probabilities (Walley 1990). Our
work in LDP is motivated by the nonresponse and noncom-
pliance issue in randomized response technique in (Warner
1965; Graeme, Imai, and Zhou 2015) and discrete distri-
bution estimation problem in (Kairouz, Oh, and Viswanath
2016; Kairouz, Bonawitz, and Ramage 2016; Wang et al.
2017; Huang and Du 2008) where the size of the input al-
phabet is no less than that of the output alphabet. However,
since the number of messages (or the size of the powerset of
the output set) is usually larger than that of the input set in
our LDP mechanisms, MLE is usually different from empir-
ical estimation in this case and their techniques don’t apply
here. Moreover, there is a rich literature to address nonre-
sponse in survey research (Little and Rubin 2002) but most
of them regard the issue as a missing-data problem and few
of them consider the privacy problem. There seems no ob-
vious LDP definitions for coarsening at random because the
outputs of coarsening mechanisms at different inputs are dif-
ferent and hence the adversary can easily distinguish these
two inputs. It may be interesting to explore the LDPs for
contamination models. There are 2 other possible definitions
of SLDP in terms of belief functions and plausibility func-

—e o belS(E) —c pl Pl (E)
tions: e~ € < belQ &) <efande € < 5 5 < ef. Lemma

2 and the remarks afterwards actually show their relation-
ships. In future versions, we will elaborate these two differ-
ent definitions and their relations with Definition 1.

In this paper we show a binary composition theorem
for each definition (Corollaries 6 and 19). We believe that,
for our two definitions SLDP and WLDP, the composition
of the hypothesis-testing trade-off functions (Kairouz, Oh,
and Viswanath 2017; Balle et al. 2020) converges to some
(most probably random-set variant) form of Gaussian DP
(Dong, Roth, and Su 2021) according to some central limit
theorem (Chapter 3 in (Molchanov 2017)). In this paper,
we took the first step in this direction and showed the ef-
fect of the composition of hypothesis-testing trade-off func-
tions(Corollaries 1 and 4). Moreover, we would like to in-
vestigate LDP for belief functions from the perspective of
respondents (as in (Xiong et al. 2020)) and conduct a se-
ries of rigorous surveys to show that our new generalized
Warner’s mechanism including “don’t know” as an option
can indeed increase user’s willingness to participate.
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