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Abstract

Adversarial examples causing evasive predictions are widely
used to evaluate and improve the robustness of machine learn-
ing models. However, current studies focus on supervised
learning tasks, relying on the ground-truth data label, a tar-
geted objective, or supervision from a trained classifier. In
this paper, we propose a framework of generating adversarial
examples for unsupervised models and demonstrate novel ap-
plications to data augmentation. Our framework exploits a mu-
tual information neural estimator as an information-theoretic
similarity measure to generate adversarial examples without
supervision. We propose a new MinMax algorithm with prov-
able convergence guarantees for efficient generation of unsu-
pervised adversarial examples. Our framework can also be
extended to supervised adversarial examples. When using
unsupervised adversarial examples as a simple plug-in data
augmentation tool for model retraining, significant improve-
ments are consistently observed across different unsupervised
tasks and datasets, including data reconstruction, representa-
tion learning, and contrastive learning. Our results show novel
methods and considerable advantages in studying and improv-
ing unsupervised machine learning via adversarial examples.

1 Introduction

Adversarial examples are known as prediction-evasive attacks
on state-of-the-art machine learning models (e.g., deep neural
networks), which are often generated by manipulating native
data samples while maintaining high similarity measured
by task-specific metrics such as L,-norm bounded perturba-
tions (Goodfellow, Shlens, and Szegedy 2015; Biggio and
Roli 2018). Due to the implications and consequences on
mission-critical and security-centric machine learning tasks,
adversarial examples are widely used for robustness eval-
uation of a trained model and for robustness enhancement
during training (i.e., adversarial training).

Despite of a plethora of adversarial attacking algorithms,
the design principle of existing methods is primarily for su-
pervised learning models — requiring either the true label
or a targeted objective (e.g., a specific class label or a ref-
erence sample). Some recent works have extended to the
semi-supervised setting, by leveraging supervision from a
classifier (trained on labeled data) and using the predicted
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() Mathematical notation

MUP /MUSUP: trained supervised/unsupervised machine
learning models

X/ X,4qy: original/adversarial data sample

0" /02" supervised/unsupervised loss function in
reference to =

(ITT) Unsupervised tasks
(our proposal)

(e.g. data reconstruction,
contrastive learning)

(I1) Supervised tasks
(e.g. classification)

Taqy 1S dissimilar to x but
B (g, M) <
g;ﬂSUP (x ‘ Munsup)

T.qv 1S similar to z but
M (zagy) # M*P(z)

Table 1: Illustration of adversarial examples for super-
vised/unsupervised machine learning tasks. Both settings use
a native data sample x as reference. For supervised setting,
adversarial examples refer to similar samples of z causing
inconsistent predictions. For unsupervised setting, adversar-
ial examples refer to dissimilar samples yielding smaller loss
than z, relating to generalization errors on low-loss samples.

labels on unlabeled data for generating (semi-supervised)
adversarial examples (Miyato et al. 2018; Zhang et al. 2019;
Stanforth et al. 2019; Carmon et al. 2019). On the other hand,
recent advances in unsupervised and few-shot machine learn-
ing techniques show that task-invariant representations can
be learned and contribute to downstream tasks with limited
or even without supervision (Ranzato et al. 2007; Zhu and
Goldberg 2009; Zhai et al. 2019), which motivates this study
regarding their robustness. Our goal is to provide efficient
robustness evaluation and data augmentation techniques for
unsupervised (and self-supervised) machine learning mod-
els through unsupervised adversarial examples (UAEs). Ta-
ble 1 summarizes the fundamental difference between con-
ventional supervised adversarial examples and our UAEs.
Notably, our UAE generation is supervision-free because it
solely uses an information-theoretic similarity measure and
the associated unsupervised learning objective function. It
does not use any supervision such as label information or
prediction from other supervised models.



In this paper, we aim to formalize the notion of UAE,
establish an efficient framework for UAE generation, and
demonstrate the advantage of UAEs for improving a variety
of unsupervised machine learning tasks. We summarize our
main contributions as follows.

e We propose a new per-sample based mutual information
neural estimator (MINE) between a pair of original and mod-
ified data samples as an information-theoretic similarity mea-
sure and a supervision-free approach for generating UAE.
For instance, see UAEs for data reconstruction in Figure
?? of supplementary material. While our primary interest is
generating adversarial examples for unsupervised learning
models, we also demonstrate that our per-sample MINE can
be used to generate adversarial examples for supervised learn-
ing models with improved visual quality.

e We formulate the generation of adversarial examples with
MINE as a constrained optimization problem, which applies
to both supervised and unsupervised machine learning tasks.
We then develop an efficient MinMax optimization algorithm
(Algorithm 1) and prove its convergence. We also demon-
strate the advantage of our MinMax algorithm over the con-
ventional penalty-based method.

e We show a novel application of UAEs as a simple plug-in
data augmentation tool for several unsupervised machine
learning tasks, including data reconstruction, representa-
tion learning, and contrastive learning on image and tabular
datasets. Our extensive experimental results show outstanding
performance gains (up to 73.5% performance improvement)
by retraining the model with UAEs.

2 Related Work and Background
2.1 Adversarial Attack and Defense

For supervised adversarial examples, the attack success cri-
terion can be either untargeted (i.e. model prediction differs
from the true label of the corresponding native data sample)
or targeted (i.e. model prediction targeting a particular label
or a reference sample). In addition, a similarity metric such as
L,-norm bounded perturbation is often used when generating
adversarial examples. The projected gradient descent (PGD)
attack (Madry et al. 2018) is a widely used approach to find
L,-norm bounded supervised adversarial examples. Depend-
ing on the attack threat model, the attacks can be divided into
white-box (Szegedy et al. 2013; Carlini and Wagner 2017b),
black-box (Chen et al. 2017; Brendel, Rauber, and Bethge
2018; Liu et al. 2020), and transfer-based (Nitin Bhagoji et al.
2018; Papernot et al. 2017) approaches.

Although a plethora of defenses were proposed, many of
them failed to withstand advanced attacks (Carlini and Wag-
ner 2017a; Athalye, Carlini, and Wagner 2018). Adversarial
training (Madry et al. 2018) and its variants aiming to gen-
erate worst-case adversarial examples during training are so
far the most effective defenses. However, adversarial training
on supervised adversarial examples can suffer from unde-
sirable tradeoff between robustness and accuracy (Su et al.
2018; Tsipras et al. 2019). Following the formulation of un-
targeted supervised attacks, recent studies such as (Cemgil
et al. 2020) generate adversarial examples for unsupervised
tasks by finding an adversarial example within an L,-norm
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perturbation constraint that maximizes the training loss. In
contrast, our approach aims to find adversarial examples that
have low training loss but are dissimilar to the native data
(see Table 1), which plays a similar role to the category of
“on-manifold” adversarial examples governing generalization
errors (Stutz, Hein, and Schiele 2019). In supervised set-
ting, (Stutz, Hein, and Schiele 2019) showed that adversarial
training with L,-norm constrained perturbations may find
off-manifold adversarial examples and hurt generalization.

2.2 Mutual Information Neural Estimator

Mutual information (MI) measures the mutual dependence be-
tween two random variables X and Z, defined as I (X, Z) =
H(X)— H(X|Z), where H(X) denotes the (Shannon) en-
tropy of X and H(X|Z) denotes the conditional entropy of
X given Z. Computing MI can be difficult without know-
ing the marginal and joint probability distributions (P,
Pz, and Pxz). For efficient computation, the mutual in-
formation neural estimator (MINE) with consistency guar-
antees is proposed in (Belghazi et al. 2018). Specifically,
MINE aims to maximize the lower bound of the exact MI
using a model parameterized by a neural network 6, de-
fined as Io(X,Z) < I(X,Z), where © is the space of
feasible parameters of a neural network, and Io(X, Z) is
the neural information quantity defined as Io(X, Z)
supgco Ery, [To] — log(Epy gr, [e7?]). The function Tj is
parameterized by a neural network 6 based on the Donsker-
Varadhan representation theorem (Donsker and Varadhan
1983). MINE estimates the expectation of the quantities
above by shuffling the samples from the joint distribution
along the batch axis or using empirical samples {z;, z; }1"_;
from Pxz and Px ® Pz (the product of marginals).

MINE has been successfully applied to improve represen-
tation learning (Hjelm et al. 2019; Zhu, Zhang, and Evans
2020) given a dataset. However, for the purpose of generating
an adversarial example for a given data sample, the vanilla
MINE is not applicable because it only applies to a batch of
data samples (so that empirical data distributions can be used
for computing MI estimates) but not to single data sample. To
bridge this gap, we will propose two MINE-based sampling
methods for single data sample in Section 3.1.

3 Methodology
3.1 MINE of Single Data Sample

Given a data sample z and its perturbed sample = + ¢, we
construct an auxiliary distribution using their random sam-
ples or convolution outputs to compute MI via MINE as a
similarity measure, which we denote as “per-sample MINE”.
Random Sampling Using compressive sampling (Candes
and Wakin 2008), we perform independent Gaussian sam-
pling of a given sample x to obtain a batch of K compressed
samples {x, (v + &)1 } 1<, for computing g (x,x + ) via
MINE. We refer the readers to the supplementary material
(SuppMat 6.2, 6.3) for more details. We also note that ran-
dom sampling is agnostic to the underlying machine learning
model since it directly applies to the data sample.
Convolution Layer Output When the underlying neural
network model uses a convolution layer to process the input
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Figure 1: Visual comparison of MINE-based untargeted su-

HE
pervised adversarial examples (with e = 1) on CIFAR-10.

Per-sample MINE Method FID KID
Random Sampling
(10 runs, K = 96) 339.47 £8.07 14.86 £ 1.45
1st Convolution 344231 1078

Layer Output (K = 96)

Table 2: Frechet and kernel inception distances (FID/KID)
between the untargeted adversarial examples of 1000 test
samples and the training data in CIFAR-10.

data (which is an almost granted setting for image data), we
propose to use the output of the first convolution layer of
a data input, denoted by conv(-), to obtain K feature maps
{conv(zx)y, conv(x + 8)5 H<_, for computing Ig(z,z + §).
We provide the detailed algorithm for convolution-based per-
sample MINE in SuppMat 6.2.

Evaluation We use the CIFAR-10 dataset and the same
neural network as in Section 4.2 to provide qualitative and
quantitative evaluations on the two per-sample MINE meth-
ods for image classification. Figure 1 shows their visual com-
parisons, with the objective of finding the most similar per-
turbed sample (measured by MINE with the maximal scaled
L perturbation bound ¢ = 1) leading to misclassification.
Both random sampling and convolution-based approaches
can generate high-similarity prediction-evasive adversarial
examples despite of large L., perturbation.

Table 2 compares the Frechet inception distance (FID)
(Heusel et al. 2017) and the kernel inception distance (KID)
(Binkowski et al. 2018) between the generated adversarial
examples versus the training data (lower value is better).
Both per-sample MINE methods have comparable scores.
The convolution-based approach attains lower KID score and
is observed to have better visual quality as shown in Figure 1.
We also tested the performance using the second convolution
layer output but found degraded performance. In this paper
we use convolution-based approach whenever applicable and
otherwise use random sampling.

3.2 MINE-based Attack Formulation

We formalize the objectives for supervised/unsupervised ad-
versarial examples using per-sample MINE. As summarized
in Table 1, the supervised setting aims to find most similar
examples causing prediction evasion, leading to an MINE

6928

maximization problem. The unsupervised setting aims to find
least similar examples but having smaller training loss, lead-
ing to an MINE minimization problem. Both problems can
be solved efficiently using our unified MinMax algorithm.

Let (x, y) denote a pair of a data sample x and its ground-
truth label y. The objective of supervised adversarial example
is to find a perturbation § to = such that the MI estimate
Io(z,x + 0) is maximized while the prediction of = + ¢ is
different from g (or being a targeted class 3y’ # ), which is
formulated as

Max(ismize Io(z,z+9)

suchthat x + 6 € [0,1], 6 € [—¢, €] and f,(z +§) < 0.

The constraint z + § € [0,1]¢ ensures = + J lies in the
(normalized) data space of dimension d, and the constraint
§ € [—¢, €]¢ corresponds to the typical bounded L., perturba-
tion norm. We include this bounded-norm constraint to make
direct comparisons to other norm-bounded attacks. One can
ignore this constraint by setting € = 1. Finally, the function
» 7 (z + &) is an attack success evaluation function, where
27 (x + &) < 0 means z + J is a prediction-evasive adver-
sarial example. For untargeted attack one can use the attack
function f;"* designed in (Carlini and Wagner 2017b), which
is bup( ') = logit(z"), — max;,j, logit(z'); + &, where
logit(z'); is the j-th class output of the logit (pre-softmax)
layer of a neural network, and x > 0 is a tunable gap be-
tween the original prediction logit(z ) and the top prediction
max;. -, logit(z’); of all classes other than y. S1m11ar1y, the
attack function for targeted attack with a class label i’ # vy is
27 (2') = max;,jzy logit(z'); — logit(z')y + k.
Unsupervised Adversarial Example Many machine
learning tasks such as data reconstruction and unsupervised
representation learning do not use data labels, which pre-
vents the use of aforementioned supervised attack functions.
Here we use an autoencoder ®(-) for data reconstruction to
illustrate the unsupervised attack formulation. The design
principle can naturally extend to other unsupervised tasks.
The autoencoder ® takes a data sample x as an input and
outputs a reconstructed data sample ®(x). Different from
the rationale of supervised attack, for unsupervised attack
we propose to use MINE to find the least similar perturbed
data sample = + ¢ with respect to = while ensuring the recon-
struction loss of ®(z + 0) is no greater than ®(z) (i.e., the
criterion of successful attack for data reconstruction). The
unsupervised attack formulation is as follows:

Miniémize Io(z,z+9)

suchthat x + 6 € [0,1]%, 6 € [—¢,€]? and f,(z +6) <0

The first two constraints regulate the feasible data space and
the perturbation range. For the Lo-norm reconstruction loss,
the unsupervised attack function is

funsup(x + 5) — ||(E — (I)(x —+ 5)”2 — ||CC - (I)(CU)HQ + kK

which means the attack is successful (i.e., fz" (2 + ) < 0)
if the reconstruction loss of z + ¢ relatlve to the original
sample z is smaller than the native reconstruction loss mi-

Oz +9)[l2 <




|l —®(x)||2 — £. In other words, our unsupervised attack for-
mulation aims to find that most dissimilar perturbed sample
x + ¢ to x measured by MINE while having smaller recon-
struction loss (in reference to ) than x. Such UAEs thus
relates to generalization errors on low-loss samples because
the model is biased toward these unseen samples.

3.3 MINE-based Attack Algorithm

Here we propose a unified MinMax algorithm for solving
the aforementioned supervised and unsupervised attack for-
mulations, and provide its convergence proof in Section 3.4.
For simplicity, we will use f, to denote the attack criterion
for fz' or fz"P. Without loss of generality, we will analyze
the supervised attack objective of maximizing Ig with con-
straints. The analysis also holds for the unsupervised case
since minimizing Ig is equivalent to maximizing I¢;, where
I, = —Io. We will also discuss a penalty-based algorithm
as a comparative method to our proposed approach.

MinMax Algorithm (proposed) We reformulate the at-
tack generation via MINE as the following MinMax opti-
mization problem with simple convex set constraints:

. A +

6:z+6€[0,1}/][31-,156[*6,6]‘l I\C/[Zag( F((S’ C) - fl (:E+5) Te (:E’ x+5)
The outer minimization problem finds the best perturba-
tion & with data and perturbation feasibility constraints
v+ 6 € [0,1]¢ and § € [—¢,€]?, which are both con-
vex sets with known analytical projection functions. The
inner maximization associates a variable ¢ > 0 with the
original attack criterion f,(z + ¢) < 0, where ¢ is mul-
tiplied to the ReLLU activation function of f,, denoted as
fiF(z+0) = ReLU(fy(z + 6)) = max{f.(x + d),0}. The
use of f; means when the attack criterion is not met (i.e.,
fz(z +0) > 0), the loss term ¢ - f,(z + §) will appear in
the objective function F'. On the other hand, if the attack
criterion is met (i.e., f,(z +0) <0),thenc- ff (z+48) =0
and the objective function ' only contains the similarity loss
term —Ig(z,z + §). Therefore, the design of f;" balances
the tradeoff between the two loss terms associated with at-
tack success and MINE-based similarity. We propose to use
alternative projected gradient descent between the inner and
outer steps to solve the MinMax attack problem, which is
summarized in Algorithm 1. The parameters « and /3 denote
the step sizes of the minimization and maximization steps,
respectively. The gradient V f. (z + &) with respect to § is
set to be 0 when f,(xz + 6) < 0. Our MinMax algorithm
returns the successful adversarial example x + * with the
best MINE value I (z, x 4 0*) over T iterations.

Penalty-based Algorithm (baseline) An alternative ap-
proach to solving the MINE-based attack formulation is the
penalty-based method with the objective:

Minimize c- fH(x+6)—Ie(z,z+ )

d:24+6€[0,1]4, 5€[—¢,e]d
where c is a fixed regularization coefficient instead of an
optimization variable. Prior arts such as (Carlini and Wagner
2017b) use a binary search strategy for tuning c and report
the best attack results among a set of ¢ values. In contrast,
our MinMax attack algorithm dynamically adjusts the c value
in the inner maximization stage (step 8 in Algorithm 1). In

Algorithm 1: MinMax Attack Algorithm

1: Require: data sample x, attack criterion f (), step sizes
« and (3, perturbation bound ¢, # of iterations T’

2: Initialize 09 = 0, co =0, 0" =null, [§ = —oo0,t =1

3: for t in T iterations do

4: 6t+1 =5t—oz~ (Cij(l‘ﬁ-(St) —VI@(x,x—HSt))

5: Project ;41 to [—¢, €] via clipping

6: Project x + d¢41 to [0, 1] via clipping

7: Compute Ig(x, z + d41)

8: Perform ¢;; = (1 — tl%) e+ B fF (x4 0p41)
9: Project ¢;41 to [0, o0]

10 if fu(z+0641) <OandIg(x,x+0,41) > IS then
11: update 6* = §;41 and I§ = Io(x,x + d¢41)

12: Return 6*, I3

Section 4.2, we will show that our MinMax algorithm is more
efficient in finding MINE-based adversarial examples than
the penalty-based algorithm. The details of the binary search
process are given in SuppMat 6.5. Both methods have similar
computation complexity involving T iterations of gradient
and MINE computations.

3.4 Convergence Proof of MinMax Attack

As a theoretical justification of our proposed MinMax attack
algorithm (Algorithm 1), we provide a convergence proof
with the following assumptions on the considered problem:
e A.1: The feasible set A for § is compact, and [,/ (z + 9)
has (well-defined) gradients and Lipschitz continuity (with
respect to §) with constants L and [;. That is, | £} (z + ) —
[ @+ 00| <lyg]|6 — &' and [V f7(x +6)) = VI (2 +
NN < Lygllo = ||, V4,8 € A. Moreover, Ig(x,x + 9)
also has gradient Lipschitz continuity with constant L;.

e A.2: The per-sample MINE is 7-stable over iterations for
the same input, |Ig,, , (2,2 +¢41) — Lo, (z, 2+ ¢ 41)| < 1.

A.1 holds in general for neural networks since the numeri-
cal gradient of ReLU activation can be efficiently computed
and the sensitivity (Lipschitz constant) against the input per-
turbation can be bounded (Weng et al. 2018). The feasible
perturbation set A is compact when the data space is bounded.
A.2 holds by following the consistent estimation proof of the
native MINE in (Belghazi et al. 2018).

To state our main theoretical result, we first define the
proximal gradient of the objective function as £(,c¢) :=
[0 — PA[0 — VsF(0,¢)],c — Pelc+ VF(6,¢)]],  where
Py denotes the projection operator on convex set
X, and ||L£(d,c)|| is a commonly used measure for
stationarity of the obtained solution. In our case,
A ={6:2+6 € [0,1]7Nn6 € [—¢¢? and
C = {c:0 < ¢ < ¢}, where ¢ can be an arbitrary
large value. When ||£(5*, ¢*)|| = 0, then the point (6*, ¢*) is
refereed as a game stationary point of the min-max problem
(Razaviyayn et al. 2020). Next, we now present our main
theoretical result.

Theorem 1. Suppose Assumptions A.1 and A.2 hold
and the sequence {6:,c;,¥t > 1} is generated by the
MinMax attack algorithm. For a given small constant




¢’ and positive constant 3, let T(e') denote the first
iteration index such that the following inequality is satisfied:
T(e') == min{t|||L(ds,ct)||? < &', t > 1}. Then, when the
step-size and approximation error achieved by Algorithm 1
satisfy o ~ n ~ \/1/T(e"), there exists some constant C
such that || L(67 1y, cren)||? < C/y/T(e).
Proof. Please see the supplemental material (SuppMat 6.8).
Theorem 1 states the rate of convergence of our proposed
MinMax attack algorithm when provided with sufficient sta-
bility of MINE and proper selection of the step sizes. We
also remark that under the assumptions and conditions of
step-sizes, this convergence rate is standard in non-convex
min-max saddle point problems (Lu et al. 2020).

3.5 Data Augmentation Using UAE

With the proposed MinMax attack algorithm and per-sample
MINE for similarity evaluation, we can generate MINE-based
supervised and unsupervised adversarial examples (UAESs).
Section 4 will show novel applications of MINE-based UAEs
as a simple plug-in data augmentation tool to boost the model
performance of several unsupervised machine learning tasks.
We observe significant and consistent performance improve-
ment in data reconstruction (up to 73.5% improvement), rep-
resentation learning (up to 1.39% increase in accuracy), and
contrastive learning (1.58% increase in accuracy). The ob-
served performance gain can be attributed to the fact that our
UAE:s correspond to “on-manifold” data samples having low
training loss but are dissimilar to the training data, causing
generalization errors. Therefore, data augmentation and re-
training with UAEs can improve generalization (Stutz, Hein,
and Schiele 2019).

4 Performance Evaluation

In this section, we conduct extensive experiments on a va-
riety of datasets and neural network models to demonstrate
the performance of our proposed MINE-based MinMax ad-
versarial attack algorithm and the utility of its generated
UAE:s for data augmentation, where a high attack success
rate using UAEs suggests rich space for data augmenta-
tion to improve model performance. Codes are available at
https://github.com/IBM/UAE.

4.1 Experiment Setup and Datasets

Datasets and Computing Resource We provide a brief sum-
mary of the datasets and computing resource in SuppMat
6.18.

Supervised Adversarial Example Setting Both data sam-
ples and their labels are used in the supervised setting. We
select 1000 test images classified correctly by the pretrained
MNIST and CIFAR-10 deep neural network classifiers used
in (Carlini and Wagner 2017b) and set the confidence gap
parameter k = 0 for the designed attack function f;"" defined
in Section 3.2. The attack success rate (ASR) is the fraction
of the final perturbed samples leading to misclassification.
Unsupervised Adversarial Example Setting Only the train-
ing data samples are used in the unsupervised setting. Their
true labels are used in the post-hoc analysis for evaluating
the quality of the associated unsupervised learning tasks. All
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MNIST CIFAR-10
ASR MI ASR MI
Penalty-based 100% 28.28 100% 13.69
MinMax 100% 51.29 100% 17.14

Table 3: Comparison between MinMax and penality-based
algorithms on MNIST and CIFAR-10 datasets in terms of
attack success rate (ASR) and mutual information (MI) value
averaged over 1000 adversarial examples.

- 22.5 =
601 — Binary Search 20.0f — Binary Search
501 — MinMax 17'5 —— MinMax
_40 —15.0
=30 =125
20 10.0
10 7.5
0 5.0

1k 2k 3k 4k 5k 6k 7k 8k 9k
num iterations

(a) MNIST

1k 2k 3k 4k 5k 6k 7k 8k 9k
num iterations

(b) CIFAR-10

Figure 2: Mean and standard deviation of mutual information
(MI) value versus attack iteration over 1000 samples.

training data are used for generating UAEs individually by
setting k = 0. A perturbed data sample is considered as a suc-
cessful attack if its loss (relative to the original sample) is no
greater than the original training loss (see Table 1). For data
augmentation, if a training sample fails to find a successful
attack, we will replicate itself to maintain data balance. The
ASR is measured on the training data, whereas the reported
model performance is evaluated on the test data. The training
performance is provided in SuppMat 6.10.

MinMax Algorithm Parameters We use consistent parame-
ters by setting « = 0.01, 5 = 0.1, and T' = 40 as the default
values. The vanilla MINE model (Belghazi et al. 2018) is
used in our per-sample MINE implementation.

Models and Codes We defer the summary of the considered
machine learning models to the corresponding sections.

4.2 MinMax v.s. Penalty-based Algorithms

We use the same untargeted supervised attack formulation
and a total of 7" = 9000 iterations to compare our proposed
MinMax algorithm with the penalty-based algorithm using 9
binary search steps on MNIST and CIFAR-10. Table 3 shows
that while both methods can achieve 100% ASR, MinMax
algorithm attains much higher MI values than penalty-based
algorithm. The results show that the MinMax approach is
more efficient in finding MINE-based adversarial examples,
which can be explained by the dynamic update of the coeffi-
cient ¢ in Algorithm 1.

Figure 2 compares the statistics of MI values over attack
iterations. One can find that as iteration count increases, Min-
Max algorithm can continue improving the MI value, whereas
penalty-based algorithm saturates at a lower MI value due
to the use of fixed coefficient c in the attack process. In the
remaining experiments, we will report the results using Min-
Max algorithm due to its efficiency.



0] 1EGEY BRPEEEREREE
/] DRI AN NNNANAEn
E BESS HEEEEEE EEE
[>) BEEE DRRERRRRRR
SRR ]
a BRE¢ PEEEEEBEEEE
= iﬁﬂﬁﬁﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ
- R ERE FFE
[+ EEQEEEEEI EEE
Original %E@ -
data 0.10.20.3 0.40.5 0.6 0.7 0.8 0.91.0 0.10.20.3 0.4 0.50.6 0.7 0.8 0.91.0
(a) (b) PGD attack (c) MinMax attack

Figure 3: Comparison of untargeted supervised adversarial
examples on MNIST. The unsuccessful adversarial examples
are marked with red crosses. Each column corresponds to
different € values (L-norm perturbation bound) ranging
from 0.1 to 1.0. Each row shows the adversarial examples
of an original sample. MinMax attack using MINE yields
adversarial examples with better visual quality than PGD
attack, especially for large e values.

4.3 Qualitative Visual Comparison

Figure 3 presents a visual comparison of MNIST supervised
adversarial examples crafted by MinMax attack and the PGD
attack with 100 iterations (Madry et al. 2018) given different
e values governing the L., perturbation bound. The main
difference is that MinMax attack uses MINE as an additional
similarity regulation while PGD attack only uses L, norm.
Given the same ¢ value, MinMax attack yields adversarial
examples with better visual quality. The results validate the
importance of MINE as an effective similarity metric. In
contrast, PGD attack aims to make full use of the L, pertur-
bation bound and attempts to modify every data dimension,
giving rise to lower-quality adversarial examples. Similar
results are observed for adversarially robust models (Madry
et al. 2018; Zhang et al. 2019), as shown in SuppMat 6.16.

Moreover, the results also suggest that for MINE-based
attacks, the L., norm constraint on the perturbation is not
critical for the resulting visual quality, which can be explained
by the fact that MI is a fundamental information-theoretic
similarity measure. When performing MINE-based attacks,
we suggest not using the L., norm constraint (by setting
€ = 1) so that the algorithm can fully leverage the power of
MI to find a more diverse set of adversarial examples.

Next, we study three different unsupervised learning tasks.
We only use the training samples and the associated training
loss to generate UAEs. The post-hoc analysis reports the per-
formance on the test data and the downstream classification
accuracy. We report their improved adversarial robustness
after data augmentation with MINE-UAESs in SuppMat 6.17.

4.4 VUAE Improves Data Reconstruction

Data reconstruction using an autoencoder ®(-) that learns to
encode and decode the raw data through latent representations
is a standard unsupervised learning task. Here we use the
default implementation of the following four autoencoders to
generate UAEs based on the training data samples of MNIST
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and SVHN for data augmentation, retrain the model from
scratch on the augmented dataset, and report the resulting
reconstruction error on the original test set.

We also compare the performance of our proposed MINE-
based UAE (MINE-UAE) with two baselines: (i) Lo-UAE
that replaces the objective of minimizing Ig (z, z + §) with
maximizing the Lo reconstruction loss ||z — ®(z 4 )|z in
the MinMax attack algorithm while keeping the same attack
success criterion; (ii) Gaussian augmentation (GA) that adds
zero-mean Gaussian noise with a diagonal covariance matrix
of the same constant o to the training data.

Table 4 shows the reconstruction loss and the ASR. The
improvement of reconstruction error is measured with respect
to the reconstruction loss of the original model (i.e., with-
out data augmentation). We find that MINE-UAE can attain
much higher ASR than L,-UAE and GA in most cases. More
importantly, data augmentation using MINE-UAE achieves
consistent and significant reconstruction performance im-
provement across all models and datasets (up to 56.7% on
MNIST and up to 73.5% on SVHN), validating the effec-
tiveness of MINE-UAE for data augmentation. On the other
hand, in several cases Ly-UAE and GA lead to notable perfor-
mance degradation. The results suggest that MINE-UAE can
be an effective plug-in data augmentation tool for boosting
the performance of unsupervised machine learning models.

4.5 UAE Improves Representation Learning

The concrete autoencoder (Balin, Abid, and Zou 2019) is an
unsupervised feature selection method which recognizes a
subset of the most informative features through an additional
concrete select layer with M nodes in the encoder for data
reconstruction. We apply MINE-UAE for data augmentation
and use the same post-hoc classification evaluation procedure
as in (Balin, Abid, and Zou 2019).

The six datasets and the resulting classification accuracy
are reported in Table 6. We select M = 50 features for every
dataset except for Mice Protein (we set M = 10) owing
to its small data dimension. MINE-UAE can attain up to
11% improvement for data reconstruction and up to 1.39%
increase in accuracy among 5 out of 6 datasets, corroborating
the utility of MINE-UAE in representation learning and fea-
ture selection. The exception is Coil-20. A closer inspection
shows that MINE-UAE has low ASR (<10%) for Coil-20
and the training loss after data augmentation is significantly
higher than the original training loss (see SuppMat 6.10).
Therefore, we conclude that the degraded performance in
Coil-20 after data augmentation is likely due to the limitation
of feature selection protocol and the model learning capacity.

4.6 UAE Improves Contrastive Learning

The SimCLR algorithm (Chen et al. 2018) is a popular con-
trastive learning framework for visual representations. It uses
self-supervised data modifications to efficiently improve sev-
eral downstream image classification tasks. We use the de-
fault implementation of SimCLR on CIFAR-10 and generate
MINE-UAES using the training data and the defined training
loss for SImMCLR. Table 5 shows the loss, ASR and the re-
sulting classification accuracy by taining a linear head on the
learned representations. We find that using MINE-UAE for



MNIST

‘ Reconstruction Error (test set)

| ASR (training set)

Autoencoder |Original MINE-UAE L,-UAE (o :Gg 01) (« :GlAO_S) MINE-UAE L,-UAE (o :G?)‘.Ol) (o :Gﬁ)_g)
Sparse 0.00561 (?ggz;l(%) (E'ggi;t;)) 0'00(2;32:521'%(;6_05 0'00(2;32:531';61)6_05 100% 99.18%  54.10% 63.95%
Dense 0.00258 (2(1)(1).262%) ((1.%(?(2)?'/?) O.OO%?LE:ZQ.Z?)OOH O.OO%?%E%OOU 9299%  99.94%  48.53% 58.47%

Convolutional | 0.00294 (?.?3.295?60) (3'32?86;)) 0'00?312%49'730011 0.00?32%4(2.7(()))0015 99.86%  99.61% 68.71% 99.61%

Adversarial |0.04785 ((;142{;;) (535049‘;)) 0'057(33;;%80501 00?34&4518%%))5 67 98.46%  43.54%  99.79% 99.83%

SVHN
Sparse 0.00887 (?gng?‘;)) (?'22?51%) 0'00(?}0(13;(1)%())137 0'0()(192,:7‘?2{%))078 100% 72.16%  72.42% 79.92%
Demse [oo0ss0 PUMZL | 00050 0008000232 00U 00000 r650, o239 9390%
Comoluioni| 00125 OIS 000131 00009 £ 377e05 DO0IETICOS| Joor, g0, gga0n o024
Adversarial |0.00173 (?gglﬁ%) (E'g(?)']f%)) 0'00?16%9%006] 0'0()(#3(2)4:1‘:.8%())037 94.82%  58.98% 97.31% 99.85%

Table 4: Comparison of data reconstruction by retraining the autoencoder on UAE-augmented data. The error is the average Lo
reconstruction loss of the test set. The improvement is relative to the original model. The attack success rate (ASR) is the fraction
of augmented training data having smaller reconstruction loss than the original loss (see Table 1 for definition).

CIFAR-10
Model Loss (test set)  Accuracy (test set) ~ ASR
Original 0.29010 91.30% -
0.26755
MINE-UAE 1 7.8%) +1.58 % 100%
CLAE - +0.05% -

Table 5: Comparison of contrastive loss and the resulting
accuracy on CIFAR-10 using SimCLR (Chen et al. 2018)
(ResNet-18 with batch size = 512). The attack success rate
(ASR) is the fraction of augmented training data having
smaller contrastive loss than original loss. For CLAE (Ho and
Vasconcelos 2020), we use the reported accuracy improve-
ment (it shows negative gain in our implementation), though
its base SImCLR model only has 83.27% test accuracy.

additional data augmentation and model retraining can yield
7.8% improvement in contrastive loss and 1.58% increase
in classification accuracy. Comparing to (Ho and Vasconce-
los 2020) using adversarial examples to improve SimCLR
(named CLAE), the accuracy increase of MINE-UAE is 30x
higher. Moreover, MINE-UAE data augmentation also signif-
icantly improves adversarial robustness (see SuppMat 6.17).

5 Conclusion

In this paper, we propose a novel framework for studying ad-
versarial examples in unsupervised learning tasks, based on
our developed per-sample mutual information neural estima-
tor as an information-theoretic similarity measure. We also
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Recons. Error Accuracy
(test set) (test set)
Dataset | Original MINE-UAE | Original MINE-UAE

MNIST | 0.01170 ((%02141;;3) 94.97% 95.41%
f/ﬁﬁ,}’fg’% 0.01307 &‘ﬁ% 84.92%  85.24%
Isolet 0.01200 ((%%lzlf%?) 81.98% 82.93%
Coil-20 | 0.00693 (5881337‘;)) 98.96% 96.88%
Pﬁife‘i”n 0.00651 3‘%9?% 89.81%  91.2%
Activity | 0.00337 (??(1)300(% ) 83.38% 84.45%

Table 6: Performance of representation learning by the con-
crete autoencoder and the resulting classification accuracy.
The degradation on Coil-20 is explained in Section 4.5.

propose a new MinMax algorithm for efficient generation
of MINE-based supervised and unsupervised adversarial ex-
amples and establish its convergence guarantees. As a novel
application, we show that MINE-based UAEs can be used
as a simple yet effective plug-in data augmentation tool and
achieve significant performance gains in data reconstruction,
representation learning, and contrastive learning.
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