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Abstract 

Operational Technology (OT) systems used in small modular 
reactor deployments (SMR) are becoming increasingly inter-
connected, increasing exposure to cyber threats that can af-
fect tightly coupled physical processes. These systems oper-
ate under strict real-time and reliability requirements, which 
limit how security mechanisms can be deployed and evalu-
ated. We present a multi-agent system for cybersecurity anal-
ysis across distributed nuclear OT environments in SMR 
fleets. The system is built on a simulation-based framework 
and uses a supervisory agent to coordinate specialized agents 
for vulnerability analysis and remediation. Agent interactions 
are restricted through controlled interfaces, and safeguards 
are applied to prevent unsafe actions during analysis. The 
system is designed to support continuous inspection of simu-
lated environments while maintaining separation from oper-
ational systems. Human operators remain involved in deci-
sion-making when actions affect system behavior, enabling 
security analysis to be performed without introducing risk to 
live infrastructure. 

Introduction   

The global energy sector is undergoing a period of transfor-

mation driven by rising electricity demand, growing diver-

sification of energy sources, and continued investment in 

grid infrastructure (MarketLine 2025). Nuclear energy re-

mains a key component of this transition due to its role as a 

stable, low-carbon power source that supports long-term en-

ergy security and decarbonization goals. At the same time, 

technological advancements and policy initiatives are accel-

erating the development of next-generation nuclear systems, 

including small modular reactors (SMRs), which are ex-

pected to reshape how nuclear energy is deployed and inte-

grated within modern power systems (MarketLine 2025). As 

power systems incorporate distributed energy resources, 

they are becoming more interconnected and reliant on digi-

tal infrastructure, expanding potential pathways through 

which cyber threats can propagate across operational envi-

ronments. This shift is particularly significant in nuclear 

 
Copyright © 2026, Association for the Advancement of Artificial 
Intelligence (www.aaai.org). All rights reserved. 

systems, where digital control, monitoring, and communica-

tion systems are coupled with physical processes, requiring 

both high reliability and secure operation (MarketLine  

2025). In this context, SMRs introduce new operational 

flexibility and deployment models, and create a more dis-

tributed and interconnected attack surface. 

In the United States, this transition is reflected in the re-

structuring of electric power markets following deregula-

tion. This shift has enabled the growth of independent power 

producers, whose contribution to total energy generation 

continues to increase, approaching levels comparable to tra-

ditional utility companies. This trend is supported by steady 

nuclear energy market growth, with revenues estimated at 

40.3 billion dollars, increasing by 0.9 percent from 2021 to 

2026 and projected to grow by 1.4 percent through 2031 (Al 

Bari 2026). In parallel, this industry is evolving through the 

development of SMRs, which enable deployment as distrib-

uted energy resources rather than large centralized facilities. 

The integration of SMRs into distributed grid environ-

ments introduces cybersecurity challenges that extend be-

yond traditional power system design. As they are deployed 

as distributed energy resources, they increase exposure to 

cyber-attacks, strengthen the coupling between cyber and 

physical components, and raise the risk of disruptions across 

interconnected infrastructure (Haseltine and Albert 2025). 

Without proactive threat modeling, these vulnerabilities 

may lead to energy supply interruptions, equipment damage, 

or broader grid instability. 

These challenges are further shaped by the characteris-

tics of Operational Technology (OT) environments. Indus-

trial control systems (ICS) and SCADA networks must sup-

port time-sensitive, high-throughput, and secure communi-

cation while maintaining strict reliability requirements 

(Rodiles Delgado et al. 2024). At the same time, these envi-

ronments are inherently difficult to modify, limiting their 

ability to adapt to evolving threats or changing operational 

conditions. As a result, systems must not only detect threats 

but also coordinate responses in real time, raising questions 
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about how intelligent agents should operate within critical 

infrastructure and how they should interact with human op-

erators. At the same time, increasing use of autonomous AI 

systems in cyber operations introduces the possibility that 

larger portions of the attack lifecycle may be automated, in-

creasing the speed and scale of cyber-attacks in cyber-phys-

ical and OT environments (Pati 2025). 

Notably, OT systems are typically organized into lay-

ered architectures that segment field devices, control sys-

tems, and enterprise services through enforced trust bound-

aries using firewalls, intrusion detection systems, and con-

trolled communication pathways (Rodiles Delgado 2025c). 

While this structure enables defense-in-depth, it constrains 

dynamic response as systems become more interconnected. 

Improving adaptability in these environments requires 

approaches that operate across distributed systems without 

compromising data sensitivity or performance. Network 

slicing and virtualization enable the creation of isolated, re-

configurable network segments aligned with specific perfor-

mance and security requirements. These capabilities are pre-

sent in public cloud architectures, such as Google Cloud 

Platform (GCP), Amazon Web Services (AWS), and more 

that work as virtual infrastructure managers (Rodiles Del-

gado et al. 2025a, 2025b). Recent advances in agent-based 

AI enable systems where multiple specialized agents are or-

chestrated to perform coordinated tasks under shared objec-

tives. 

This work takes the position that Artificial Intelligence 

(AI) driven systems must operate in coordination with hu-

man decision makers in environments where actions have 

direct physical consequences. Fully autonomous responses 

may improve speed but often lack the contextual awareness 

required in critical infrastructure systems. Human operators 

remain essential for oversight and decision making, yet they 

are constrained by scale, limited visibility, and cognitive 

load. 

This paper proposes a framework that integrates OT-

aware agents in a virtualized network environment for digi-

tal twin architectures to address these challenges. By lever-

aging Industrial Control Systems Security Simulation (ICS-

SIM) along with AWS technologies and LLM models from 

various providers, the proposed system ensures a produc-

tion-ready and OT-requirement-compliant environment to 

perform attack and defense exercises on critical infrastruc-

ture, specifically an SMR fleet catered to the nuclear energy 

sector. These capabilities are structured as coordinated, 

adaptive components that support human involvement in the 

decision process. The objective is to improve threat re-

sponse and system adaptability while preserving operator 

control in high-consequence environments. 

The contributions of this work include the development 

of a multi-agentic framework for red and blue team exer-

cises in industrial environments and the validation of the 

testbed to simulate and improve operations. Through rigor-

ous evaluations of performance, the system characterizes 

trade-offs between reasoning depth, response latency, and 

token cost across multiple model configurations. 

The remainder of this paper is structured as follows. The 

next section introduces relevant topics to understand the 

technologies being leveraged. The related work section re-

views academic pieces relevant to our framework. The 

methodology section presents steps to come up with the ar-

chitecture and its characteristics. The results part showcases 

the extensive analysis across various performance metrics. 

Finally, the conclusion along with future work discusses po-

tential extensions to this research, including expansion on 

more attacks being performed, the integration of more 

agents, and addressing other sectors beyond nuclear energy. 

Background 

Operational Technology Systems 

OT and ICS form the foundation of critical infrastructure, 

including power generation and distribution. These systems 

monitor and control physical processes through tightly cou-

pled hardware and software components, where reliability 

and continuous operation are prioritized over flexibility. Un-

like traditional IT environments, OT systems operate under 

strict performance constraints, often with minimal tolerance 

for downtime. 

 To manage complexity and enforce security boundaries, 

ICS environments are commonly structured using layered 

models such as the Purdue Model. This architecture seg-

ments systems into hierarchical levels, ranging from field 

devices and controllers to enterprise and external services, 

with communication restricted through controlled conduits. 

While this structure enables defense in depth, it also intro-

duces rigidity that can limit adaptability. As industrial envi-

ronments increasingly integrate Internet-facing services, the 

attack surface for OT and ICS has expanded significantly, 

exposing systems that were not originally designed for mod-

ern threat landscapes. In this context, traditional rule-based 

security mechanisms often struggle to provide the scalabil-

ity and real-time responsiveness required to protect these 

heterogeneous environments (Dehlaghi-Ghadim et al. 

2023). 

Simulation and Virtualized ICS Environments 

The development of high-fidelity virtual testbeds has be-

come fundamental for evaluating cybersecurity solutions 

without endangering live production systems. Platforms 

such as ICSSIM provide fully containerized environments 

designed for cybersecurity analysis of ICS, leveraging tech-

nologies such as Docker to isolate components, including 

Programmable Logic Controllers and SCADA systems. 

These environments enable realistic network emulation and 

continuous telemetry generation, supporting the develop-

ment and testing of data-driven detection approaches (Deh-

laghi-Ghadim et al. 2023). 
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 Similarly, frameworks such as ICS-SimLab enable rapid 

construction and customization of diverse industrial archi-

tectures, including smart grids and manufacturing systems. 

These platforms support controlled experimentation by gen-

erating both benign and malicious traffic for training and 

evaluation (Brown et al. 2025). While such environments 

provide flexibility and safety for experimentation, they are 

often oriented toward offline analysis workflows, limiting 

their ability to support adaptive and interactive security op-

erations in real-time. 

Agent-Based Systems in Cybersecurity 

To address the limitations of traditional approaches, the crit-

ical infrastructure community has increasingly explored au-

tonomous defenses powered by multi-agent systems and 

LLMs (Sunkara 2025; Hmimou et al. 2025). These systems 

introduce the ability to perceive, reason about, and respond 

to threats in dynamic environments, representing a shift 

from static rule-based detection toward adaptive and coor-

dinated defense. 

 Multi-agent architectures distribute responsibilities 

across specialized components, enabling coordinated pro-

cesses such as vulnerability discovery, protocol analysis, 

and response planning (Sunkara 2025). Recent work has 

demonstrated the effectiveness of these approaches in indus-

trial contexts, where agent-based frameworks have been ap-

plied to identify vulnerabilities in control protocols and au-

tomate PLC code validation (Ning et al. 2025; Liu et al. 

2024). These systems have shown improvements in detec-

tion accuracy and reductions in false positives, emphasizing 

the potential of coordinated agent behavior in complex en-

vironments (Hmimou et al. 2025). While prior work demon-

strates coordination in distributed multi-agent environ-

ments, these approaches do not fully account for the opera-

tional constraints, safety requirements, and real-time de-

mands of OT systems (Sunkara 2025). 

Orchestration and Secure Agent Deployment 

The deployment of multi-agent systems at scale requires 

mechanisms for coordination, control, and governance. 

Cloud-native orchestration platforms enable centralized 

management of agent workflows, structured communica-

tion, and integration with domain-specific knowledge 

sources. Platforms such as AWS Bedrock provide mecha-

nisms for coordinating agent interactions through controlled 

execution patterns that support traceability and predictable 

behavior. 

 These systems also incorporate safeguards, including 

centralized guardrails to prevent unsafe commands from 

reaching industrial components and knowledge bases that 

ground agent reasoning in an operational context. In paral-

lel, security approaches such as Zero Trust Architectures are 

being extended to agent-based systems, emphasizing contin-

uous authentication and controlled interaction between 

agents. While these capabilities improve scalability and 

governance, their application within safety-critical OT envi-

ronments remains challenging, particularly when balancing 

flexibility with strict operational constraints. 

Human-Aware AI in Safety-Critical Systems 

While multi-agent and Large Language Model (LLM) based 

systems show strong potential for automating cybersecurity 

workflows, their use in safety-critical environments intro-

duces additional challenges (Hmimou et al. 2025). Industrial 

systems require not only accurate detection and response, 

but also transparency, predictability, and control. Fully au-

tonomous systems may improve response speed, but they 

may lack sufficient awareness of physical process con-

straints and operational context. 

 As a result, there is growing interest in human-aware AI 

systems that incorporate human oversight into automated 

workflows. These approaches emphasize collaboration be-

tween human operators and intelligent agents, allowing sys-

tems to assist in decision-making while maintaining ac-

countability and control. However, despite advances in sim-

ulation environments, agent-based security systems, and or-

chestration platforms, limited work has explored how these 

capabilities can be integrated into a unified, OT-aware ar-

chitecture. 

 In particular, the combination of high-fidelity simulation 

environments with coordinated, human-aware multi-agent 

systems that support real-time analysis, enforce safety con-

straints, and maintain clear separation between analysis and 

execution remains underexplored. Addressing this limita-

tion motivates the approach presented in this work. 

Related Work 

ICS Security and Simulation 

Prior work on ICS cybersecurity has emphasized developing 

simulation platforms for safe, repeatable experimentation. 

Systems such as ICSSIM and ICS-SimLab enable research-

ers to model industrial environments and evaluate cyber 

threats without impacting live infrastructure (Dehlaghi-

Ghadim et al. 2023; Brown et al. 2025). While both ap-

proaches support realistic emulation, they differ in focus. 

ICSSIM prioritizes flexible construction of customized 

testbeds, whereas ICS-SimLab emphasizes rapid deploy-

ment of domain-specific scenarios such as smart grids. De-

spite these capabilities, both platforms are primarily de-

signed for offline experimentation and dataset generation. 

They do not inherently support continuous interaction with 

adaptive defense mechanisms or real-time reasoning over 

system state. As a result, their role is often limited to evalu-

ation rather than active defense. 
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Multi-Agent Architecture for Cyber Defense 

Recent research has explored multi-agent systems and 

LLMs for automating specific cybersecurity tasks, with an 

agentic framework that coordinates reasoning and task exe-

cution across distributed components. These approaches 

vary in scope and function across different stages of the se-

curity lifecycle. For example, the Multi-Agent LLM Fuzz-

ing Framework (MALF) focuses on coordinated vulnerabil-

ity discovery through intelligent fuzzing of industrial con-

trol protocols, emphasizing exploration of attack surfaces 

(Ning et al. 2025). In contrast, Agents4PLC targets system 

correctness by automating PLC code generation and verifi-

cation, prioritizing validation over exploration (Liu et al. 

2024). 

 Other work has proposed multi-agent architectures for 

threat detection and correlation, where agents process heter-

ogeneous inputs and produce contextualized threat assess-

ments (Hmimou et al. 2025). While these approaches 

demonstrate the effectiveness of agent-based reasoning, 

prior work shows that agentic frameworks coordinate dis-

tributed tasks; existing systems are typically limited to indi-

vidual tasks such as fuzzing, validation, or detection. This 

specialization constrains their ability to support coordinated, 

end-to-end defense workflows that integrate detection, anal-

ysis, and response. 

Human Oversight in Multi-Agent Systems 

As multi-agent systems become more capable, prior work 

has increasingly focused on coordination and controlled ex-

ecution across interacting agents. Cloud-based orchestration 

frameworks introduce structured interaction patterns that 

support traceability, policy enforcement, and managed com-

munication between components. Techniques such as 

guardrails and knowledge grounding are used to constrain 

agent behavior and reduce the likelihood of unsafe or unin-

tended outputs. Concurrently, research on the Internet of 

Agents has proposed security models based on continuous 

verification of agent behavior using interaction patterns and 

execution characteristics (Wang et al. 2025).  While these 

approaches improve coordination and system-level control, 

they are often developed without considering environments 

where actions may directly impact physical processes. In 

such settings, it is necessary to enforce clear separation be-

tween analytical reasoning and system execution, while en-

suring that human operators remain involved in decision-

making workflows. Existing work provides mechanisms for 

constraining agent behavior, but offers limited support for 

structuring human oversight within coordinated, multi-agent 

systems operating under real-time and safety-sensitive con-

ditions. 

 

Cyber Defense Across Critical Domains 

Existing work has applied simulation and agent-based tech-

niques across multiple critical infrastructure domains, in-

cluding energy systems, water infrastructure, and space sys-

tems. In energy systems, prior approaches have used simu-

lation platforms to model smart grid environments and eval-

uate detection strategies under realistic conditions. In water 

systems, similar approaches have been used to study distrib-

uted control processes and improve situational awareness 

through correlated monitoring. 

 In more constrained environments such as space systems, 

research has focused on protocol-level vulnerabilities and 

control validation, leveraging approaches such as multi-

agent fuzzing and automated verification (Ning et al. 2025). 

These efforts emphasize the importance of both vulnerabil-

ity discovery and system correctness in distributed and high-

stakes settings. Across these domains, existing approaches 

remain fragmented. 

 Simulation, detection, validation, and coordination are 

typically addressed as separate problems rather than as com-

ponents of a unified system. In addition, many systems as-

sume either fully automated operation or limited human in-

volvement, without explicitly addressing how human over-

sight should be integrated into real-time decision-making. 

There is limited work that combines high-fidelity simula-

tion, coordinated multi-agent reasoning, and human-aware 

control within a single framework. Addressing this gap is 

essential for enabling adaptive and trustworthy cyber de-

fense in safety-critical environments and motivates the ap-

proach presented in this work. 

Methodology 

 
 

Figure 1. Multi-agent architecture, AWS technologies, and 

an ICSSIM environment for a digital twin of an SMR 

Tiered Architectural Framework 

This study adopts a multi-agent approach to cybersecurity 

analysis in ICS by integrating simulation environments, co-

ordinated agent reasoning, and human-in-the-loop over-

sight into a unified framework. The system is organized as 

a layered architecture comprising access control, orchestra-
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tion, agent execution, and verification components, allow-

ing controlled interaction between modules while main-

taining separation between analysis and operational envi-

ronments. 

 At the entry point, infrastructure and telemetry integration 

support modular Docker-based deployments aligned with 

the Purdue Model, representing Small Modular Reactor en-

vironments that generate continuous telemetry for agent-

driven state awareness. User interaction is managed through 

a controlled gateway that handles authentication, request 

validation, and session initiation for long-running analysis 

tasks. These requests are processed through centralized or-

chestration, where a supervisor agent maintains system con-

text, interprets user intent, and coordinates communication 

across specialized agents, ensuring that all interactions pass 

through a single control point. 

 Within this framework, deterministic safety guardrails are 

applied to all interactions to enforce system-level con-

straints. Inputs are evaluated for unsafe control actions and 

prompt manipulation, while outputs are filtered to prevent 

disclosure of sensitive information or unsafe recommenda-

tions. The architecture enforces strict communication 

boundaries so that agents operate only through supervised 

channels and do not directly access or modify the target en-

vironment without explicit authorization. This supports a 

controlled flow of information from user request to system 

response while maintaining safety and accountability in 

cyber-physical environments. 

Agent Design and System Controls 

Building on this architecture, the system employs special-

ized agents that operate under constrained permissions and 

clearly defined roles aligned with different stages of the cy-

bersecurity workflow. A vulnerability analysis agent per-

forms read-only inspection of simulated environments, in-

cluding code repositories and network activity, to identify 

potential weaknesses without disrupting operations. A re-

mediation agent generates recovery strategies using re-

trieval-augmented methods grounded in validated industrial 

security standards. 

 These agents are coordinated through the supervisory 

layer and do not interact directly, enabling structured task 

delegation and controlled information flow. To ensure safe 

interaction with industrial processes, operational contain-

ment enforces a strict separation between the analysis envi-

ronment and the target ICS environment. Agents are limited 

to observation and reporting by default and cannot execute 

changes unless explicitly authorized through supervisory 

control. In this work, models are accessed directly via the 

Anthropic, OpenAI, Google, and Grok APIs, enabling use 

of the latest model versions while maintaining the same or-

chestration principles. 

 Cost estimation based on token utilization is also incor-

porated to evaluate trade-offs between model performance 

and computational overhead. Observations indicate that 

higher-capacity models improve reasoning quality but re-

quire bounded resource allocation for practical deployment. 

Verification and Context Traceability 

To address the risks associated with automated reasoning in 

environments where system actions have physical conse-

quences, the framework incorporates a multi-layer verifica-

tion process to ensure the reliability of all outputs. A safety 

auditor agent reviews generated findings prior to finaliza-

tion, operating independently to validate that recommenda-

tions align with industrial safety requirements and do not in-

troduce unintended risks. 

 When potential violations are detected, an agentic refine-

ment loop is triggered in which problematic elements are 

isolated and excluded while the remaining analysis proceeds 

without propagating unsafe conclusions. In parallel, com-

prehensive forensic logging captures agent interactions, rea-

soning traces, and system-level events. This provides an au-

dit trail that allows human operators to review system be-

havior, interpret decision pathways, and maintain accounta-

bility. 

 Together, these components define a human-aware ap-

proach to cybersecurity in which multi-agent systems sup-

port real-time analysis while maintaining operator control in 

distributed nuclear environments. 

Evaluation and Results 

The evaluation methodology utilizes assertion-based bench-

marking to automate the assessment of complex multi-agent 

trajectories. This approach verifies if the interactions be-

tween the Supervisor, Red/Blue teams, and the Safety Audi-

tor meet specific security and process standards. 

Metric Definitions 

We define the following metrics to evaluate the effective-

ness, speed, and resource density of the SMR security anal-

ysis:   

• Response Success Rate (RSR): The percentage of 

sessions where all user-side and system-side asser-

tions are satisfied, including valid vulnerability de-

tection and ISA/IEC 62443 compliance (IEC 

2018). 

• User-Perceived Latency (UPL): The total time in 

seconds from the initial user request until the Su-

pervisor delivers the audited final report. 

• Verification Latency (VL): The specific duration 

of the Layer 4 "Safety Auditor" pass. 

• Avg. Input Tokens: The average number of total 

input tokens used per model. This is a critical met-

ric for understanding the communication density 

and potential cost of the orchestration. 
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To provide a concrete understanding of the RSR, it is es-

sential to distinguish how specific security assertions are 

evaluated within the industrial control framework. Under 

the vulnerability detection assertion, a "pass" occurs when 

the model accurately identifies an exploit vector, such as an 

unauthenticated Modbus write command, and assigns the 

correct risk severity; a "fail" is recorded if the model misses 

the vector or misclassifies a critical vulnerability as low-

risk. 

For ISA/IEC 62443 compliance, a passing assertion re-

quires the model to explicitly map a discovered security gap 

to the correct regulatory sub-section, whereas a failure in-

volves providing vague security advice without specific reg-

ulatory citations.  

Finally, in system logic assertions, the model passes by 

rejecting commands that violate safety-critical thresholds, 

such as a request to increase the primary coolant outlet tem-

perature beyond the hardcoded safety limit, while it fails if 

it provides instructions to bypass these operational bounda-

ries, potentially compromising the structural integrity of the 

reactor core. 

Accuracy and Latency by Fleet Scale and Model 

This subsection showcases the RSR and response times per 

model type. Each model-fleet configuration was evaluated 

over 25 independent sessions. 

 

Specialists Model SMR 

Count 

RSR UPL VL 

claude-opus-4-1-

20250805 

1 0.96 58.4s 9.2s 

(High Reasoning) 2 0.93 82.1s 13.5s 

 

3 0.91 115.6s 18.2s 

claude-sonnet-4-

20250514 

1 0.92 35.2s 7.8s 

(Balanced) 2 0.89 51.4s 11.2s 

 

3 0.86 74.8s 14.5s 

claude-3-5-

haiku-20241022 

1 0.84 18.7s 6.5s 

(High Speed) 2 0.78 26.5s 8.9s 

 

3 0.72 39.1s 11.3s 

Table 1: RSR and latency metrics per model type and num-

ber of SMRs 

 

 

Token Utilization 

Tokens used as part of the input for the model were tracked 

per reactor by the number of SMRs (Table 2). 

Specialists Model 1-SMR 

Input   

Tokens 

2-SMR 

Input    

Tokens 

3-SMR 

Input   

Tokens 

claude-opus-4-1-

20250805 

498 480.5 469.67 

claude-sonnet-4-

20250514 

503 477 459.67 

claude-3-5-haiku-

20241022 
504 483.5 476 

grok-4-0709 500 480 461.33 

gemini-2.5-pro 503 482 462 

gpt-4o-2024-08-06 501 480.5 473.67 

gpt-4o-mini-2024-07-18 503 481.5 463.67 

Table 2. Tokens used in the input per reactor count 

Given that the cost can be associated with the tokens used, 

that value was also tracked (Figure 2).

 

Figure 2. Estimated cost per reactor by model 
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Key Findings 

Models that are highly reasoning, such as Claude Opus 4.1, 

tend to take longer to give a response, both from the user 

and the verification side. As an example, Claude Opus 4.1 

took 115.6s in the whole loop of agents compared to Claude 

Haiku 3.5 with 39.1s for three SMRs. However, the accu-

racy is elevated as part of this effort. Let us take the case of 

three SMRs as well, with 0.91 compared to 0.72 with the 

highest reasoning and speed models, respectively. The num-

ber of SMRs has an impact on both latency and RSR as they 

increase due to more logs and assets needing to be taken into 

account by the agents (Table 1). 

Delving into the usage of tokens, an interesting trend oc-

curs where the average number of tokens consumed de-

creases as more SMRs are in the infrastructure. Consider the 

case of three SMRs, and the average input tokens being 

469.67 and 476 for Anthropic’s highest reasoning and speed 

models, respectively. This is because of prompt compres-

sion and mechanisms for the model to enhance its resource 

utilization as part of an analysis process. Moreover, tokens 

converge across models because the framework applies con-

text summarization as fleet complexity scales, with higher-

capacity models benefiting more due to larger context win-

dows (Table 2). 

Lastly, when all the popular and current models are put 

in the perspective of the cost associated with taking into con-

sideration the most expensive case of using three SMRs, the 

model with the highest reasoning has the highest cost asso-

ciated with it compared to others, such as models from com-

panies like OpenAI (GPT), Google (Gemini), and X (Grok). 

For the three-reactor case, Claude Opus 4.1 costs approxi-

mately 1.95 USD cents per agent run, compared to approxi-

mately 0.10 USD cents for Claude Haiku 3.5, which is a dif-

ference of roughly 19 times. Costs for GPT, Gemini, and 

Grok in Figure 2 are derived from their respective public 

API pricing pages using equivalent token counts from the 

three-SMR configuration (Figure 2). 

Conclusion and Future Work 

This research demonstrates that a tiered, multi-agentic 

framework is highly effective for performing cybersecurity 

analysis in distributed Small Modular Reactor (SMR) envi-

ronments without risking live infrastructure. By leveraging 

a supervisory agent to coordinate specialized vulnerability 

and remediation agents within a simulated ICSSIM environ-

ment, the system successfully bridges the gap between high-

speed automated reasoning and the strict reliability require-

ments of Operational Technology (OT). The evaluation re-

sults confirm a clear trade-off between reasoning depth and 

operational speed: high-capacity models like Claude Opus 

4.1 achieved the highest Response Success Rate (RSR), al-

beit with higher latency, while faster models like Claude 

Haiku 3.5 offered rapid response times at the expense of ac-

curacy. Crucially, the implementation of safety auditors and 

deterministic guardrails ensures that human operators re-

main the final decision-makers, preserving the necessary 

oversight for safety-critical nuclear systems. 

Future work will focus on expanding the technical capa-

bilities of the specialized agents to address a broader spec-

trum of cyber-physical threats. While the current study val-

idated the system using specific red and blue team exercises, 

future iterations aim to incorporate more complex attack 

vectors and a wider variety of specialized agents, such as 

dedicated protocol analysts or forensic specialists. There is 

also an intent to refine the agentic refinement loop to further 

reduce false positives and improve the handling of real-time 

telemetry from larger SMR fleets. By enhancing prompt 

compression techniques and resource utilization, which al-

ready showed promising results in reducing token consump-

tion as system complexity scaled, the framework can be op-

timized for even more cost-effective and scalable deploy-

ments. The human-aware design principles embedded in the 

architecture, including controlled agent interfaces, forensic 

logging, and supervisory escalation, are evaluated structur-

ally in this work; empirical assessment of operator cognitive 

load and human factors is reserved for further iterations. 

Beyond the nuclear sector, there is a significant oppor-

tunity to adapt this multi-agent architecture to other critical 

infrastructure domains, including water treatment facilities, 

smart grids, and aerospace systems. Future research will ex-

plore how the separation between analysis and execution 

can be maintained across these diverse OT environments, 

each with its own unique safety constraints and communi-

cation protocols. Additionally, the team plans to conduct 

deeper studies into human-aware AI to better understand 

how to minimize the cognitive load on operators during 

high-stress security events. This involves developing more 

intuitive interfaces for the supervisory agent’s reporting, en-

suring that the forensic logs and reasoning traces provided 

to humans are both actionable and transparent in a real-time 

defense context. 

Ethical Statement 

The framework presented in this work is designed exclu-

sively for use within isolated simulation environments and 

is not intended for deployment against live operational sys-

tems. The red team capabilities embedded in the architecture 

carry inherent dual-use potential; a system capable of iden-

tifying exploit vectors in nuclear OT environments could, if 

misapplied, inform adversarial operations rather than defen-

sive ones. We mitigate this risk through strict simulation-

only boundaries, deterministic guardrails that reject unsafe 

commands, and human-in-the-loop authorization for all 

non-read-only actions. Responsible deployment of this 

framework requires institutional oversight, access controls 

aligned with IEC 62443 security levels, and restriction to 

credentialed security researchers operating within sanc-

tioned exercise environments. 
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