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Abstract

Retraining and drift-adaptation methods for Network Intru-
sion Detection Systems (NIDS) are effective when adversar-
ial behavior evolves gradually or remains predictable. How-
ever, these defenses often degrade when faced with coordi-
nated or intentionally diverse attackers that induce abrupt and
adversarial concept drift; a particularly critical vulnerability
in client-server NIDS deployments for high-stakes domains
such as healthcare. In this work, we investigate a stronger
threat model in which an ensemble of reinforcement learn-
ing attackers collaborates to strategically disrupt adaptive de-
fenses. We introduce a contrastive learning framework that
trains multiple adversarial agents to learn distinct and non-
redundant packet perturbation strategies. By encouraging be-
havioral diversity while maintaining attack effectiveness, the
ensemble generates heterogeneous evasion patterns that are
deployed sequentially or adaptively to destabilize retraining
mechanisms. This approach enables systematic study of in-
tentional, multi-modal adversarial drift and exposes vulner-
abilities in standard NIDS adaptation pipelines. Our results
demonstrate that contrastively trained attacker ensembles sig-
nificantly reduce detection accuracy, highlighting the need for
more robust and diversity-aware defensive strategies.

Code — https://github.com/EmiliaR8/Contrastive_Drift

Introduction

Network Intrusion Detection Systems (NIDS) must contin-
uously adapt to evolving attack strategies to remain effec-
tive. Network traffic changes as services evolve and user be-
havior shifts, but drift is also intentional. Attackers observe
what is blocked, learn what succeeds, and modify payloads,
timing, and infrastructure to evade detection, a particularly
critical vulnerability in client-server NIDS deployments for
high-stakes domains such as healthcare (Umucu et al. 2025).
In practice, corrections rely on a human-in-the-loop work-
flow: in an IDS setting, analysts triage alerts, review uncer-
tain flows, label a limited set of examples, and those labels
trigger updates to models, rules, or pipelines. This creates
an ongoing cycle in which attackers innovate and defenders
retrain, constrained by limited analyst attention.
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Current industry (Algomox 2025; Exabeam 2025) as well
as academic solutions (Yang et al. 2021; Beeson and Mon-
tana 2024; Zhang et al. 2025) attempt to automate parts of
this process through online learning, concept drift adapta-
tion. However, most formulations model a single adaptive
adversary, implicitly assuming a stable objective and lim-
ited behavioral diversity. Real attackers rarely behave this
way. They may rotate techniques, vary infrastructure, or de-
ploy heterogeneous strategies to slow or mislead retraining.
Rather than producing smooth drift, this can generate com-
peting signals about what the defender should learn. Despite
its importance, little work studies adversaries that intention-
ally alternate strategies to influence adaptive NIDS.

To study this setting, we introduce contrastive learning
into the adversarial RL framework. By optimizing for both
attack success and diversity, an ensemble of attackers learns
distinct perturbation strategies that can be deployed sequen-
tially or adaptively. This environment lets us examine which
ways of engaging human annotators are most effective, and
how those strategies must change under coordinated attacks.

Related Work

Rapid adaptation has become a central objective in cy-
bersecurity as adversaries continuously evolve. (Pasikhani
et al. 2026) models a multi-agent RL attacker that performs
stealthy, long-horizon wear-out attacks by mimicking be-
nign behavior and exploiting detector blind spots. The de-
fender improves robustness by retraining on trajectories gen-
erated by the learned adversarial policies. A wide range
of techniques have been proposed to address drift in intru-
sion detection. Active learning methods (Yang et al. 2021;
Wu et al. 2024; Dang 2020) focus on selecting informa-
tive samples for human annotation. Continual learning ap-
proaches (Zhang et al. 2025; Rahman et al. 2025; Amala-
puram, Tamma, and Channappayya 2024) update models
while mitigating catastrophic forgetting. Semi-supervised
and pseudo-labeling strategies (Zhao, He, and Wang 2025;
Li et al. 2022; Alam, Piplai, and Rastogi 2025) reduce re-
liance on manual labels. Only limited work (Rivas et al.
2025) attempts to learn a unified decision policy that governs
how adaptation actions should be allocated over time. On the
attacker side, RL-based packet manipulation has been stud-
ied in (Hore et al. 2025; Louati, Ktata, and Amous 2024),
typically under a single adversarial objective. Jointly trained



or coordinated adversaries that intentionally diversify pres-
sure on the defender remain largely unexplored.

We focus on adversarial concept drift, where the statisti-
cal properties of malicious traffic change due to intentional
and adaptive attacker behavior. This form of drift is partic-
ularly relevant in security settings, as attackers actively re-
spond to deployed defenses.

Methodology

Consider this example- Attacker A discovers a packet ma-
nipulation that bypasses the classifier, prompting the de-
fender to route similar traffic to human analysts and retrain.
At the same time, attacker B may attempt evasion as well.
If both attackers rely on similar behavior, a single retrain-
ing effort may neutralize them together. But if they pursue
different strategies, the defender must split limited attention,
making it harder to learn how to involve humans effectively.

To imitate this scenario, our framework consists of four
primary components:

* A NIDS classifier

¢ A Blue (defender) agent
* A Red (attacker) agent
¢ A Contrastive Bank

NIDS Classifier

The NIDS is implemented as an XGBoost-based classifier
that labels network packets as either benign or malicious.
This classifier serves as the target model for both adversarial
perturbation and defensive adaptation.

Blue Agent (Defender)

The Blue agent is a reinforcement learning agent respon-
sible for maintaining NIDS performance under adversarial
and non-adversarial drift. The state representation combines
model performance metrics, statistical divergence measures,
and the mean feature difference between seen and unseen
data subsets. We adopt the following state representation for
a drift adapter from prior work (Rivas et al. 2025).

[acc, FPR,FNR, D1 (Picen || Pan)s
W(Pseem Pall)7 Han — IJ’seen]

The state s € R+ concatenates five scalar metrics with a
d-dimensional feature difference vector, where: acc denotes
model accuracy on seen data; FPR and FNR represent false
positive and false negative rates, respectively; Dy mea-
sures the Kullback-Leibler divergence from the seen to com-
plete data distributions; W denotes the Wasserstein distance
between distributions; and ft,; — f4.., Captures the element-
wise difference in mean feature values between the new data
and the seen subset.

Its action space consists of four drift adaptation tech-
niques: online learning, active learning, continual learning,
and pseudo labeling. Each action corresponds to a different
level of human involvement in the retraining loop. Active
learning requests analyst labels under a limited budget, on-
line and continual learning incorporate curated feedback to
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update the model over time, while pseudo labeling relies on
automated annotations with essentially no human cost.

Let Acc; and Acc;_1 denote the model’s test accuracy at
— "Duacdl
. L. - ‘Dtrainl
fraction of training data used, and 7" as the target accuracy

threshold. The reward function is:

r o 10,
* 7 =107 + 50(Ace; — Acc_1),

time steps ¢ and ¢ — 1, respectively. Define r as the

if Accy > T
otherwise

2

This formulation balances performance and efficiency
through three components. The constant reward of 10 in-
centivizes achieving and maintaining the threshold 7" with-
out further retraining. The penalty —10r discourages exces-
sive data usage, promoting sample efficiency under concept
drift. The improvement term 50(Acc; — Accy_1) rewards
accuracy gains, with the coefficient scaled to ensure small
improvements (1-2%) generate sufficient signal to offset the
data penalty.

Red Agent (Attacker)

A single Red agent is a reinforcement learning agent aug-
mented with contrastive learning objectives. Its goal is to
learn n distinct packet perturbation strategies that effectively
degrade NIDS performance. The agent receives rewards for
(1) reducing detection accuracy and (2) maximizing similar-
ity within its own perturbation strategy while encouraging
dissimilarity across other agent strategies. This contrastive
objective promotes the learning of diverse, non-redundant
attack behaviors.

The environment for each Red agent is defined as follows:

» State: A single preprocessed network packet from the
CICIDS-2017 dataset (Stiawan et al. 2020) represented
as a 1825-dimensional feature vector.

* Action: A bounded continuous perturbation vector ap-
plied to packet features.

* Reward: The red agent reward R;’" is based on classi-
fier evasion success with penalties for excessive pertur-
bation magnitude and a contrastive diversity term given
by the Contrastive Bank.

Contrastive Bank

To introduce contrastive learning among the Red agents, we
implement a ContrastiveBank that stores a running behav-
ioral prototype for each agent. For agent n, the cumulative
perturbation vector Pc,, aggregates the sequence of packet
modifications applied during the episode, while P,, denotes
the current perturbation. Similarity is quantified using cosine
similarity. The contrastive reward is defined as

1
t <
R:™ = cos(Pey, Py) — N1 Z cos(Pcy,, Pcj).
Jj#n
The first term promotes temporal consistency, encouraging
the agent to remain aligned with its own attack trajectory.

The second term enforces separation, penalizing overlap
with the behavioral prototypes of other agents.
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Figure 1. Contrastive learning procedure for red agent(s). P, is the nh agent’s created perturbation. Peymulative n 1S the n™ agent’s
cumulative perturbation. Ry, 1S the nth agent’s total reward for the learning episode. Reward,,, and Rewardon, are the n
agent’s rewards for the quality of the perturbation it creates. If the perturbation P, causes the Pre-trained NIDS Classifier
to misclassify a Malicious Network Packet as Benign, then it recieves a positive Reward.y, reward, otherwise it receives a
negative reward. If the perturbation P, is similar to the agent’s Pymylative n and dissimilar to the rest of the agents’ Peymmutative n»

then Rewardopn  is greater.

The overall objective of the red agent becomes
total . cont
RnO a — R;’U{L _"_ R%O'I’L ,

This formulation has a direct human implication. When
multiple agents converge to similar Pc,, retraining on a
small labeled set may neutralize them together but reveals
little about other vulnerabilities. Greater separation among
prototypes instead exposes distinct failure modes, enabling
the defender to allocate scarce analyst effort more strategi-
cally.

Current Experimental Setups

In the primary experimental setup, configuration 1, the
attacker ensemble learns n distinct perturbation strategies
and deploys them sequentially over multiple interaction
rounds. The number of rounds is determined by the num-
ber of initialized attackers. Each round follows a three-
phase cycle: (1) the red agent learns and applies a perturba-
tion strategy to generate adversarial malicious packets, (2)
the blue agent determines an optimal retraining approach
and updates the classifier accordingly, and (3) the updated
classifier’s accuracy is evaluated. For example, initializing
4 attackers results in 4 complete interaction rounds, with
each round executing all three phases. This configuration ad-
dresses two key questions. First, we examine how the range
of the red agent’s action space affects its ability to generate
effective perturbations. Second, we investigate the impact of
scaling the attacker ensemble: does increasing the number of
agents result in more effective policies that further degrade
classifier accuracy, or do the policies exhibit diminishing re-
turns?

In configuration 2, each attacker engages in three con-
secutive interaction rounds with the classifier before the next
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attacker is introduced. This setup tests whether repeated ex-
posure to a single attack strategy causes the blue agent to
over-specialize its retraining approach, making the classifier
vulnerable when a subsequent attacker introduces a novel
perturbation strategy.

Results

We evaluated multiple e values for the red agents’ action
space under Configuration 1, ranging from 0.001 to 0.25,
across four interaction rounds with four red agents. Table 2
reports results for ¢ = 0.1. As shown in the Post column,
classifier accuracy drops substantially after each attack, in-
dicating effective degradation of model performance. Al-
though the defender retrains the classifier following each in-
teraction (see Retrain column), subsequent agents continue
to reduce accuracy. This suggests that the defender adapts
primarily to previously observed perturbations and remains
vulnerable to novel strategies introduced by contrastively
trained agents.

Results for ¢ = 0.001 and 0.01 are provided in the Ap-
pendix (Tables 7 and 4). While accuracy declines across se-
quential attacks in these settings, degradation is less stable
and generally weaker than with e = 0.1.

Table 1 presents results for e = 0.25 under the same con-
figuration. In this regime, agents learn more distinct pertur-
bation strategies and sequentially exploit the classifier, caus-
ing repeated performance collapse despite retraining. Over-
all, increasing the action-space magnitude amplifies adver-
sarial impact while preserving diversity among attack strate-
gies.

We next examined the effect of increasing the number
of adversarial agents while maintaining e 0.25. Ta-
bles 8 and 6 show results for configurations with two and
four agents, respectively. Across both settings, larger action



spaces produce more stable and consistently effective pertur-
bations, enabling agents to discover distinct and highly ef-
fective attack directions. Despite the larger ensemble, pertur-
bation strategies do not collapse into a single dominant pat-
tern. Figure 4 illustrates meaningful separation among most
agents’ embedding clouds, providing evidence that the con-
trastive reward mechanism maintains policy diversity even
in higher-agent regimes. Together, these results indicate that
expanding both the action space and the adversarial ensem-
ble strengthens robustness evaluation by generating varied
and persistent attack behaviors.

For Configuration 2, we allowed each of three agents to
execute three consecutive interaction rounds before switch-
ing to the next agent. This setup tests whether prolonged
exposure to a single perturbation strategy causes the de-
fender to over-specialize during retraining, increasing vul-
nerability when a new attacker introduces a distinct strat-
egy.Table 3 shows that the first agent reduces classifier ac-
curacy similarly to Configuration 1. However, after switch-
ing agents, accuracy remains suppressed but becomes more
unstable across rounds. This instability persists even when
transitioning to the third agent. These findings suggest that
extended exposure to a single adversarial strategy may en-
courage overfitting to specific perturbation patterns, reduc-
ing generalization to novel attack behaviors and introducing
variability in classifier performance.

Across all configurations, a consistent pattern emerges:
classifier accuracy begins high, drops sharply after red-agent
attacks, partially recovers with additional data, and sub-
stantially improves after full retraining with drift adaptation
(Figure 5). Compared to prior work reporting post-attack
accuracy reductions to approximately 68% (Rivas et al.
2025), our contrastive multi-agent strategy degrades accu-
racy further to an average of 35%. This demonstrates that
even when defenders adapt through retraining, novel per-
turbation strategies consistently degrade performance, re-
vealing the limits of reactive adaptation. When multiple co-
ordinated attackers introduce successive zero-day—like per-
turbations, the classifier remains persistently vulnerable de-
spite periodic recovery. These results indicate that con-
trastively trained adversaries generate sustained, evolving
attack strategies that challenge standard retraining-based de-
fenses, underscoring the importance of evaluating defen-
sive systems under diverse, sequential adversarial conditions
rather than single-attack scenarios.

Agent Pre Post Merged Retrain
0 98.98 £0.25%  88.96 £0.46% 8424 +2.77%  98.48 £0.26%
96.16 £ 0.62% 3482 £595%  60.42+2.14%  92.18 £ 1.55%

7.38 £2.43%
4.30 £ 0.65%

56.42 £ 0.13%
44.67 £ 11.70%

88.03 & 8.29%

1
2 99.54 + 0.64%
3 92.38 +4.57%

94.46 + 6.98%

Table 1. Accuracy progression reported as mean =+ std.
under sequential red-agent attacks and defender retraining.
Pre: Initial Classifier Accuracy, Post: Classifier accuracy af-
ter red agent attack, Merged: Classifier accuracy post red
agent attack given new batch of samples, Retrain: Classi-
fier accuracy after blue agent retraining. Perturbation action
space was set to &= 0.25
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Episode embedding clouds (PCA 2-D of cummulative actions)
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Figure 2. Diversity of red agent perturbation strategies dur-
ing training seen in Table 1 projected into two dimensions
using PCA. The visualization shows low similarity between
agents, indicating that contrastive training encourages dis-
tinct perturbation styles rather than policy collapse.

Conclusion

In this work, we investigated how coordinated, contrastively
trained adversarial agents can systematically degrade the
performance of adaptive network intrusion detection sys-
tems. Across multiple configurations, we observed that se-
quential attackers, each learning distinct perturbation strate-
gies, consistently reduced classifier accuracy, even when the
defender employed drift adaptation and periodic retraining.
While retraining temporarily restored performance, the in-
troduction of a novel adversarial strategy repeatedly exposed
previously unseen vulnerabilities.

Our findings demonstrate that informed and coordinated
attackers pose a substantial challenge to reactive defense
mechanisms. Even when paired with human analysts who
label samples for retraining, defenders remain vulnerable to
diverse and evolving perturbation strategies. When agents
converge to similar behaviors, limited retraining data may
neutralize them collectively but reveal little about broader
weaknesses. In contrast, greater separation among pertur-
bation prototypes exposes multiple distinct failure modes,
highlighting both the strategic value and the practical limits
of human-guided retraining.

Overall, our results indicate that robustness cannot be
meaningfully assessed through isolated or single-attack sce-
narios. Defensive systems must instead be evaluated under
coordinated, multi-agent adversarial pressure that reflects re-
alistic threat models, including sequences of zero-day—like
perturbations, offering a stronger benchmark for testing
adaptive defenses. Future work should explore closer inte-
gration between automated diversity detection and human-
guided retraining to better anticipate coordinated adversar-
ial behavior, and extend evaluation to real-world critical in-
frastructure such as LLM hosting platforms and other high-
stakes communication channels.



Appendix Agent Pre Post ~ Merged Retrain

Table Term Definitions 0 100.00% 90.06% 81.41% 93.51%
1 99.32%  98.63% 95.62% 95.62%
2 95.28% 74.52% 87.89% 89.69%
3

Term Description
— - 70.59%  7.84%  39.37% 98.64%
Pre Initial classifier accuracy before any ad-
versarial interaction. . .
Post Accuracy immediately after the red agent Table 4. Accuracy progression under sequential red-agent at-

tacks and defender retraining. Perturbation action space was

attack.
Merged Accuracy on the combined dataset (be- setto £ 0.001

nign, malicious, and perturbed samples)

following the attack. -
Retrain  Accuracy after the blue agent performs Agent  Run Pre Post ~ Merged Retrain

defensive retraining. 1 1 98.00% 89.18% 81.42% 95.00%
2 1 100.00% 29.57% 59.51% 93.93%
1 2 100.00% 9.90% 57.26% 99.57%
2 2 100.00% 291% 53.81% 92.38%
2 3 100.00% 32.88% 58.87% 94.34%

Agent Pre Post  Merged Retrain

0 98.81% 89.11% 80.74% 96.21%
1 88.24% 34.64% 60.15% 86.09%
2 100.00% 7.40% 56.52% 98.70%
3 73.08% 3.84% 23.26% 99.07%

Table 5. Accuracy progression under sequential red-agent at-
tacks and defender retraining. Perturbation action space was

set to + 0.25
Table 2. Accuracy progression under sequential red-agent at-
tacks and defender retraining. Perturbation action space was -
set to 40.1. Agent Pre Post Merged Retrain
Action Distribution Over Time 0 100.00% 89.01% 81.81% 98.15%

1 93.04% 36.70% 56.23% 96.60%
- Acive Leami 2 100.00% 7.40%  55.36% 85.71%
081 Continual Learing 3 100.00% 291%  53.46% 88.94%
4
5

1.01 —— Online Learning
Active Learning

96.71% 38.81% 62.45% 94.42%
74.00% 0.00%  46.47% 92.37%

0.6

0.4 1
Table 6. Accuracy progression under sequential red-agent at-

0.2 tacks and defender retraining. Perturbation action space was

Action fraction (window = 100)

ool set to + 0.25
6 2‘5 5‘0 7Y5 léﬂ 1&5 15‘\0 1"i’5 2(’)0
Time step
Episode embedding clouds (PCA 2-D of cummulative actions)
Figure 3. Blue agent action distribution while training. agent 0 -
"1 et
agent 3
. 0.4+ agent 4
Agent Run Pre Post Merged Retrain agent 5
0 1 100.00% 88.80% 80.58% 96.90% 02{ € , o
0 2 100.00% 31.50% 60.32% 90.87% g *
0 3 100.00% 4.76%  54.95% 80.18% 0.01
°
1 1 95.15% 3.84%  53.68% 93.94% |
1 2 9932% 30.82% 60.30% 93.26% o2
1 3 8529% 1.96%  56.67% 99.17% oal
2 1 93.33% 25.18% 55.28% 86.99%
2 2 100.00% 0.00%  55.75% 85.40% s e oa s 0o 02 o
2 3 100.00% 25.00% 61.79% 85.85% pcl
Table 3. Accuracy progression under sequential red-agent at- Figure 4. Diversity of red agent perturbation strategies dur-
tacks and defender retraining. Perturbation action space was ing training seen in Table 6 projected into two dimensions
setto & 0.25 using PCA.
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Accuracy progression across configuration 1 with 6 agents
100 o (]
. °
o
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Stage
Pre
Post
Merged
Retrain

lToerme

T T T
0 1 2 4 5

3
Interaction Rounds
Figure 5. Accuracy progression over six interaction rounds

with six distinct agents as seen in Table 6. Perturbation ac-
tion space was set to = 0.25

Agent Pre Post Merged Retrain
0 100.00% 89.14% 80.66% 98.36%
1 93.75%  30.55% 42.40% 95.60%
2 100.00% 7.40%  57.74% 99.16%
3 84.31% 55.88% 71.95% 97.74%

Table 7. Accuracy progression under sequential red-agent at-
tacks and defender retraining. Perturbation action space was
setto = 0.01

Agent Pre Post Merged Retrain
0 98.76% 88.88% 8231% 92.35%
1 85.29% 26.47% 34.57% 92.59%

Table 8. Accuracy progression under sequential red-agent at-
tacks and defender retraining. Perturbation action space was
set t0 + 0.25
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