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Abstract

This position paper visualizes how human and Large Lan-
guage Model (LLM) Agent attackers could manipulate low-
code platforms to perform disruptive cyber effects to dazzle
and misdirect the attention of human defenders. There are a
growing number of public examples of unknown attackers
who gain unauthorized but limited access to a network with
minimal credentials and then cause disruption. One of the
goals of this disruption or even performance of disruption ap-
pears to be to confuse or misdirect human defenders and
cause reputational harm for the victim organization. A recent
example could include the Shal-Hulud worm attacks. We
look at Power Apps or Power Automation, a low-code plat-
form that is so common that most organizations do not con-
sider this platform to be a vulnerability. In our experience as
cyber deception and detection engineering practitioners, and
in discussions with information security practitioners, we
find that most larger organizations do not closely monitor the
sometimes thousands of Power Apps templates available to
any user, with a range of access controls and broad permis-
sions. We argue in this paper that that this low-code platform
could be exploited by human and LLM Agent attackers with
minimal effort, starting with basic user credentials. We sug-
gest that an LLM Agent attacker could exploit this platform
more instrumentally than a human attacker, but both attackers
could use deception techniques such as dazzling to gather
enough information to engineer a highly disruptive cyber ef-
fect. We will discuss the Bell-Whaley deception framework
to explain how simulation and dissimulation could be applied
in this scenario. We will visualize a human or LLM Agent
attacker who gains unauthorized access to a network with
basic credentials to then use Power Apps to automate hun-
dreds of emails throughout an organization with what appears
to be explicit content. This is based on an actual situation in
which a user mistakenly automated a flurry of hundreds of
emails in minutes. We will share some of our observations
from a think-aloud exercise with a mixed sample of infor-
mation security practitioners where we introduced this same
scenario, finding that network defenders may be demonstrat-
ing some bias in their real and imagined impressions of pro-
totypical attackers using low-code platforms like Power

Apps.
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Introduction

This paper is foundationally based on how people respond
to or do not respond to user behaviors on networks, but we
consider the expectation of real and imagined behaviors of
Large Language Model (LLM) Agent behaviors, too. A re-
cent example could include the Shal-Hulud worm attacks,
where an unknown attacker or attackers gained unauthor-
ized access to tens of thousands of internal company Github
repositories and immediately released that data (Microsoft,
2025; Palo Alto Networks, 2025). The organizations com-
promised by this worm attack struggled to determine how
the worm compromised their infrastructure and were chal-
lenged to quickly determine which repositories and sensitive
data may have been released publicly. Many more organi-
zations who were not compromised were still disrupted by
this cyber effect, uncertain if their repositories would be
compromised later or if their internal information and code
was already public or available to attackers.

Much of the research in the past several years related to
behavioral and cognitive frameworks has concentrated on
the cognitive vulnerabilities or biases and behaviors of at-
tackers on a host or network, but there has been less focus
on the cognitive bias of defenders or their expectations of
prototypical attacker behaviors. This paper explores this po-
tential bias of human defenders to both human and LLM
Agent attackers using deception on a low-code platform.

This research concentration on cognitive biases of attack-
ers reflects growing efforts to explore a cognitive theory of
deception, instead of what has historically been a focus on
physical deception cues. Many of these same researchers
concentrating on the effect of cognitive biases have encour-
aged a more “adaptive” cyber deception design and build,
primarily based on deceptive signaling targeting attackers
designed to influence changes in their attacker behaviors
(Cranford et al., 2020; Cranford et al., 2021; Gonzalez et al.,



2020). Aggarwal et al. (2024) wanted to build on their find-
ings from a prior study where participants behaving like at-
tackers appeared to identify cognitive biases, exploring
whether attackers showed any preference for targeting spe-
cific areas of a network and if attackers revealed any behav-
ioral patterns when operating in those specific areas. Their
findings suggested attackers did demonstrate cognitive bi-
ases, such as sunk cost fallacy and default effect. The goal
of Aggarwal’s research was to determine if defenders could
create more dynamic responses to attackers based on linking
identified cognitive biases with “behavioral patterns” ob-
served in similar network environments. Some of these be-
havioral patterns appeared to reflect default effect, where at-
tackers are more likely to choose a “preset alternative” or
default when making decisions. This finding is like natural-
istic decision-making research, where attacker decision
makers appear to process information differently, based on
their experiences making similar decisions when presented
with similar information in the past (Du et al., 2023; Yuill,
Denning, and Feer, 2007). Aggarwal et al. in another recent
study found that attackers appeared to demonstrate this de-
fault effect most commonly in the reconnaissance phase of
their attack cycle. Aggarwal et al. (2024) in another study
found other cognitive biases as well, such as availability bias
or when people appear to make choices based on the infor-
mation that comes to mind first, for example. Their findings
highlighted what they characterized as the strength of the
“presence of a bias”, based on whether participants behav-
ing like attackers found a task or function on a network to
be interesting or not or to what degree they found it interest-
ing.

Aggarwal et al. suggested that there are other functions
that attackers may find less interesting, that may exploit
other cognitive biases because of the kind of processing
someone might engage in when completing some task or
function considered to be mundane or expected. Aggarwal
et al. (2025) tested approximately a half dozen cognitive bi-
ases with participants in similar studies, finding similar re-
sults like the cognitive biases studies above. But another
finding was that a participants’ experience and knowledge
did appear to limit the potential effect of attempts to induce
cognitive biases in participants. While those more experi-
enced participants may have been less affected by these
tasks, they also appeared to be more willing to take risks
during scenarios in this study. The findings suggested with
there may be a shift in risk preferences among experienced
attackers that do not reflect the commonly reported findings
on risk aversion. This paper agrees with this research ap-
proach into the cognitive vulnerabilities of attackers but sug-
gests that there are deception techniques or approaches used
by attackers that have not been documented extensively,
perhaps because deception analytical frameworks are gener-
ally not applied to human attacker tactics and techniques.
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This paper explores the use of deception on a low-code
platform in most network enterprises that is considered so
common that few network defenders have explored the po-
tential malicious uses and vulnerabilities of this platform.
Power Automation or Power Apps are available to every Mi-
crosoft account user. Organizations may differ in terms of
restrictions on a user’s access to information and if they can
send certain kinds of data outside of the organization, but
generally we have found that most organizations enable
Power Apps for every user, for all kinds of services on every
available Microsoft application. In this paper, we visualize
a scenario where a human or LLM Agent attacker automates
the generation of emails with prepared explicit content to
hundreds of users accounts every few seconds. This visual-
ization will demonstrate how available these application
templates are or how simple these applications are to build
on any basic user account. We argue that when the human
or LLM Agent attacker in this scenario starts this automated
email generation, this disruption or even this performance of
a disruptive cyber effect will dazzle defenders and decision
makers trying to respond to this event. There is no compro-
mise in this deception visualization other than the attacker
gaining unauthorized access with stolen basic user creden-
tials, but the visualization will suggest this dazzling cyber
effect could be more disruptive than most malicious network
incidents.

This short position paper is organized as follows. First,
we will introduce the Bell-Whaley deception framework.
This historical framework has been applied in military de-
ception historical works, but there has been much less ex-
ploration of how these deception techniques such as daz-
zling are applied in network deception contexts online. This
framework will provide the foundation for understanding
how deception can be applied by attackers, particularly us-
ing common low-code applications like Power Apps. Sec-
ond, we will briefly share some of the recent findings from
researchers exploring the behaviors of simulated malicious
LLM Agents that suggest their exhaustive sequence of in-
formation processing and tasks may enhance the use of
Power Apps in an attacker deception scenario. Third, we
will visualize our scenario in Power Apps and share our ob-
servations from a think-aloud exercise with network defend-
ers and decision makers discussing this visualization.

Related Work on Whaley’s Characterizations
of Deception and Misperception

The scope of this position paper is to generally introduce a
foundation of deception and influence, to gain some context
for how human and LLM Agent attackers could manipulate
alow-code platform to create disruptive cyber effects or per-
form what appear to be disruptive cyber effects to influence
human defenders.



Deception can be generally characterized as an inten-
tional effort to distort someone’s real and imagined percep-
tions (Pappa, 2024). The goal of that deception is usually to
influence someone to perform some targeted behavior for
your own benefit. We generally design deception to in-
crease an attacker’s confidence in something we have ma-
nipulated (Pappa and Dirie, 2025).

The deception framework Barton Whaley developed with
JB Bell (1982, 2016) was organized as simultaneously dis-
simulating and simulating. Dissimulating in any deception
scenario might include masking, or hiding the real by mak-
ing it invisible, for example. Simulating might include in-
venting or showing the false by fabricating something. In
this short position paper, we concentrate on the dissimula-
tion technique of dazzling or hiding the real by confusing or
enticing. Generally, dazzling is applied in cyber deception
contexts as an approach to gain the attention of an attacker
and misdirect that attacker to something else of interest
(Pappa, Dirie, and Bradford, 2024).

Whaley (1974) emphasized the simultaneous dynamic of
this deception framework in an early characterization where
he described a scenario of burying a bag of gold coins in his
backyard. He wrote that if he is burying or hiding (dissim-
ulating) the golden coins to hide his wealth, he is simultane-
ously demonstrating or suggesting (simulating) that the
golden coins are not at his home or that the golden coins are
located somewhere else, and he is also simulating that he is
not wealthy but in fact poor.

Whaley (1980) wrote that he believed there was a “pov-
erty of theory” about misperception of simulation and dis-
simulation as a foundational deception model, meaning peo-
ple may generally understand surprise or how they feel to be
surprised but they may not recognize the psychological un-
derpinnings of surprise. Whaley described misperception
as both qualitative and quantitative. The qualitative depth
of misperception is variety, namely that there are several
ways in which someone or a system can be deceived. Some-
one or a system could misperceive something that is ob-
served or communicated. Whaley wrote that the quantita-
tive depth or dimension of misperception is intensity,
namely the degree or even the frequency to which misper-
ception occurs. Whaley (1984) added that when we con-
sider how we characterize misperception in terms of the va-
riety of cues, in that perception and the intensity of or degree
of that misperception, we could think of players on a base-
ball team as a characterization of strength in the context of
misperception. Whaley wrote that while we can count each
player on a team in terms of numbers to represent strength,
we also can and should consider how each player has quali-
tatively differentiated roles and positions on a team. Whaley
noted that each of those players individually may be better
or worse than each other and may be better or worse than
other players on other teams. Whaley wrote that “we tend
to think we know who the players are”, but that can change
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depending on which baseball teams are playing against each
other and how those players on each team are performing
and how they chose to perform. Whaley wrote that surprise
is foundational to every stage and layer of deception and
misperception.

In this next section, we will briefly discuss some of the
recent research on the behaviors of LLM Agents approxi-
mating malicious LLM Agent attackers. There are some
surprising findings that reveal both instrumental vulnerabil-
ities and strengths in LLM Agent attackers that suggest there
is opportunity for attackers to use the exponential real and
imagined perceptions of LLM Agent capabilities to dazzle
defenders.

Recent Findings in the Vulnerabilities and
Strengths of LLM Agent Attackers

A team of researchers testing vulnerabilities in LLM Agents
discovered several instrumental weaknesses, such as biases
and memory limitations, including when testing LLM
Agents trained to detect attempts to manipulate LLMs. This
recent work appeared to be the first study proposing the use
of deception and other defenses such as misdirection to
counter malicious LLM Agent attackers (Ayzenshteyn,
Weiss, and Mirsky, 2025). In most cases, these researchers
found that LLM Agent attackers can be influenced and mis-
directed to other functions or tasks “without performing a
prompt injection attack”.

Mirsky explained in further discussion with us that LLM
Agents generally lack the ability to evaluate the authenticity
of content or another LLM Agent, because that interpreta-
tion or evaluation is dependent on how that information is
presented or ‘wrapped’. These researchers wrote that LLMs
act as “completion machines, processing text as sequences
of tokens”, meaning the approximate malicious LLM
Agents they observed in their study consistently demon-
strated a “step-by-step approach” when exploring a host or
network environment, “following individual leads until they
are fully exhausted”. These LLM Agents may be vulnerable
to distractions or diversions. Mirksy explained in discussion
with us that many trained LLM Agents can quickly become
“cautious”, so even the suggestion that defenders or another
LLM Agent defender may be attempting to influence or ma-
nipulate an LLM Agent attacker in some way can influence
the behavior of that LLM Agent attacker, as it may become
more cautious in its responses and behaviors.

In some cases, defenders could “plant false evidence” by
providing information or data that influences an LLM Agent
to evaluate a task as complete so that the LLM Agent moves
on to another function or network platform.

These researchers wrote further that training bias in the
refinement or development of an LLM Agent attacker could
result in “systematic deviation” from expected outcomes.



These findings might suggest that LLM Agent attackers
could be quite variable in naturalistic online environments,
but we would argue that most LLM Agent attackers could
perform appropriately on a low-code platform that requires
limited access and interaction to use a template.

David et al. (2025) proposed a framework for an LLM
Agent that “implicitly profiles” users and chatbot users to
determine the appropriate complexity of technical language
and dialogue when providing technical support. Research-
ers recognized that LLM Agents generally perform well in
natural language processing but are challenged to personal-
ize or tailor responses to individual users they are communi-
cating with. Some of the early testing of this proposed
framework demonstrated the ability to refine “response ter-
minology and complexity” rather than focusing as much on
style and tone. This kind of adaptive or behavioral learned
response could be critical for an LLM Agent attacker to re-
spond or behave appropriately when masquerading as a
basic user on Power Apps.

Method: Think-Aloud Discussion of a Visual-
ized Dazzling Disruptive Cyber Effect

We presented our visualized scenario described earlier in
this paper to a mixed group of similar industry practitioners
with different backgrounds in information security, includ-
ing pentesting and detection engineering. This visualization
involved a human or LLM Agent attacker using basic user
credentials that were stolen or obtained in some criminal
manner to gain unauthorized access to the victim network.
Because the attacker is unable to escalate his or the LLM
Agent’s access, the goal of the attacker in this scenario is to
disrupt and misdirect network defenders and decision mak-
ers with a flurry of automated emails that contain what ap-
pears to be explicit content. This scenario is based on an
actual situation that occurred when a user on Power Apps
testing some functions mistakenly automated hundreds of
emails in minutes to nearly all the participants in this exer-
cise, including decision makers in more senior positions.
This scenario applied the think-aloud method to discussion,
where we prompted participants to discuss out loud with
each other how they might respond to this kind of scenario.

Barnard, van Someren, and Sandberg (1994) described
the think-aloud method as simply “asking people to think
aloud while solving a problem” and analyzing what they say
in response to understand their information processing. The
think-aloud method is a qualitative form of observation of
how participants evaluate a situation and explore solutions
or choice in that situation (Eccles and Arsal, 2017; Ericsson
and Simon, 1993). We encouraged participants to use as
much description as possible when verbalizing out loud their
technical solutions and approaches. We believe that sharing
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descriptions and explanations of how defenders and deci-
sion makers might respond to this visualized scenario would
encourage more participants to challenge those suggestions
or to contribute to those suggestions. Manez, Vidal-Abarca,
and Magliano (2022) explored think-aloud methods for
“question-answering activities” to measure comprehension
and how students process information while thinking aloud.
Paraphrasing and elaborations are two examples of catego-
ries of prompting thinking aloud processes. Both can deter-
mine comprehension. We explored the scenario participants
described in terms of how they would respond to this visu-
alized attacker’s behavior or if they would be able to detect
this kind of behavior on Power Apps by asking questions
about why they held certain beliefs about this theoretical at-
tacker.

While this think-aloud method provided participants with
freedom to share their own steps or protocol in detecting or
responding to this visualized scenario, we did familiarize
participants with simulation as a method of think-aloud dis-
cussion. Taylor and Schneider (1989) defined simulation as
a “cognitive construction of hypothetical scenarios”, where
someone thinks through or imagines usually in sequential
stages or steps what they might do in a hypothetical or an-
ticipated situation. People tend to think about anticipated
events, like a rehearsal of what they think will happen and
what they think they will do. Taylor and Schneider noted
that simulation can be key for problem solving. Taylor and
Schneider referred to Kahneman, Tversky, and Slovic’s
(1982) description of the heuristic simulation, where some-
one’s availability bias can influence what they determine
might be a solution or an approach to an anticipated event
or interaction. Kahneman, Tversky, and Slovic character-
ized the simulation heuristic as a “shortcut” for making pre-
dictions or estimating probabilities or assessing causality.
Simulations are not necessarily scripts, they wrote. A script
is a schema that describes an expected sequence of events in
a familiar situation, such as going to a movie or making cof-
fee. Taylor and Schneider, however, wrote that a simulation
could be characterized as a “dynamic representation” of a
script, although not all simulations require a script. Simula-
tion is a method of planning, rather than focusing on the out-
come as most people do. In this visualized scenario, we did
not indicate to participants whether the attacker was a hu-
man attacker or an LLM Agent attacker. There is also no
indication that any of the participants imagined the attacker
in this scenario exercise to be an LLM Agent attacker.

Initial Observations: Finding Unexpected Bias

Some of the participants agreed initially that using Power
Apps with basic user credentials could be a “great collection
approach” to reconnaissance on the network. One partici-
pant said the Microsoft 365 Outlook application, just as an



example of one Power Apps platform application, is “lit-
tered” with names and information of interest to an attacker.
This same participant also challenged this visualized ap-
proach, however, suggesting this kind of reconnaissance
would be “noisy” and that “everything you’re doing is being
logged by Microsoft”. Some participants in this exercise
disagreed with that participant.

This same participant suggested a “low and slow” ap-
proach with LDAP queries would be more effective, for ex-
ample. LDAP queries are a specific request for objects
within a directory, such as the Active Directory. There was
aneed at this point in the think-aloud exercise to clarify how
an attacker might use Power Apps. We emphasized that alt-
hough an attacker may not prefer to use Power Apps for re-
connaissance, an attacker may have limited options to ex-
plore the network if that attacker only has basic user creden-
tials. We also emphasized that the vulnerability in this sce-
nario is that an attacker could create a singular disruptive
moment for defenders and decision makers. Attackers in
that scenario would dazzle defenders and decision makers
with a disruptive event like deployment of automated emails
with explicit content, recognizing that their time on the net-
work is limited after such a visible event. The goal of the
dazzling event is to disrupt and misdirect defenders and de-
cision makers, for other objectives or to create reputational
harm and delay for this victim organization. Another par-
ticipant shared that he saw Power Apps in this scenario as a
“low enough barrier to entry” to access the network and col-
lection information for some malicious purpose. He noted
that this could be useful for insider threats as well. Another
participant said that there are “so many connections in
Apps”. One of the participants did note that the email gate-
way on the network is another mitigating point for attackers
who might be trying to remove data from the network. We
said that we have found that many organizations are not that
restricted, perhaps surprisingly, in their data loss prevention
policies. People can also register for free trials in some ap-
plications to gain the access required to transmit certain
types of data or information. There are also platforms for
information sharing in Power Apps that are designed to en-
able business continuity and file transfer, so in some cases
users can send emails externally with company data without
special credentials. These are general examples, but exam-
ples we have found in our discussions with information se-
curity practitioners working at different organizations.

What surprised us during this think-aloud exercise was an
initial perspective shared by some of the participants about
what is normal or not normal for attackers to do on a net-
work. There appeared to be some reference to a prototypical
attacker who is primarily interested in staying hidden on a
network and pivoting slowly on a network. This kind of de-
scription of what attackers normally do or do not normally
do suggested this kind of attacker was perhaps a nation state
attacker or a cybercriminal attacker who is a part of a team.
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We suggested this attacker could include those kinds of at-
tackers, but the possibilities in terms of experience and ca-
pability could be expanded, given the basic manner of using
stolen or purchased user credentials to gain unauthorized ac-
cess to a network and then accessing these Apps. This ap-
parent bias for what is considered normal practice of an at-
tacker seemed to influence some of the discussion. We sug-
gested that in this scenario, the attacker appeared to only be
interested in being disruptive and potentially causing repu-
tation harm. Power Apps then become a vulnerability, be-
cause any user with basic user credentials could accomplish
that goal before network defenders and decision makers
could respond.

Discussion

This industry practitioners’ position paper visualized how a
low-code platform could be used by attackers to disrupt or
perform the disruption of network defenders and decision
makers with a dazzling cyber deception effect. While we
recognize that most attackers who attempt to gain unauthor-
ized access to a network may prefer Administrator creden-
tials and “low and slow” methods of movement, we have
visualized a plausible scenario in which an attacker with
basic user credentials gains unauthorized access to the net-
work and then uses Power Apps to explore the network users
and network infrastructure without being detected. The par-
ticipants in the think-aloud exercise generally agreed this
scenario could happen and that network defenders and deci-
sion makers would be challenged to immediately stop that
disruptive event or determine the origin of that disruptive
event quickly. While we did not specify in this scenario
whether the attacker was human or an LLM Agent, we
would argue both kinds of attackers would look for or be
trained for similar methods of collecting information and
disrupting a network organization. The goal for any attacker
generally is going to be to escalate access to sensitive infor-
mation or data that can be taken and sold or extorted for
some payment. We argued that both human and LLM Agent
attackers would want to accomplish that without being de-
tected or disrupted in some way, but if the more immediate
goal was to cause reputational harm with a disruptive event
on a victim network, this scenario and the actual situation
referred to earlier could be accomplished relatively quickly.

An unexpected finding from this think-aloud exercise was
that participants appeared to vocalize bias in their impres-
sions of the prototypical attacker who would likely not use
Power Apps, and they may have overestimated the band-
width of defenders in the Security Operations Center to de-
tect and manage this kind of attacker behavior in Power
Apps. Following this exercise, some participants privately
expressed an opinion to us that they do not believe the SOC
would be able to detect this potential disruptive event before



it occurred and that the SOC would likewise be challenged
to mitigate that disruptive cyber effect after it occurred.
There was also continued discussion about the thresholds for
detecting modeling on the network these information secu-
rity practitioners were familiar with. The exercise at a min-
imum prompted some recognition of the bias we referred to
earlier, and suggested Power Apps should be examined
more carefully for the possibilities of how an attacker might
use these existing Apps templates. This visualization and
think-aloud exercise suggested further that even common
platforms or functions on the network that are generally re-
garded as safe could still be exploited or used in some man-
ner for deception by an attacker. There was no compromise
in this visualization other than the use of stolen credentials
for basic user access. The attacker’s activity on the network
using these stolen credentials was ordinary and would likely
not have been detected. Generally, attackers have limited
time on network for reconnaissance or queries for files and
credentials of interest. Power Apps could enable much
greater time on network for exploring network infrastructure
and content and collecting information of interest. This po-
sition paper suggests this approach to reexamining common
functions and platforms could guide alternative cyber de-
ception design practices when reconsidering the possibilities
for the use of deception by attackers and how defenders
could design deception to manage attackers.

While this think-aloud exercise with various information
security practitioners did not prompt discussion on whether
the attacker was human or an LLM Agent, we suggest both
attackers would utilize Power Apps in a similar manner. We
would argue that an LLM Agent would likely process and
organize the information it collected on Power Apps much
more efficiently than a human attacker and would be better
prepared to demonstrate a disruptive cyber effect, especially
if an attacker has a limited window of opportunity to act on
a victim’s network enterprise. The recent findings in re-
search referenced in this paper strongly suggest that LLM
Agents modeling similar interactions with data and infor-
mation on a platform will continue to behaviorally adapt to
normalized user behavior on a network. We would argue
that deploying an LLM Agent attacker in this kind of visu-
alized scenario will be more likely than a human attacker,
given the need for pivoting quickly on a hardened network
enterprise of a major industry organization. A human at-
tacker could dazzle human network defenders with this ap-
proach of using Power Apps to collect information and per-
form a disruptive cyber effect on a targeted network, but an
LLM Agent attacker could be trained or refined to more ef-
ficiently perform user behaviors to evade detection while us-
ing Power Apps in an unorthodox approach to cyber decep-
tion operations against network defenders.
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