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Abstract

Large Language Models (LLMs) are increasingly employed
across general purpose, expert, and domain-intensive user
contexts; in all instances, users rely on these systems for
information summarization, task planning, and problem-
solving, and even for advice and recommendations related to
decision-making. LLMs are becoming embedded in highly
technical domains, supporting cyber security, code develop-
ment, health care, organizational policy analysis, and the in-
terpretation, specification, and implementation of complex
technical requirements. This expanding range of applications
underscores the growing role of LLMs as general-purpose
cognitive and technical support tools. However, increasing re-
liance on LLMs also introduces cognitive security risks, as er-
roneous or misleading output can shape user understanding,
judgment, and decision-making in ways that produce real-
world consequences. In this paper, we examine cognitive se-
curity challenges in LLM applications, their downstream ef-
fects on users, relevant technical approaches for addressing
these risks, representative use cases, and our proposed Cogni-
tive Security for LLMs framework. This framework focuses
on three dimensions along which cognitive security may be
threatened: informational, semantic, and stylistic. We con-
clude with key takeaways and future directions for reduc-
ing misleading and potentially harmful chatbot interactions
across everyday and high-stakes contexts.

Introduction & Motivation
Large Language Models (LLMs) can potentially manipulate
human cognition and sensemaking, jeopardizing individual
and collective reasoning about the world. This may occur
as the result of deliberate use of adversarial methods (e.g.,
noise against model data), purposeful model construction
(e.g., deceptive design) or inadvertent consequences (e.g.,
model training/data).

Semantic decisions, such as word choice and ordering,
can change the interpretation of information by using per-
suasive, emotionally triggering, or loaded terms. Further-
more, LLM stylistic features modulate the cognitive status
of a statement. For example, the same propositional content,
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presented in differentiated typographic styles, will be pro-
cessed differently based on perceived credibility, memora-
bility, emotional impact, and actionability.

Whether deliberate or unintentional, these trends repre-
sent a risk to cognitive security and may damage our ca-
pacity to make decisions that are not unduly influenced by
technologies designed to help us. With the rapid adoption of
LLMs in various capacities, understanding these potential
impacts is critical to ensuring decision-making autonomy.

We argue that research in human cognition provides a
critical bridge between cognitive security and cybersecu-
rity practice by offering tangible, empirically sound meth-
ods for safeguarding human decision-making from distor-
tion during information processing. Application of work on
sensemaking, persuasion, deception, and human factors with
the computational capabilities of Artificial Intelligence (AI)
provides a foundation for advancing cognitive security dur-
ing this period of rapid technological development and adop-
tion.

In this work, we have defined three main dimensions
along which cognitive security is threatened by LLMs—
informational, semantic, and stylistic. We have also outlined
a technical solution to mitigate these risks and preserve user
decision-making autonomy.

By mitigating the influence of inaccurate or misleading
interactions with LLMs, cognitive security safeguards can
support robust sensemaking—the process through which in-
dividuals derive meaning from complex, ambiguous, or un-
expected information (Weick 1995). In this context, sense-
making refers specifically to the process through which
users derive insights from LLM-generated outputs and sub-
sequently incorporate those insights into decision-making.
Because the content, semantics, and stylistic features of in-
formation shape how users process that information and
form related judgments, LLM-based chatbots become par-
ticipants in the user’s sensemaking process and, conse-
quently, potential sources of risk to cognitive security. Ac-
cordingly, it is essential to identify the origins and categories
of threats to sensemaking in LLM interactions, assess their
impacts on users, and evaluate the State of the Art (SOTA)
in maintaining cognitive security during these exchanges.
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Threats to Cognitive Security

Threats to cognitive security in LLM interactions originate
in the design and implementation of the models themselves.
Recent studies have identified several limitations associated
with agentic backends, including priming effects (Shaki,
Kraus, and Wooldridge 2023), reduced summarization accu-
racy for long documents (Tang et al. 2023), overreliance on
lexical similarity in source materials (Luo, Xie, and Anani-
adou 2023), and the justification of false statements (Danry
et al. 2025). Concerns about hallucinations have prompted
the development of numerous standalone fact-checking tools
(e.g., OpenFactCheck (Iqbal et al. 2024); FactCheck-GPT
(Wang et al. 2024); FacTool (Chern et al. 2023)). How-
ever, such tools are insufficient for supporting sensemak-
ing of complex subject matter, as they cannot address users’
follow-up questions and often require the use of a separate
application that disrupts the user’s workflow. Furthermore,
although mission statements from major AI companies such
as OpenAI express a commitment to improving LLM fac-
tuality by reducing hallucination rates, these safeguards do
not necessarily address how accurately information is inter-
preted. Factual information may be over-simplified to the
point of misinterpretation. Additionally, well-documented
attributes of LLM-based agents, such as sycophancy and
overconfidence, can contribute to faulty interpretations of
otherwise verified claims (Danry et al. 2025).

Additional threats to cognitive security stem from limita-
tions of the user, including attentional resource constraints,
heuristic thinking, and cognitive biases. Lower attentional
control and working memory capacity have been linked to
poorer learning outcomes and reduced active participation in
the learning process (Choi, Syeda Sabrina Akter, and Anas-
tasopoulos 2024; Diamond 2013), suggesting similar chal-
lenges when processing LLM-generated output. Individu-
als may also employ heuristic techniques—mental shortcuts
or “rules of thumb”—to reduce cognitive load and expe-
dite decision-making; however, such strategies can promote
shallow reasoning and reinforce cognitive biases (Tversky
and Kahneman 1974). Prevalent examples include anchoring
bias, in which individuals over-rely on initial information at
the expense of accounting for later information, and confir-
mation bias, in which individuals seek and retain informa-
tion that supports existing beliefs (Pohl 2004). Automation
bias, the tendency to over-trust and over-rely on computer-
generated information, is another form of cognitive bias
that is particularly relevant to LLM chatbot users (Buçinca,
Malaya, and Gajos 2021).

Additional challenges to cognitive security arise from
User Interface (UI) designs that direct attentional focus to-
ward arbitrary, unimportant, or unhelpful elements of model
output without sufficient context or evaluation of the under-
lying claims. When interfaces misdirect users’ limited atten-
tional resources (e.g., by providing claims in bullets with-
out indicators of uncertainty or alternative viewpoints), users
may be more likely to accept LLM outputs without sufficient
critical evaluation.

Impact on LLM Users
Negative outcomes of LLM chatbots on the user often stem
from a trade-off between efficient sensemaking and cogni-
tive security. The more rapidly users seek to process infor-
mation from LLMs, the fewer opportunities there are to en-
gage in independent critical thinking and to challenge the
depth of understanding.

Poor decision-making is one consequence of threats to
cognitive security during LLM interactions. For example,
based on an LLM’s generalized summary of research meth-
ods within a broad domain, a user may select a method with
less generalizability than alternatives they might have iden-
tified through more robust reasoning. Additionally, the more
users offset the burden of cognitive workload through LLMs
(i.e., cognitive offloading), the more they may reinforce cog-
nitive biases and heuristic techniques that promote flawed
sensemaking. In this way, cognitive offloading and automa-
tion bias can become a vicious cycle that worsens over
time (Gerlich 2025). The combination of short- and long-
term effects on LLM users highlights the need for appropri-
ate, accessible safeguards for cognitive security, as well as
Human Subjects Research (HSR) to test and compare po-
tential solutions.

Related Solutions
Current solutions to protect cognitive security during LLM
interactions leave room for improvement. Beyond the
fact-checking tools mentioned previously, Reinforcement
Learning with Human Feedback (RLHF) involves learning
from human preferences through a reward model trained
with human-rated outputs and has been suggested as a
best practice. Although one camp embraces and adopts
RLHF (Ouyang et al. 2022), another suggests that RLHF
is conceptually and practically inadequate for capturing the
complexity of human ethics and for delivering robust AI
safety (Dahlgren Lindström et al. 2025).

Recent years have also seen a handful of proposed tools
as user-facing solutions to support better sensemaking with
LLMs. Sensecape, seeks to aid users’ workflow by orga-
nizing information into multiple levels of abstraction (Suh
et al. 2023). This includes a hierarchy view for more high-
level understandings of concepts within a domain, as well
as a canvas view, which functions as a kind of whiteboard
for users to conduct more granular diagramming. In their
evaluation, users explored more domain-specific terms and
demonstrated deeper levels of understanding with Sensecape
compared to a conversational chatbot interface alone (Suh
et al. 2023). Similarly, ScholarMate (Jiang et al. 2025) is
an interface designed for users to explore working theories
by interacting with snippets of text from source documents
on a non-linear interface. PaperWeaver (Lee et al. 2024), an-
other proposed sensemaking solution, was designed to no-
tify users of relevant research papers and summarize how
each one relates to the user’s existing library.

Such tools are admirable in their aim to promote low-
and high-level conceptualization and user engagement be-
yond that of passive chatbot interactions. However, the fo-
cus of these tools remains on aiding sensemaking through
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virtual workspaces rather than protecting cognitive security
outright, and the sophistication of some features may be
off-putting to novice users. Our proposed approach, Cogni-
tive Security for Large Language Models (CogSLLaM) ad-
dresses these gaps in current methodologies and sensemak-
ing tools by combining claim validation, cognitive and be-
havioral science, and an interactive UI with default and ad-
vanced feature modes for accessibility to all users.

Challenge of Multi-document Summarization
LLMs are being increasingly used for various tasks that in-
volve processing large bodies of text and providing sum-
maries and answers about these texts. For example, LLMs
are being used to read resumes, identify candidates best
suited for a job, summarize candidates’ relevant experiences,
and answer questions about candidates with certain skills or
experiences. Similarly, summarization tasks are popular in
medical, legal and defense/intelligence contexts for reduc-
ing the human burden of reviewing documents at scale.

However, there is an extensive list of known problems
with LLM summarization tools: 1) hallucinations that fab-
ricate citations, invent new information, and draw incorrect
causal inferences (Belém et al. 2025; Liu et al. 2026); 2)
lack of faithfulness to sources by changing the meaning of
source claims, misinterpreting relationships between enti-
ties, and providing incorrect attributions (Tam et al. 2023);
3) overgeneralizing and oversimplifying by making general-
ized claims beyond sources, omitting key caveats and limi-
tations, and flattening nuanced arguments (Peters and Chin-
Yee 2025); 4) omitting critical information by missing nu-
merical values, ignoring methodological details, and exclud-
ing minority viewpoints (Asgari et al. 2025); 5) lack of un-
certainty awareness (e.g., overconfidence, susceptibility to
distractors, and lack of calibration; (Chhikara 2025)); 6)
limitations of their context window resulting in a loss of
global structure and inability to maintain cross-section de-
pendencies (Sonowal and Sadhu 2025); and
7) data biases that emphasize or deemphasize certain view-
points or alter interpretations toward certain political or so-
cial frames (Vijay, Priyanshu, and KhudaBukhsh 2025). For
these reasons, our approach focuses on addressing the chal-
lenges of multi-document summarization as an initial use
case.

Cybersecurity: A High Impact Use Case
Working in cybersecurity imposes stress from high stakes,
time pressure, and high cognitive load, making effective
decision-making a paramount concern. In cybersecurity ap-
plications, LLMs are increasingly used to summarize and
document code and logs, triage issues, and generally serve as
a Human-AI interface to highly sophisticated cybersecurity
tooling (e.g., fuzzing software); therefore, technical solu-
tions to improve document summarization while preserving
cognitive security are a critical challenge in cyber. Below,
we provide examples of specific representative use cases in
cyber through the lens of multi-document summarization:

• Threat intelligence analysis requires synthesizing het-
erogeneous sources, including incident reports, mal-

ware analyses, telemetry, and geopolitical context. Here,
LLMs are used to generate analytic summaries.

• Vulnerability triage requires prioritizing remediation
across large volumes of advisories. Here, LLMs are used
to summarize Common Vulnerabilities and Exposures
(CVEs), interpret exploit conditions, and recommend pri-
oritization.

• Incident response involves high-volume data combined
with ambiguous alerts. LLMs are being explored to assist
with log interpretation and anomaly explanation.

Cross-Use-Case Implications
Across threat intelligence, vulnerability management, inci-
dent response, and document summarization tasks, many
of the most consequential failures arise from calibration er-
rors rather than blatant hallucinations. Studies have demon-
strated that specific cognitive vulnerabilities, including loss
aversion and confirmation bias, are especially relevant to
cyber tasks (Ferguson-Walter, Major., and Roper 2026;
Gutzwiller et al. 2024).

CogSLLaM Approach
Threat Model
We conceptualize the LLM as a potential threat actor ca-
pable of generating cognitive security risks, whether inten-
tionally or unintentionally. To systematically assess and cali-
brate LLM output, we introduce a Cognitive Security frame-
work composed of three dimensions: informational, seman-
tic, and stylistic. Beyond detecting and mitigating cogni-
tive security vulnerabilities, the framework also provides
users with explainability and interpretability regarding how
these interventions are performed. As shown in Figure 1, the
CogSLLaM architecture operationalizes these dimensions in
parallel.

Cognitive Security Framework
We identify three key dimensions along which an LLM out-
put can mislead or influence a human user:

1. Informational: The information provided by the
LLM is inaccurate, flawed, or fabricated.

2. Semantic: The output is presented in a way that
misconstrues or shapes the meaning of the informa-
tion, impacting the user’s interpretation.

3. Stylistic: The presentation or format places arbi-
trary emphasis on word components that misrepre-
sent authority, significance, or credibility.

Informational Analysis Our thesis is that LLM outputs
for summarization tasks (and potentially a range of other
interpretive tasks) can be viewed through the lens of argu-
mentation. That is, when summarizing a set of source doc-
uments, the LLM makes claims about a topic (ostensibly
sourced from given source documents) and provides reasons
for why one should accept those claims. Argumentation is a
core social reasoning skill possessed by humans and present
in nearly every task-based conversation. We therefore model
the informational accuracy of LLM output (e.g., summaries)

266



Figure 1: CogSLLaM System Architecture

based on the nature and quality of the argumentative el-
ements they possess. Just as CogSLLaM extracts claims
from source documents, it also extracts claims from LLM-
generated output. Given the source documents, CogSLLaM
then quantifies the strength of the summary based on the
thoroughness of its argument (i.e., the presence of incorrect
information, overly broad claims, and omission of important
counterclaims).

To enable automated argumentation as part of the infor-
mational analysis, we will perform the task of argument
mining—extracting argument premises, conclusions, and se-
mantic and structural relations between these components
from a given natural language input (Sarathy et al. 2022;
Lawrence and Reed 2019). The task of argument mining in-
volves: (1) identifying argument discourse units (ADUs) as
spans of text such that each span minimally captures a single
argument (Stede et al. 2016); (2) identifying relationships
among ADUs; and (3) classifying both the type of ADU
(e.g., claim type) and the type of relation (e.g., support/at-
tack). We adopt a one-shot, end-to-end approach in which
an argumentation model, given an argumentative natural
language input, performs all three tasks simultaneously–
separating ADUs from the main text, identifying their re-
lationships, and classifying each relation. The output of the
argument mining process can be represented as a graph with
nodes representing ADUs (claims) and edges representing
inferential or evidential relations between claims.

CogSLLaM performs argument mining on both the sum-
maries generated by the target LLM and the source docu-
ments. By focusing on the claims alone (ADUs), this ap-
proach enables evaluation of the accuracy of the claims in
the raw LLM-generated response summaries by comparing
them to those in the source documents, similar to approaches
such as VeriFact (Liu et al. 2025). Unlike VeriFact, how-

ever, our approach works with claims and their relation-
ships, providing both fact and argument-level verification.
This allows assessment of whether the argument presented
in the summary is faithful to those in the source documents
by comparing their respective argument graphs. Moreover,
argument graphs support graph-based reasoning techniques
for detecting argument flaws, contradictions, and other cog-
nitive security-relevant features. For example, circular argu-
ments are simply cycles in the graph, while strawman ar-
guments are when a node B attacks A’, but A’ is a weaker
version of A in the source.

For example, consider an LLM that summarizes a set of
intelligence source documents as follows: “Recent intelli-
gence reports indicate that the cyber-espionage group, Or-
chid Spider, conducted a widespread intrusion campaign
targeting U.S. energy infrastructure in early 2025.” In this
illustrative example, CogSLLaM will be able to extract sim-
ilar claims and compare them against those made directly
in the source documents. Thus, if there is only evidence
that two regional utilities experienced unauthorized access,
then we will be able to flag the claim as overgeneralized and
not supportive of a claim of “widespread intrusion.” More-
over, facts in source documents may both support and attack
contradictory elements of the LLM summary. Our compu-
tational argumentation approach mines for claims and sup-
port/attack relationships and performs reasoning over these
representations to provide corrections such as identifying
when a claim omits critical counter evidence and when con-
fidence should be decreased.

Semantic Analysis LLMs increasingly mediate how peo-
ple encounter explanations, recommendations, and asser-
tions. This mediation is not only informational (the “what”
e.g., the arguments, claims, explanations, or instructions
the model provides) but also through semantics, the overall
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meaning of text as a function of its parts. These semantics
affect cognitive security by shaping decision-making, belief
formation and eventually action, often without users’ aware-
ness or consent (Singh and Namin 2025).

For example, whether in a benign or malicious context,
persuasion principles can be used to manipulate cognitive
and decision-making processes (Cialdini 1995). LLM out-
put can sound like neutral assistance while quietly shap-
ing user perception of what is normal, credible, urgent, or
morally consistent (Muhanad et al. 2025). The following
output demonstrates persuasion principles in recommending
a security monitoring plan: “Most people in your position
choose the premium monitoring plan because it is the safest
option. Security experts generally recommend acting early
because delaying could leave you exposed.” In this notional
example, social validation (“most people”), authority (“se-
curity experts”), and scarcity (“delaying could leave you ex-
posed”) lead to a prespecified conclusion. Similarly, polariz-
ing terms, emotional triggers, and other surface level details
of information presentation can have undue influence over
how findings are interpreted.

CogSLLaM addresses these issues by extracting argu-
ments in the source documents, identifying meaningful se-
mantic differences via internal Natural Language Process-
ing (NLP) modules, and providing feedback and information
through the UI.

Stylistic Analysis Style (i.e., typography) is the structure
and arrangement of visual language that provide design
markers and shapes how readers approach and understand
text (Baines and Haslam 2005). Visual cues like different
fonts, sizes, styles, colors, and layout can signal whether to
skim quickly or read more carefully and thoughtfully (Fo-
larin and Okonkwo 2025). Particularly when extracting out-
put from a LLM UI (e.g., for a Word document) content may
be automatically stylized with bullets, emphases (e.g., bold,
italics) and other stylistic elements. These salient features
draw users’ attention and lead to attribution of authority,
priority, or significance where none might exist. While the
intent of style is to provide “shortcuts”, thus reducing cogni-
tive effort, arbitrary application can misleadingly influence
users and impact user decision-making.

A library of basic prompts included to direct the LLM as
to a normalized output style is one initial step in calibrating
stylistic variance.

Behavioral Interventions and Cognitive Cues
Figure 2 illustrates our framework for applying cognitive
science principles to the development of LLMs that promote
cognitive security for users. Specifically, we emphasize the
utility of technical mechanisms that engage critical thinking
processes to address informational challenges. For example,
to address potential misinformation resulting from sourcing
information, our solution performs behavioral intervention
through the calibrated output specifying the nature of the
sources, contextualizing their claims, and alerting users to
the full text or original location. Semantic challenges are
mitigated through cognitive cues that encourage meaning-
based examination of content by providing context for in-

terpretation, moderating confidence, and identifying conno-
tationally loaded terminology, for example. Finally, stylistic
challenges are managed by imposing standardized presenta-
tion and format to ensure that no subset of the information
is given undue consideration by the user.

CogSLLaM begins to mitigate many of these risks by de-
composing summaries into explicit claims, mapping them
to supporting and opposing evidence, and highlighting el-
ements critical to maintaining cognitive security. This in-
cludes surfacing counterclaims, introducing calibrated un-
certainty markers to help preserve analytic reasoning, dis-
tinguishing model inference from source-backed facts, and
enforcing explicit linkage between generated claims and
source information, featuring key contextual information
such as uncertainty, and presenting competing hypotheses
when appropriate. Cognitive security requires analysis of
framing and presentation alongside accuracy of the infor-
mation. Some of these interventions (e.g., changing/deleting
incorrect information) are addressed through calibration of
the LLM output, meaning that it is automatically corrected
before being presented to the user. However, some interven-
tions (e.g., highlighting polarizing terms, or persuasive tac-
tics) instead require a UI solution that provides explicit indi-
cators to the user regarding potential cognitive security risks.
Several factors, including context, user characteristics (e.g.,
role, expertise), task difficulty (Eigner and Händler 2024),
and user goals, influence whether a mitigation should be ap-
plied automatically or presented as a user-selectable option.
Ensuring these algorithmic and interface interventions are
backed by existing cognitive science findings and examin-
ing the impact on decision-making through user studies are
the critical next steps.

Conclusions & Future Work
The Cognitive Security Institute is a non-profit organization
created to highlight these issues. They define the problem
space as follows: “In the digital age, our thoughts, beliefs,
and decisions are under constant attack. Sophisticated ad-
versaries use cognitive warfare to erode trust, manipulate
perceptions, and destabilize societies. These threats target
past our systems to our very minds. Traditional cyberse-
curity alone isn’t enough We need cognitive security”(CSI
2025).

We argue that the need for cognitive security expands
beyond sophisticated cognitive warfare—that AI usage and
AI algorithms themselves are also subtly influencing human
decision-making outcomes in ways not yet fully understood.
This is a much needed and critical area of research. Advanc-
ing this area will require coordinated efforts across the re-
search community to build technology that helps preserve
the agency of the decision-maker and provide decision ad-
vantage.

Human-AI teaming is increasingly pervasive as an area of
concern to the general public. In this paper, we have focused
on a subset of implications of Human-AI teaming—namely
the Cognitive Security impacts of LLM usage—and exam-
ined the (sometimes seemingly invisible) ramifications to
human cognition and decision-making. As Human-AI teams
increase and co-mingle with human teams, and AI agent
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Figure 2: Application of Cognitive Science to Address Cognitive Security Challenges of LLM Usage

teams, these recursive patterns of interactions will continue
to create new, and exponentially complicated challenges, not
yet identified. AI algorithms are not typically designed with
cognitive security in mind, and there have been many in-
stances in which LLMs have produced disinformation and
misinformation, sometimes with catastrophic outcomes.

CogSLLaM is an initial attempt to focus on the need for
both algorithmic and UI solutions that explicitly address
cognitive security to: (1) identify the issues, (2) understand
what this means for Cognitive Security, (3) modify/improve
our tech solutions based on behavioral science, and (4) es-
tablish and measure effectiveness of solutions. Future work
includes further investigation of remediations to LLM short-
falls and limitations and their impact on human decision-
making. Future work will further investigate what interven-
tions should be automated, and what should be based on user
choice, and the impact of explainability and traceability on
both novice and expert users. Likely the system will require
an “easy mode” for those who desire less information and
less interaction with systems and an “expert mode” for those
who want to see and interact with each decision and change
made by the system. Next steps for this research include de-
tailing the technical interventions needed to automatically
calibrate and normalize LLM output, as well as interactive
UI overlays that caveat and alert users to important aspects
of the output. Human subjects research is planned to test and
improve these interventions, with the ultimate goal of pre-
serving human decision autonomy and advancing decision
advantage.
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