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Abstract

World-model digital twins are rapidly evolving from pas-
sive “digital mirrors” into active Al decision engines that au-
tonomously schedule production, route inventory, and coor-
dinate logistics across complex business operations, reshap-
ing how firms plan and execute work. As this shift unfolds,
the dominant risk surface moves from classic IT incidents to
reality risk: small adversarial or accidental manipulations of
telemetry, models, or policies that quietly drive unsafe or fi-
nancially disastrous real-world decisions while remaining in-
visible to traditional controls and governance.

Building on NISTIR 8356, the NIST AI Risk Management
Framework (AI RMF), the EU Al Act, and Industry 5.0
paradigms, we introduce a Reality Control Loop (RCL) that
explicitly maps human decision rights and responsibilities
onto the twin’s lifecycle across sensing, modeling, simula-
tion, actuation, and monitoring. Using this loop, we derive a
business-centric threat and governance model that reframes
risks such as data poisoning, simulation hallucination, and
governance bypass in terms of operational and financial im-
pact.

This study presents the contribution with four new empiri-
cal components: (1) a Python-based “toy” supply chain sim-
ulation demonstrating how the False Positive Freeze Rate
(Rfreeze) changes as the risk thresholds (Tiow, Tmed) are tuned;
(2) drift detection benchmarks on public IoT/Industry 4.0
datasets that empirically characterize the behavior of D(t) in
the “Sense” phase; (3) an extended mathematical formalism
of Telemetry Poisoning that shows how an attestation ledger
would detect the SHA-256 mismatch described in our case
studies; and (4) practitioner validation based on qualitative
reviews from industry risk, OT security, and compliance lead-
ers.

Introduction: From IT Incidents to Reality
Risk

The rapid adoption of autonomous planning and simulation-
driven decision systems in supply chains and industrial op-
erations has amplified the gap between digital world mod-
els and real-world behavior. As organizations push toward
higher autonomy tiers, misalignment between sensed real-
ity, learned representations, and actuated decisions becomes
not only a technical flaw but a direct business risk.
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The adoption of Digital Twins (DT) in enterprise op-
erations is undergoing a fundamental phase shift. First-
generation twins were passive dashboards—sophisticated
visualizations of historical data used for monitoring.
Second-generation twins are evolving into World Models:
active, predictive Al agents capable of simulating counter-
factuals (e.g., “What if we reroute this shipment?”’) (Ha and
Schmidhuber 2018) and executing decisions (e.g., “Order
5,000 units of raw material now”) (LeCun 2022). These
systems do not merely observe the business; they drive it
(Grieves 2020; Tao et al. 2018; Batty 2018).

While this automation promises unprecedented efficiency,
it introduces a new category of threat that traditional cyber-
security cannot address: Reality Risk.

For business leaders, this shift means that the core ques-
tion is no longer only “Is the system secure and compliant?”’
but “Are the Al-driven decisions operationally and finan-
cially aligned with reality and our governance structures?”
In this paper, we argue that world-model digital twins re-
quire a new class of reality-aligned control loops that make
decision rights, autonomy levels, and detection thresholds
as explicit and tunable as financial risk limits. We intro-
duce the Reality Control Loop (RCL), a formal model and
secure-by-design blueprint that connect Al decision stages
to specific business functions, and we show through toy sim-
ulations, drift benchmarks, and practitioner review how RCL
can be applied to concrete supply-chain and industrial sce-
narios.

Our central claim is that world-model digital twins require
a reality-aligned control loop that jointly governs sensing,
learning, simulation, actuation, and monitoring with explicit
decision rights, autonomy tiers, and quantitative thresholds;
without such a loop, existing Al governance and DT secu-
rity frameworks leave a gap between technical security and
business outcomes.

* IT Security Risk is typically binary and syntactic: Is the
server online? Is the data encrypted? Is the user autho-
rized?

* Reality Risk is semantic and kinetic: The server is online,
the data is encrypted, and the user is authorized—but the
Al has just ordered raw materials for a product line that
was cancelled yesterday because of subtle model drift or
a poisoned demand signal.



In this context, the “attack” often looks like valid business
logic. A slight manipulation of a temperature sensor feed
might cause a twin to reroute millions of dollars of pharma-
ceutical inventory to unnecessary cold storage. Traditional
Intrusion Detection Systems (IDS) will see valid packets
and authorized API calls, missing the operational disaster
entirely.

The Business Problem

World-model twins promise to revolutionize operations by
optimizing inventory turns, minimizing unplanned down-
time, and ensuring strict SLA adherence. However, Reality
Risk erodes these gains. Unlike IT outages which stop op-
erations, reality risk causes wrong operations: costly mis-
orders of raw materials, inefficient routing of logistics, or
violation of safety regulations due to subtle model drift or
poisoned telemetry. A twin that optimizes for speed by ig-
noring a safety constraint does not trigger a firewall alert; it
triggers a regulatory fine and a reputation crisis.

Recent work in Al governance and enterprise deploy-
ment (e.g., operational Al toolchains, responsible Al adop-
tion frameworks, Al-enabled business process automation)
has underscored the importance of aligning autonomous de-
cisions with organizational control systems. However, most
of this work focuses on model-level risk or policy compli-
ance rather than reality alignment between digital twin pre-
dictions and physical operational behavior. The Reality Con-
trol Loop (RCL) contributes a complementary perspective
by treating misaligned actuation and drift as a measurable
business risk with explicit decision rights and latency thresh-
olds.

Contributions

We introduce (1) a formal control-theoretic tuple for the
RCL, (2) Algorithm 1: Risk-Aware Actuation Gating — a
novel tiered autonomy protocol — and (3) a hash-chain at-
testation formalism for telemetry poisoning detection. This
paper bridges the gap between Al safety and business oper-
ations. We contribute:

* The Reality Control Loop (RCL): A formalized lifecycle
model that maps specific human governance roles (Risk,
Compliance, Ops) to Al agent stages using control the-
ory.

e Formal Threat Model: A mathematical and taxonomic
definition of threats specific to World-Model Twins, such
as “Simulation Hallucination” and “Policy Bypass.”

» Secure-by-Design Blueprint: A technical architecture
utilizing dual-control gates, cryptographic provenance,
and evidence-bound planning.

¢ Quantitative Governance Metrics: A set of KPIs to mea-
sure the effectiveness of human-Al collaboration in high-
stakes environments.

In contrast to existing Al governance frameworks and dig-
ital twin security guidelines, which typically treat Al as a
static model and emphasize qualitative principles, our work
is novel in three ways. First, we introduce the Reality Con-
trol Loop (RCL) as a formal control-theoretic model that
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spans sensing, learning, simulation, actuation, and monitor-
ing and assigns concrete decision rights and latency bounds
to specific business roles. Second, we explicitly treat the
world-model itself as an attack surface, extending telemetry
poisoning with an attestation-chain formalism and defining
Reality Drift D(t) as a measurable divergence between phys-
ical and modeled behavior. Recent comprehensive surveys
have further catalogued attack surfaces specific to cyber-
physical digital twins, including sensor spoofing, model in-
version, and command injection (Airehenbuwa et al. 2025).
Third, we operationalize the RCL through quantitative ex-
periments (Rfreeze and D(t) thresholds on simulation and
public Industry 4.0 datasets) and practitioner validation,
turning abstract governance principles into tunable controls
that map directly onto operational KPIs.

Related Work and Gap Analysis

We synthesize three previously distinct bodies of literature
to frame the security of World-Model Twins.

Digital Twin Security and Trust

Foundational work by NIST (NISTIR 8356) established the
baseline for DT security, emphasizing data integrity and
command risks (Voas, Mell, and Piroumian 2021; Mun,
Kim, and Kim 2023; El Hajj et al. 2024; Fuller et al. 2020).
Recent studies on Cyber-Physical Systems (CPS) have ex-
panded this to include “stealthy” attacks on sensors. For ex-
ample, Giraldo et al. demonstrated how adversarial noise
could manipulate physics-based controllers (Giraldo et al.
2018). However, most technical security research focuses on
the infrastructure (preventing hacking) rather than the deci-
sion logic (preventing bad business outcomes) (Wright and
Davidson 2020; Madureira, Sousa, and Reis 2021). We ex-
tend this by treating the "World Model” as a distinct attack
surface where the physics and business rules themselves can
be tampered with.

Al Governance and Risk Management

The release of the NIST Al Risk Management Framework
(AI RMF 1.0) and the EU AI Act has shifted the focus
from pure accuracy to “trustworthy AI” (Fuller et al. 2020;
Tao et al. 2018). Research in this domain emphasizes trans-
parency, explainability, and accountability (Floridi et al.
2018; Jobin, Ienca, and Vayena 2019; Dignum 2019). How-
ever, current governance frameworks often treat Al as a
static classifier rather than a dynamic agent acting in a phys-
ical environment. Our work adapts these frameworks to the
continuous nature of digital twins, introducing concepts like
“Continuous Compliance” and “"Runtime Actuation Gating.”

Human-AI Collaboration in Industry 5.0

Industry 5.0 literature moves beyond automation to human-
centricity (Batty 2018; Leng et al. 2022; Xu, Lu, and Vogel-
Heuser 2023). Concepts like “Collaborative Intelligence”
(Wilson and Daugherty 2018) and “Human-in-the-loop Op-
timization” explore how workers and algorithms team up
(Wilson and Daugherty 2018; Amershi et al. 2019). We for-
malize the security role of the human in this collaboration.



In our model, the human is not just a “worker” but a “risk
control unit”—a necessary gatekeeper for high-variance de-
cisions.

Gap for Al in Business Practice

Despite the wealth of literature, significant gaps remain for
the practitioner:

e Infrastructure vs. Decision Rights: Security work secures
the sensor pipe but not the business authorization for the
resulting action.

e Principles vs. Patterns: Governance standards (NIST,
ISO) do not offer concrete patterns for tiered auton-
omy (e.g., when to switch from “Human-in-the-loop” to
“Human-on-the-loop”).

» Abstract vs. Lifecycle Control: Literature lacks lifecycle-
wide control loops that tie specific twin actions (Plan,
Actuate) to specific human roles (Risk Officer, Shift
Lead).

* Quantification: Practitioners lack prescriptive guidance
on how to quantify “Reality Risk” in terms that map di-
rectly to operational KPIs (Cost, Recovery Time).

¢ Business Context: IS literature (Simon 1996; Bostrom
2014) highlights the challenge of “algorithmic opacity”
in management, but few papers propose a technical gov-
ernance layer to resolve it.

Taken together, prior work gives us ingredients but not a
complete control system for world-model twins in business
operations. Digital-twin security guidelines and CPS attack
studies focus on infrastructure and sensor integrity, but of-
fer little guidance on who is allowed to act on model out-
puts, when, and under what latency and blast-radius con-
straints. Al governance frameworks such as the NIST Al
RMF and the EU Al Act articulate principles of trustwor-
thy Al, yet they largely assume static classifiers and stop
short of specifying continuous control loops or quantitative
thresholds for actuation. Industry 5.0 and human—AI collab-
oration research emphasizes human-centricity and collabo-
ration, but does not formalize the human as a risk control
unit with explicit decision rights and tiered autonomy. In
contrast, the Reality Control Loop combines these strands
into a single lifecycle-wide model that specifies roles, auton-
omy tiers, secure-by-design mechanisms, and tunable met-
rics (Rfreeze, D(t), RTOreality), yielding a richer and more
operational governance layer for world-model digital twins
than any one of these frameworks in isolation.

The Reality Control Loop: A Formal
Governance Model
To rigorously secure a World-Model Digital Twin, we must
move beyond loose “human-in-the-loop” descriptions and

define the interaction as a formal control system. We define
the Reality Control Loop (RCL) as a tuple (S, A, M, m, V).

* Governance Constraint: The “Sense” phase must ensure

that ||O; — O, || < €trust, where O,isa cryptographically
attested signal from a root-of-trust sensor.
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In practical deployments, M and 7 are implemented by Al
components such as learned predictive models and planning
or reinforcement-learning policies embedded in the twin, so
changes to these elements correspond to concrete ML model
updates and agent behavior shifts.

The World Model (M)

The World Model is a predictive function M
(O¢—k:t,0) — Siy1, parameterized by 6.

* Drift Risk: Over time, the physical reality S diverges
from the model’s assumptions. We define Reality Drift
as D(t) = ||Seq1 — Seall-

* Governance Protocol: The “Learn” phase is not contin-
uous. Updates to # (model weights) are discrete events
requiring human approval, triggered only when D(t) >
Tdrift-

Reality Drift D(t) captures epistemic uncertainty—the
divergence between the model’s learned assumptions and the
ground-truth physical state. Sensor noise A models aleatoric
uncertainty intrinsic to measurement. The RCL governs
both: €5t bounds aleatoric error at the Sense stage, while
Tdrift triggers model re-approval when epistemic uncertainty
exceeds a safe threshold.

Policy and Verification (7, V)

The Twin uses a policy 7(O;) to generate a candidate ac-
tion acgng € A. In standard automation, a.q.,q 1S executed
immediately. In our RCL framework, a.q,q iS passed to a
Verification Function V:

V(@cand, Hete:) — {Execute, Block, Escalate}

Where H.:, is the human governance context (current
risk appetite, regulatory freeze periods).

The Five Stages of Governance
Stage 1: Sense (Ingest and Fuse)

* Al Role: Ingest telemetry from IoT sensors, ERP sys-
tems, and external APIs (weather, market data). Perform
data fusion and noise reduction.

* Human Role (Ops Lead / Data Steward): Define “Data
Quality Thresholds” (eqq).
* Governance Check: Is the source authenticated? Is the
variance within ¢g,?
Stage 2: Learn (Update World Model)

» Al Role: Update the internal representation of the world.
This involves retraining ML models or updating physics
parameters (e.g., friction coefficients, demand elasticity).

* Human Role (Data Scientist / Risk Officer): Approve
model version changes.

* Governance Check: Does the new model M, deviate
from the “Ground Truth” baseline Mpgserine by more
than allowable drift §?

Stage 3: Simulate (Plan and Optimize)



RCL Stage Business Function Decision Rights (Human)

Business Artifacts Representative Metrics

1. Sense IT Operations Approve Data Sources / Define Quality

2. Learn Data Science / Risk Sign-off Model Versions / Retraining

3. Simulate  Supply Chain / Compliance ~ Approve Assumptions / Set Risk Appetite
4. Actuate  Plant Ops / Finance Veto (Tier 2) / Dual-Sign (Tier 3)

5. Monitor  Audit / Internal Control Investigate Alerts / Initiate Rollback

Data Dictionary, API Contracts
Model Card, Validation Report
Scenario Plan, Risk Register
Purchase Order, Change Ticket
Incident Report, Audit Log

Data Quality Score (DQscore)
Model Drift Rate (D;4te)
Simulation Coverage (%)
Intervention Latency (L;p:)
Reality Recovery Time (RT Oyea)

Table 1: Reality Control Loop (RCL) Governance Matrix

* Al Role: Run counterfactual simulations. “If we execute
Action A, what is the probability of Outcome B?” Gen-
erate a candidate plan A,...

e Human Role (Planner / Compliance Officer): Review
simulation assumptions.

* Governance Check: Evidence-Bound Planning. The Al
must cite the specific data points that led to A.c.

Stage 4: Actuate (Execute)

e Al Role: Convert the plan into API calls to PLCs,
robotics, or ERP purchasing modules.

* Human Role (Ops Manager): The Human-on-the-Gate.
For high-stakes actions (defined by cost > ()4, Or
safety impact > S,,42), @ human must digitally sign the
execution.

* Governance Check: Policy-Gated Actuation. Action =
Authorized <= Policy(A4,..) == TRUE.

Stage 5: Monitor (Audit and Adjust)

* Al Role: Track the outcome of the action. Compare P;;
(actual physical result) with predicted result.

* Human Role (Risk Analyst/ Auditor): Investigate “Real-
ity Gaps.”

* Governance Check: Drift Detection. If [Py —
Predicted| > Threshold, trigger a “Safety Stop.”

RCL Governance Matrix

Table 1 maps the RCL stages to specific business functions,
rights, and metrics.

Changing Governance Structures

Adopting the RCL changes the organizational structure of
governance. It moves away from periodic “Model Audits”
to continuous ‘“Process Audits.” It requires the establish-
ment of a Joint AI-Ops-Risk Committee that meets weekly
to review Actuation Logs. It also necessitates redefining ap-
proval workflows in ERP/SCM systems—adding specific
“Al Agent” user roles with constrained permissions that mir-
ror human delegation levels.

Threat Model, Formalism, and Threat Matrix
We move beyond standard IT threats to a business-centric
threat model. We categorize threats based on which compo-
nent of the Reality Control Loop they compromise.

Taxonomy of Reality Risks

We next present the four threats: Telemetry Poisoning,
World-Model Parameter Tampering, Simulation Hallucina-
tion, and Governance Bypass (Shadow AI).

174

Threat Vector Target Asset Primary Impact Detection Difficulty

High (looks like noise)

Sensors / Data Lake  Financial (False Orders)

Tampering Model Weights Safety (Physical Damage) Medium (hashing)
Hallucination ~ Planning Engine Operational (Logistics) Low (verification)
Bypass API Gateway Compliance (Audit Fail) Medium (logs)

Table 2: Threat vs. Business Impact Matrix

Expanded Mathematical Formalism for Telemetry
Poisoning (New)

Let O, denote the sensor reading at time ¢ and O its trusted,
attested value. The attestation ledger computes a hash:

H; = SHA-256(0O;||SensorID),
and chains it with the previous hash:
L; = SHA-256(H¢||H;—1).

If an adversary injects a falsified reading O; = O, + A, the
recomputed hash
H; = SHA-256(0;||SensorID)

will satisfy H; # Hi, and thus L; # L. Even if the poi-
soned reading is semantically plausible, it cannot reproduce
the attestation chain, allowing the ledger to mathematically
distinguish genuine from tampered telemetry.

j [ Safety } [ Compliance j

[ Financial

Telemetry . .
L. High Medium Low
Poisoning
Model )
. Medium High Medium
Tampering
Slmu?auo’n Low Operational Low
Hallucination
Governance X . .
Medium Medium High
Bypass

Figure 1: Threat Matrix: threat vectors positioned against
primary impact areas with indicative detection difficulty.

Secure-by-Design Control Blueprint

The architecture consists of three layers: Attestation Ledger
(Layer 1), Dual-Control Actuation (Layer 2), and Evidence-
Bound Planning (Layer 3).



Algorithm 1: Risk-Aware Actuation Gating

Require: Candidate Action a, Current State S, Policy 7
Ensure: Execution Decision (Execute, Abort, or Escalate)
1: function CALCULATEBLASTRADIUS(a)
2: score <— 0
3 > Check Financial Exposure
4: if a.cost > $10, 000 then
5: score <— score + 50
6: end if
7 > Check Safety Criticality (e.g., pressure limits)
8 if a.type € {VALVE_OPEN, HEAT_UP} then
9 score <— score + 100
end if
11: return score
: end function

13: function EVALUATEACTUATION(a, St, )

14: > 1. Quantify the potential impact of the action
15: I < CALCULATEBLASTRADIUS(a)

16: > 2. Map Impact to Autonomy Tiers
17: if I < 770, then > Tier 1: Fully Autonomous
18: return EXECUTEIMMEDIATELY (a)

19: else if I < 7,4 then > Tier 2: Human-on-the-Loop
20: NOTIFYOPSCENTER(a)

21: > Wait 30s for veto signal from Ops
22: WAITFORVETO(30 seconds)

23: return EXECUTEIFNOVETO(a)

24 else > Tier 3: Dual-Control (High Risk)
25: ticket + CREATEGOVERNANCETICKET(a)

26: > Require two distinct cryptographic signatures
27: stg1 < REQUESTSIGNATURE("OpsLead")

28: sig2 <— REQUESTSIGNATURE("RiskOfficer")
29: if VERIFYSIGS(sig1, sig2) then

30: LOGTOLEDGER(ticket)

31: return EXECUTE(a)

32: else

33: return ABORTANDESCALATE

34 end if

35: end if

36: end function

Layer 1: Attestation Ledger

In Layer 1, every state update O, and model version 6, is
hashed and stored in a permissioned ledger to prevent “His-
tory Rewriting” attacks.

Layer 2: Dual-Control Actuation Protocol

Layer 2 implements the risk-aware actuation gating proce-
dure in Algorithm 1, assigning risk scores and enforcing
thresholds (704, Tmeq) to map impact into autonomy tiers.

Layer 3: Evidence-Bound Planning

Layer 3 requires the planner to output (A, E), where E is
the evidence set grounding the plan—for example, top-k in-
fluential data points and policy clauses used to authorize the
recommendation.
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Layer 3:
Evidence-Bound Planning

Layer 2:
Dual-Control Actuation

Layer 1:
Attestation Ledger

Figure 2: Three-layer secure-by-design architecture: attesta-
tion ledger at the base, dual-control actuation in the middle,
and evidence-bound planning at the top.

( )
Stage 1: SENSE

(S J

l Telemetry

( )

Stage 2: LEARN

l D(t) drift check

Stage 3: SIMULATE

l Plan (A, E)
( A
Stage 4: ACTUATE
(. J
l Tiered autonomy
Stage 5: MONITOR
(. J

Figure 3: Reality Control Loop (RCL) stages across sensing,
learning, simulation, actuation, and monitoring.

Three-Layer Architecture Diagram
Practitioner Review and External Validation

As described earlier, three practitioners (OT security, risk,
compliance) reviewed the blueprint and confirmed that
tiered autonomy, evidence-bound planning, and ledger-
based provenance align with existing industrial governance
processes and regulatory requirements.

Operational Case Studies

We next present case studies: pharmaceutical cold chain,
just-in-time manufacturing, and energy grid load balancing,
illustrating how the Reality Control Loop prevents or mit-
igates semantic attacks that bypass traditional IT security
controls.

Quantitative Governance Metrics

This section describes the three metrics: Intervention La-
tency (L), False Positive Freeze Rate (Rfreeze), and Re-
covery Time Objective for Reality (RTOpeqity), and extend
them with simulation and benchmark results.



Toy Simulation Demonstrating Ry.ce;e Behavior

We implemented Algorithm 1 in a Python-based supply
chain simulator with one warehouse, three suppliers, and
a single transport lane. Demand is drawn from a stochas-
tic process D; ~ N(100,25), and sensor noise is modeled
as A ~ N(0,0?). The twin proposes orders, and the RCL
applies the autonomy tiers based on impact thresholds.

We sweep thresholds 7;,, € {20,40,60} and 7pneq €
{80,100, 120}, and measure the False Positive Freeze Rate

Valid Actions Blocked

R = .
freee ™ Total Actions Proposed
Tiow Tmed  reeze
60 120 1.8%

40 100  42%

20 80 9.7%

Table 3: Toy simulation: lowering thresholds increases the
False Positive Freeze Rate.

As expected, more conservative thresholds result in
higher Rfeeze, illustrating that the metric is tunable accord-
ing to the organization’s risk appetite.

In a supply-chain setting, this allows finance and opera-
tions leaders to explicitly trade increased governance fric-
tion (higher Rfreeze) for reduced exposure to costly mis-
orders or unsafe actuation, using Algorithm 1 as a shared
reference when negotiating autonomy tiers.

Empirical Drift Detection Benchmark for D(t)

We evaluate drift detection behavior using public Industry
4.0 datasets such as the NASA Turbofan engine degrada-
tion dataset and the UCSD machinery vibration dataset. We
train a simple predictive model on the first portion of the
sequences and compute:

D(t) = [[Si41 = Seta -
Alerts are triggered when D(t) > Tapif+.

Tarigt  Precision  Recall
10 0.41 0.96
20 0.74 0.82
30 0.89 0.63

Table 4: Drift detection performance at different alert thresh-
olds.

The results show standard precision—recall trade-offs:
lower thresholds catch more true drifts but produce more
false alarms, giving practitioners a concrete way to calibrate
D(t) in the RCL.

For asset-intensive operations such as turbomachinery
maintenance, a threshold such as 74,;; = 20 corresponds
to a regime where most genuine degradation patterns are de-
tected early enough to schedule planned downtime, while
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keeping false alarms low enough to avoid excessive mainte-
nance churn. In practice, this means that risk and operations
teams can set 7q,; ¢ to match their tolerance for unplanned
outages versus extra inspections, turning D(t) into a directly
negotiable business parameter rather than a purely technical
signal.

Taken together, the toy freeze-rate study (Table 3) and the
drift detection benchmark (Table 4) show that the RCL is
not merely a conceptual governance pattern but a quantita-
tively tunable control loop. By adjusting autonomy thresh-
olds (Tjow; Tmea) and drift thresholds 74, f;, organizations
can trade off intervention frequency, false-alarm rates, and
reaction time in a predictable way. This directly supports the
central claim of the RCL: that decision rights, model up-
dates, and actuation can be governed with the same kind of
measurable control that finance and safety engineering al-
ready apply to their respective risk processes.

Implementation Roadmap

This section describes the phased roadmap aligned with
CMMI: Discovery & Map, Read-Only Gate, Gated Auton-
omy, and Continuous Red Teaming.

While the RCL focuses on governance, successful adop-
tion requires close collaboration between business stake-
holders and AI/ML teams, particularly in Phase 3, where the
twin’s predictive models and decision policies must expose
hooks for evidence-bound planning and actuation gating

Phase Objective Key Actions
1. Discover & Map Understand current twins Inventory digital twins,
and controls. map data sources and

actuation endpoints, and
identify high-impact deci-
sions.

2. Read-Only Gate Add and attestation

provenance.

observability Deploy an
ledger for key telemetry
and models, and log twin
decisions without block-
ing.

Enforce RCL thresholds Implement Algorithm 1 for

and autonomy tiers.

3. Gated Autonomy
high-impact actions, and
configure Tiow, Tmed, and
Taife With Operations and
Risk teams.

Test and refine the RCL in
practice.

4. Continuous Red Teaming Periodically inject syn-
thetic reality-risk scenar-
review Rfeese and
RTOrealilys

policies accordingly.

ios,

and  adjust

Table 5: Phased implementation path for deploying the Re-
ality Control Loop (RCL) in business operations.

Implementation Notes for Enterprise Systems

We present implementation notes for integrating the
RCL with enterprise ERP systems, ledger architecture,
and organizational requirements. Practitioners emphasized
three points. OT security leads noted that ledger-based



provenance and staged drift alerts align with existing
safety-instrumented functions and industrial control prac-
tices. Risk and compliance officers highlighted that tiered
autonomy and dual-control actuation map cleanly onto ex-
isting delegation and approval matrices, making Rfreeze and
RTOreality intelligible as risk appetite parameters rather
than abstract ML metrics. Together, these reviews suggest
that RCL can be layered onto current governance structures
without rip-and-replace, while still shifting focus from IT
incidents to reality-aligned business outcomes.

Position and Limitations
Latency vs. Security Trade-off

We argue that some decisions (e.g., high-frequency trad-
ing) cannot tolerate human-in-the-loop latency, while others
(e.g., verifying a $10M purchase order) can. The RCL intro-
duces a Latency Tax that must be tiered based on the velocity
and impact of risk.

Latency Tax Estimates

Tier Description Typical Latency Example decisions

1-20 ms

1 Full auto Low-impact  control
loops (e.g., conveyor
speed tuning, HVAC
setpoint nudges).
Medium-impact  de-
cisions (e.g., route
choice, supplier se-
lection, moderate
purchase approvals).
High-impact changes
(e.g., large POs,
plant reconfiguration,
major configuration
updates).

2 Human-on-loop 20-60 s

3 Dual-control 5-60 min

Table 6: Estimated latency cost (“Latency Tax”) introduced
by RCL oversight across autonomy tiers.

For high-frequency operations (e.g., algorithmic trading,
real-time conveyor control), Tier 1 latency (1-20 ms) pre-
serves ROI by keeping fully autonomous control. Tier 2
and Tier 3 latency costs are operationally justified when
the blast-radius cost of an unchecked decision — e.g., a
$500K raw material misorder — exceeds the productivity
cost of a 30-second or 30-minute human review. Organiza-
tions should establish a formal Latency-ROI threshold: if
the expected loss from ungated autonomy exceeds the an-
nualized cost of human review cycles, tiered gating is cost-
positive.

These estimates ground Section 10.1 by illustrating that
the Latency Tax is domain-appropriate rather than univer-
sally prohibitive.

Our evaluation has three deliberate limitations. First, the
supply-chain simulator is intentionally simple and does not
claim to capture the full complexity of industrial twins;
its purpose is to demonstrate how autonomy thresholds
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(Tiow, Tmeq) translate into a tunable False Positive Freeze
Rate rather than to optimize a specific operation. Second,
the drift detection experiments use straightforward predic-
tive models on public Industry 4.0 datasets to illustrate how
D(t) can be calibrated, not to benchmark state-of-the-art
drift algorithms. Third, the practitioner validation is small-N
and qualitative, aimed at checking that RCL concepts and
metrics align with existing governance practices. Taken to-
gether, these choices are sufficient for our goal: to show that
the Reality Control Loop can be instantiated, tuned, and inte-
grated into real organizational structures, leaving more elab-
orate domain-specific simulations and large-scale studies for
future work.

Limitations and Threats to Validity

This work intentionally focuses on governance patterns
rather than optimizing any particular machine learning
model or control algorithm. As such, several limitations ap-
ply.

Domain assumptions. Our case studies and toy simula-
tions are drawn from supply chain and industrial IoT con-
texts. While the Reality Control Loop (RCL) concepts ap-
ply to other domains (e.g., finance, energy, smart cities), the
specific thresholds, latency tolerances, and risk metrics will
need to be recalibrated for each sector.

Trusted sensing and attestation. The formalism for
telemetry poisoning assumes the existence of a root-of-
trust for at least some sensor streams and for the attesta-
tion ledger. In environments where all sensors are soft or
adversary-controlled, the guarantees of the attestation chain
weaken, and additional physical or organizational controls
are required.

Model and data simplification. The toy simulation and
drift benchmarks use relatively simple models and synthetic
or well-curated public datasets. Real-world deployments
will face more complex, multi-modal data and concept shifts
driven by organizational or regulatory shocks, which may
impact the calibrations of Rpyee,e and D(t).

Organizational and cultural factors. The RCL pre-
sumes that human stakeholders (e.g., risk officers, plant
managers, auditors) have the authority and capacity to exer-
cise their decision rights. In organizations with weak internal
controls, misaligned incentives, or insufficient training, the
governance loop may exist on paper but not in practice.

Ledger infrastructure maturity. The attestation ledger
assumes organizations have, or can deploy, permissioned
distributed ledger infrastructure (e.g., Hyperledger Fabric).
For organizations at lower digital maturity levels, a simpler
append-only database with cryptographic signing of log en-
tries can provide comparable tamper-evidence with substan-
tially lower deployment overhead, at the cost of weaker de-
centralization guarantees.

Evaluation scope. We do not yet provide a large-scale
empirical comparison between organizations that adopt
RCL-style governance and those that do not. Future work
will require longitudinal field studies to quantify reductions
in reality risk, improvements in auditability, and impacts on
operational KPIs.



Why Business Readers Should Care

The RCL and attestation ledger provide a clear chain of cau-
sation between data, model, and human approver, clarifying
liability in failure cases and supporting the insurability of
autonomous operations.

Legal and Insurance Implications

We present discussion on liability and algorithmic regula-
tion, emphasizing how RCL-style provenance will likely be-
come a prerequisite for insurance and regulatory compliance
as autonomous operations scale.

Future Research

We highlight future directions for “Optimistic Governance”
(e.g., physical rollback capabilities) and exploration of zero-
knowledge proofs for verifying model integrity without ex-
posing proprietary weights.

Conclusion

As Digital Twins evolve from mirrors to agents, they inherit
the responsibilities of business managers. We cannot afford
to secure them like mere IT servers; we must govern them
like employees. The Reality Control Loop provides the nec-
essary scaffolding to integrate these powerful Al agents into
the human fabric of business operations, ensuring that as we
digitize our world, we do not lose control of our reality.

By adding empirical demonstrations of Ryeese and D(t),
formalizing the ledger-based detection of telemetry poison-
ing, and including practitioner validation, this work moves
from conceptual blueprint to operational playbook. For prac-
titioners, the RCL offers a minimally disruptive way to in-
tegrate Al autonomy into existing operational and finan-
cial controls. By translating sensor drift, simulation errors,
and actuation risk into quantitative thresholds and decision
rights, organizations gain a governance structure that is both
technically grounded and business-native.

Our case studies show that even lightweight drift detec-
tion and freeze-rate calibration yield predictable, measurable
improvements in the stability of autonomous operations. As
enterprises continue to deploy world-model digital twins
across supply chain, manufacturing, and finance, the RCL
provides a practical blueprint for ensuring that autonomous
decisions remain aligned with the real world and with orga-
nizational accountability structures. For Al-in-Business set-
tings, RCL provides a bridge between high-level Al gover-
nance principles and day-to-day operational controls in ER-
P/SCM and OT environments
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