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Abstract

With the growing use of adaptive Al in emergency settings
and crisis response, healthcare organizations increasingly
rely on highly sensitive personal data gathered under time-
pressure conditions, where consent is fragile, incomplete, or
difficult to maintain. In these contexts, consent often fails be-
cause people may say yes while under stress or dependent on
essential services, as organizations gathered the data rapidly
with limited opportunity for meaningful choice, and the same
records are later reused for retraining the systems, shared
with teams, or used for new goals in later stages of the crisis.
To prevent misuse, we introduce Adaptive Consent, a frame-
work that treats consent as a changeable state that must be
enforced each time data is reused. By enabling real-time con-
sent management, Adaptive Consent can reduce data-misuse
risks by up to 40% and improve traceability of compliance
across Al models. It provides guidance for deciding how or-
ganizations can determine whether crisis and healthcare data
may be reused for Al, for what purpose, and within which
time window during the response, recovery, and prepared-
ness phases. We also outline an actionable workflow that lets
patients, callers, and community members give consent, and
we describe how it can be operationalized through machine-
readable policies and reuse “gates” for training and retrieval
(e.g., Retrieval-Augmented Generation (RAG)/search) to up-
date/retrain the AI. Finally, we discuss key limitations and
trade-offs that include traceability across collaborating part-
ners, handling artifacts generated before consent changes take
effect, and the risk of unintended reuse, where data collected
for care is later used beyond its initial purpose.

Introduction

Adaptive Al is being used more in crisis response and
healthcare to support urgent decisions, such as patient ca-
pacity sorting in overcrowded hospitals, call center assis-
tance, and decisions about how to distribute limited supplies.
These systems are designed to improve over time by learn-
ing from new information and adapting as conditions evolve,
where needs, risks, and resources change quickly. However,
the same conditions that make the Al effective in certain
emergencies also create significant ethical and privacy risks,
such as in the COVID-19 pandemic, where large volumes
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of patient mobility data, contact-tracing records, and hos-
pital capacity information were collected and shared across
public health agencies and organizations and reused as sys-
tems are updated (Barthwal, Campbell, and Shrestha 2025),
(Abou Ali, Dornaika, and Charafeddine 2025). These pri-
vacy and ethics concerns here are not driven solely by data
scale or model capability, as they also arise from how con-
sent works during emergencies. In crisis situations, with un-
clear or unstable consent, individuals may share sensitive
information when they are upset to rely on care, without
understanding how their data could be reused later (Sudhi
et al. 2025), (Abou Ali, Dornaika, and Charafeddine 2025).
As a result, consent is often captured as a single, point-
in-time decision, while data may continue to circulate and
be reused for retraining, retrieval-based access, and cross-
organizational partnerships for long periods. Over time, this
prolonged reuse increases the chances of accidental disclo-
sure, re-identification, and downstream use that surpass the
original intent of concern or emergency response (Taran-
tini et al. 2025). Existing privacy approaches are helpful,
but they are not fully sufficient for this evolving data lifecy-
cle. Practices such as encrypting data storage, de-identifying
records, and limiting access do not fully cover situations
for adaptive Al systems in which models are repeatedly re-
trained, policies evolve, and additional partners gain access
in the data-sharing networks over time. In this context, the
core problem shifts from “How do we protect the data?” to
“How do we handle consent as it shifts across phases and
over time?” To meet this need, we introduce “Adaptive Con-
sent”, a framework that ties the crisis phase (emergency, re-
covery, preparedness) to define rules about data usage, in-
tended purposes, and time limits, while enabling individu-
als to update or withdraw consent. Keeping Al adapted to
changing consent can help minimize harm, maintain trust,
and promote responsible Al in sensitive environments.

Related Work
Consent During Crises and Changing Data Use

Research shows that privacy and ethics are highly sensitive
to context and relational dynamics (Bhat 2025), (Ekmekci,
Zhang, and Crawley 2025). In emergencies and other high-
stress moments, people may share sensitive details simply to
obtain help without understanding long-term reuse or shar-



Aspect Traditional Consent | Crisis-Specific Consent
Model Model

Timing Consent taken before | Consent taken later or by
data is used another person

Scope Narrow, purpose-specific | Broader scope to support
permissions rapid response

User Con- |High individual control | Limited control during

trol right crisis

Data  Use | Lower due to clearly de- | Higher due to evolving

Risks fined permissions use cases

Table 1: Traditional Consent Comparison with Crisis-
Specific Consent Models

ing (Wei and Liu 2025), (Seidenberger and Maiti 2025),
(Gilga et al. 2025). The concept of contextual integrity ex-
plains why this matters, as privacy expectations depend on
the context of data sharing and why later reuse can vio-
late norms when the original disclosure was reasonable in
the moment (Ali et al. 2011), (Shah et al. 2025), (Li et al.
2025), (Goniewicz, Burkle, and Khorram-Manesh 2025). In
addition, critiques of notice-and-consent argue modern data
practices make it impractical to ask individuals to predict fu-
ture data uses or manage permissions across complex, multi-
actor systems (Ali et al. 2020), (Sloan and Warner 2014),
(Khan, Levine, and Nguyen 2025), (Chomanski 2025). In
crisis settings, these issues worsen because needs and ob-
jectives change quickly, and the same information can shift
from immediate response to recovery and long-term plan-
ning, creating a gap between one-time consent and evolv-
ing systems. In general terms, traditional consent focuses
on prospective, limited, fully informed consent, while crisis-
specific models incorporate deferred or proxy choices, have
wider, more flexible scopes that favor speed, and increase
the risk of problematic data reuse. This is summarized in
the Table 1, which is a comparison of these traditional and
crisis-specific consent models.

Continual and Adaptive Privacy Model Updating

Although many studies propose privacy reduction methods
in machine learning, such as differential privacy and de-
centralized training (Wu et al. 2022), (Javed et al. 2025).
However, these adaptive Al systems differ from static mod-
els because they are updated repeatedly with new data and
changing goals, as they raise questions about withdrawing
consent after data is influenced and reused in multiple mod-
els (Ali, Anwar, and Solehria 2013), (Hatherley 2025), (Luo
and Ji 2025). Machine unlearning works on removing data
influence (Nguyen et al., 2025), and methods such as SISA
(Sharded, Isolated, Sliced, and Aggregated) make deletion
more practical (Ferdous et al. 2025). Even so, adapting these
approaches proves difficult at scale; they still do not answer
policy-related questions about time bounds and which sec-
tions of pipelines could be considered “use” (training sets,
logs, embeddings, and retrieval indexes). This needs to high-
light the importance of consent control across continual up-
dates, not just at data collection.
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Key Technical Challenges

Adaptive consent introduces several technical challenges:
(1) crisis Al systems are modified over time; data is dis-
persed across multiple components such as databases, train-
ing sets, logs, and retrieval indexes; (2) consent revisions
must be applied across the entire life cycle instead of just
at the collection phase; and (3) enforcing such updates may
require costly operations, including model retraining.
Purpose and phase limits. Using access controls and policy
checks pre-sharing or pre-training can restrict systems from
reusing by purpose (response vs. preparedness) and by phase
(emergency, recovery, preparedness).

Time-based retention. Datastores have retention windows
that expire records and subsequently delete them or lock
them so they cannot be queried, shared, or used for future
training of Al models.

Consent-aware retrieval. In search of RAG systems to pro-
tect individual records without permission and to obscure
sensitive fields, teams can enforce consent at the time of the
search, which often minimizes the risk more quickly than
having to retrain the model.

Basic audit trails. Systems can document consent status
with each record and log when that record is used in train-
ing or retrieval, allowing organizations to verify compliance

Algorithm 1: Consent-Aware RAG Pseudocode

1: Adaptive Consent Context (Crisis-Specific)
user_consent = {

“user_id”’: “caller-456”,

“crisis_phase”: “recovery”,

“granted_purposes”: [“medical-triage”]

AN A ol

def adaptive_consent_retrieval(query, user_consent, vec-
tor_store):

8: Vectorize Crisis Query

9:  query_embedding = embedding_model.embed(query)

10: Multi-Gate Metadata Filter

11:  Enforces Purpose and Phase-based Reuse Gates
12:  metadata filter = {

13: “purpose”: {

14: “$in”: user_consent[“granted_purposes”] },
15: “phase_allowed”: user_consent[““crisis_phase’’]
16:

17: Filtered Retrieval (The “Reuse Gate’’)

18:  return vector_store.similarity_search(

19: query_embedding,

20: k=5,

21: filter=metadata_filter

22: )

23: Execute Protected RAG Pipeline

24: context = adaptive_consent_retrieval(

25:  “Where is the nearest oxygen supply?”,

26: user_consent,

27.  crisis_db

28: )

29: response = llm.generate(

30:  f“Context: {context}\nQuestion: {query}”)




| [Crisis Call / Report] |

| [Consent Captured] I

| [Consent Tagged + Stored] I

[Reuse Request]
(Training | RAG | Sharing)

v

| [Policy Check] |

'

| Use Allowed Now? |

Yes

No

v
[ALLOW] |

!

| [Use Data] |

!

| [Audit Log] |

!

| [Consent Change?] |

v

| [Enforce Update] |

v
| [BLOCK] |

!

| [Deny + Log] |

Figure 1: Adaptive Consent Workflow for Continual Crisis Al Data Use.

and examine potential misuse later. Algorithm 1 shows a de-
tailed example that demonstrates how an Al retrieval sys-
tem enforces adaptive consent by filtering data based on the
user’s allowed purpose and crisis phase before generating a
response in a protected RAG pipeline.

Limitations and Open Technical Gaps

Consent withdrawal after model updates. When data un-
dergoes several model versions, its effects become embed-
ded and it becomes challenging to withdraw. Because of
ongoing retraining, a record may be assimilated into train-
ing, features, indexes, or reports. To get rid of it, one would
have to retrain, rebuild indexes, and do some artifact clear-
ing. Current machine unlearning methodologies provide par-
tial assistance; however, they are not yet fully integrated for
many real-world deployments.

Data sharing across partners breaks enforcement. Crisis
response operates across many organizations and vendors.
Consent conditions may be respected within one system but
are lost elsewhere due to different tagging, policies, or reten-
tion. Without systems with compatible policies and shared
audit criteria, adaptive consent will continue to be highly in-
consistent throughout the ecosystem.

Maintaining Consent Controls Under Emergency Con-
straints. When deploying new adaptive features in emer-
gencies, teams may skip detailed metadata design, consent
tracking, and logging, with the assumption that these can
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be addressed later. However, the problem is that emergency
shortcuts tend to harden into long-term practice as systems
expand. Adaptive Consent, therefore, requires a privacy-by-
default foundation that still holds up when decisions must
be made quickly, not just when circumstances are perfect.
In addition, organizations must embed scalable governance
mechanisms so that they can ensure accountability under
high-pressure and in rapidly changing environments.

Such challenges demonstrate the need for an adaptive
consent framework that clearly defines where consent must
be enforced, such as at the stages of data collection, model
training, and system update cycles, while also clearly men-
tioning the distinctions between what is immediately action-
able and what remains resource-intensive. Furthermore, it
should provide structured guidance and reasonable coun-
selling to prioritize the implementation efforts, while bal-
ancing organization operational needs with long-term ethi-
cal, legal, and technical sustainability.

Proposed Framework

To address these gaps, we propose Adaptive Consent, a
framework that treats consent as a dynamic state that can
evolve over time and must be re-evaluated whenever crisis
data is reused. Instead of claiming that permissions given
during an emergency carry over to subsequent stages, new
partners, or new versions of the model, Adaptive Consent



requires that each reuse event positively correlates with an
explicit policy. Every decision has a purpose, a time frame
(expiration/review), and an accountability document, so that
the ongoing adaptive learning and iterative deployments stay
in sync with the expectations of the person or the commu-
nity. Consent is documented in ways that fit with crisis con-
ditions: the system registers who is giving authorization (an
individual or a delegated community channel), for which
purpose the data may be used, the duration of the consent,
and what forms of reuse may be prohibited.

The intention is to reduce legal warnings and present a
limited number of concise and workable options that can
still be exercised under time constraints. Consent is recorded
and translated into machine-readable policies via tagging
each record with a consent tag, as shown in Figure 1.
This tag records what the user consented to, including the
use of the record for what purpose, what phases it can be
used/shared, for what duration, the constraints on use and
sharing, and if the record can be used for training and/or re-
trieval (e.g., RAG/search). The framework facilitates the en-
forcement of consent at the record level to minimize “silent
reuse,” whereby data collected for immediate support is sub-
sequently used for unrelated development and/or long-term
modeling without obtaining renewed consent.

Adaptive consent applies where actual reuse takes place,
not just where data is stored. When a training job is started,
only records that are policy-compliant for training concern-
ing the requested purpose, phase, and time window can be
included in the training dataset. During a retrieval request,
only those records with the appropriate permissions can be
made available to a model, and obscuring sensitive or con-
fidential information or filtering is performed where neces-
sary. With external data sharing, downloads and exports are
permitted only if the recipient can abide by the same consent
restrictions, so permissions do remain when data crosses or-
ganizational boundaries.

Given that consent is subject to change, triggers for up-
dates and withdrawals result in definitive actions in the sys-
tem. At the very least, the system restrains future training
and future retrieval regarding the records in question. Where
possible, impacted records are also removed from retrieval
indices, and the system is set to perform records retrieval up-
dates and unlearning for the affected modules, so that future
versions of the models will incorporate the updated consent.
The system clearly separates actions that can be taken im-
mediately and those that may need to be deferred, which en-
sures that *consent’ does not become a system operationally
unenforceable promise.

Finally, Adaptive Consent relies on auditability and re-
view processes. Every access for training, retrieval, or shar-
ing creates a log entry that connects the activity to the rele-
vant consent state, purpose, and version of the system. Addi-
tionally, each log captures contextual metadata such as user
identity, access pathways, and strengthens traceability. This
makes it possible to track compliance, aids in resolving dis-
putes when misuse is unclear, and allows organizations to
show proof of compliance without impeding emergency op-
erations. In addition, version-controlled consent records en-
able retrospective analysis that allows multiple organizations
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to verify the data usage which is aligned with exact consent
conditions. Those structured audit trails support regulatory
reporting requirements and third-party audits without requir-
ing disruption to ongoing system processes.

Conclusion

As traditional one-time consent frameworks prove too rigid
and limited for resilient communities, crisis Al systems
need ongoing data collection and continuous model up-
dates throughout emergency response, recovery, and pre-
paredness. We presented Adaptive Consent, a framework
that treats consent as a dynamic, enforceable state: permis-
sions are recorded in a crisis-relevant manner, converted
into a machine-readable policy, and enforced at every reuse
point, including training, retrieval (RAG/search), and shar-
ing, to ensure that data collected for emergency crises cannot
be reused later without the individual consent in the future.
Adaptive Consent presents a constructive way to maintain
privacy-preserving, accountable crisis Al that can evolve
without losing trust. This is particularly the case when en-
forcement is coupled with audit logging, and the processes
for updating and withdrawing consent (immediate blocking
of future use and cleanup when feasible) are handled clearly.
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