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Abstract

Large Language Model (LLM)-based conversational assis-
tants, such as ChatGPT, Gemini, and DeepSeek, have shown
strong potential for enabling natural language access to in-
formation. However, their deployment in sensitive domains
raises concerns related to trustworthiness, including halluci-
nations, limited transparency, and the risk of unsafe or in-
appropriate responses. Purely rule-based conversational sys-
tems, while reliable and accurate to the information source,
lack the flexibility required for open-ended information re-
trieval. We introduce SafeGenChat, a neuro-symbolic hy-
brid framework for trustworthy information retrieval dialogs
on sensitive topics where it is paramount to make the con-
text and risk of the information transparent to the user. In-
spired by the dual-system theory of fast and slow thinking
as implemented in the recently proposed SOFAI architecture,
SafeGenChat combines a generative LLM-based component
(System-1) with a symbolic, rule-based component (System-
2) that dynamically routes user queries between verified an-
swers and purposeful do-not-answer responses based on an
assessed risk of the dialog context. We present a case study
of an HIV-focused chatbot that answers user queries related to
HIV to illustrate the design and application of SafeGenChat
in a safety-critical domain. Overall, this work introduces a
neuro-symbolic framework for risk-aware conversational in-
formation retrieval, adapts the SOFAI dual-system architec-
ture to dialog-based settings, and demonstrates its applicabil-
ity through a safety-critical HIV decision support case study.

1 Introduction

Conversational assistants, also referred to as virtual assis-
tants, dialog systems, or chatbots, have transformed human—
Artificial Intelligence (Al) interaction by enabling natural,
context-aware access to information across a wide range of
applications. The main approaches for building them are il-
lustrated in Figure 1. Despite recent advances with Large
Language Models, current LLM-based systems exhibit criti-
cal limitations, including hallucinations, where models gen-
erate plausible but inaccurate information (Bang et al. 2025),
and inadequate understanding of sensitive or high-risk con-
texts (Kim et al. 2025). These limitations are particularly
consequential in sensitive domains, where incorrect, mis-
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Figure 1: Illustration of learning, LLM-based, open dialog
system (upper left), rule-based closed dialog system (upper
right), and proposed SafeGenChat approach (bottom) that
mixes open and closed set of data (answers) dynamically
based on risk assessment.

leading, or insufficiently contextualized responses can result
in tangible harm to users.

In this paper, we present preliminary work on SafeGen-
Chat, a neuro-symbolic framework (Booch et al. 2021) for
trustworthy information retrieval dialogs in sensitive do-
mains. SafeGenChat implements a hybrid approach between
verifiable rule-based systems and generative LLM-based
chatbots for risk-aware handling of user queries using the re-
cently introduced SOFAI architecture (Ganapini et al. 2022).

Our contributions are:

* We introduce SafeGenChat, a neuro-symbolic frame-
work for trustworthy information retrieval dialogs in sen-
sitive domains that combines generative LLM-based re-
sponses with symbolic, rule-based reasoning.

* We adapt the SOFAI dual-system architecture to con-
versational information retrieval, demonstrating how
metacognitive control can be used to dynamically route
queries between fast generative responses (System-1) and
slow, verified responses (System-2) based on risk, confi-
dence, and past performance.

* We implement the framework in a case study on HIV de-
cision support, illustrating how SafeGenChat can support
the creation of risk-aware conversational assistants.

* We discuss limitations and future potential of applying



About the Chatbot Hello!

This chatbot aims to bridge
generative Al and rule-based
systems to create safe chatbots that
can answer a wide variety of Denotes whether S1 or S2 is
questions in safety-critical responding to the query

applications.

Hello! It's nice to meet you. How can | assist you today?

Can | get HIV from casual contact with others?

SEREIEIOLEstions HIV is not transmitted by day-to-day contact in social settings, schools or the workplace. You cannot be infected by

The system is trained on HIV/AIDS shaking someone’s hand, by hugging someone, by using the same toilet or drinking from the same glass as someone

PR HEE R et Sl =i i living with HIV or by being exposed to coughing or sneezing By an infected person.
get started:

Question associated with
risk is answered by:S2*

. un aids. org/en/frequently-asked-questions-about-hiv-and-aids

+ What is HIV? '
Answers are provided Thank you! That advice was very helpful.

« How quickly do people infected with citations
with HIV develop AIDS?

You're welcome! I'm glad | could provide you with helpful information. If you have any other questions or concerns, feel

View Privacy Policy free to ask!
Learn More About This Project st
Additional documentation will be made SafeGenChat ~

available in a future release.

[ Type your message here... }

Figure 2: Example user interaction with HIVBot-SGC. The figure shows how user queries are routed to System-1 or System-2,
indicated by colored ovals in the interface. Low-risk queries are handled by System-1, while higher-risk HIV-related medical
questions are routed to System-2. The risk determination is done dynamically and evolves via metacognition.

SOFALI to natural language settings and outline directions conversational assistants support multi-turn interaction, al-
for future work. lowing systems to incorporate conversational context, user

The framework supports grounded and traceable re- intent, and dialogue history when generating responses.
sponses, explicit do-not-answer strategies for potentially Modern conversational assistants are deployed across a wide
harmful queries, and a lightweight, CSV-driven workflow range of applications, including customer support, educa-
for instantiating domain-specific conversational assistants. tion, and healthcare.

The remainder of this paper is organized as follows. Sec- Traditional conversational assistants such as ELIZA and
tion 2 presents background and related work on collabora- ALICE, and later systems such as RASA, employ rule-based
tive assistants, the SOFALI architecture, trustworthy Al, deci- approaches that rely on curated response sets and human-
sion support for HIV/AIDS, neuro-symbolic approaches to defined logic (Weizenbaum 1966; Wallace 2009; Bocklisch
conversational assistants, and risk assessment in natural lan- et al. 2017). Such systems offer predictability and account-
guage processing. Section 3 defines the problem of informa- ability due to the tight control developers exert over their
tion retrieval for conversational assistants. Section 4 intro- outputs. Historically, rule-based approaches have been de-
duces our proposed approach and describes each component ployed, often as part of larger hybrid architectures, in vir-
of the framework. Section 5 demonstrates the effectiveness tual assistants such as Amazon Alexa, Apple’s Siri, and
of the approach through a case study in HIV decision sup- Microsoft Cortana, as well as in domain-specific applica-
port, providing analysis on the safety of data sources and an tions including banking (e.g., Bank of America’s Erica) and
overview of a deployed system. Finally, Section 6 discusses healthcare (Razzaki et al. 2018).

limitations and implications of our work and outlines direc-

! More recently, large language model (LLM)-based con-
tions for future research.

versational assistants have demonstrated superior ability in
fluent, open-ended dialogs across domains. Systems such as

2 Background and Related Work ChatGPT, Gemini, and DeepSeek have enabled natural lan-
In this section, we provide background on conversation as- guage access to information, excelling in low-risk domains
sistants, SOFAI meta-cognitive architecture, and discuss re- such as language learning (Henry 2023). In these contexts,
lated work on trustworthy AL This will help contextualize the flexibility and expressiveness of LLM-based assistants
the tackled problem and approach. significantly improve user experience despite a lack of ex-
plicit control exerted by developers (Ouyang et al. 2022).
2.1 Background While LLM-based assistants have gained popularity for gen-
Conversational assistants (CAs) are interactive software sys- eral chatbots, their application in domain-specific assistants
tems designed to engage users through natural language remains limited due to concerns over the lack of control de-
dialog in order to provide information, perform tasks, or velopers have on their outputs, along with underlying issues
support decision-making. Unlike traditional information re- such as non-determinism, hallucinations, and sycophancy
trieval interfaces, such as Google search or database queries, (Atil et al. 2025; Huang et al. 2025; Sharma et al. 2025).
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These contrasts underscore the need for hybrid architec-
tures that can effectively combine the flexibility of gener-
ative models with the reliability of rule-based or symbolic
systems. Such systems should be capable of assessing the
risk of the dialog context and dynamically selecting appro-
priate response strategies, ranging from unrestricted gen-
eration, to constrained, verified responses, or even do-not-
answer (DNA) strategies.

Metacognition and SOFAI Contemporary Al systems
excel at narrow, specialized tasks but continue to lack the
generalizability, adaptability, and robust reasoning capabil-
ities characteristic of human intelligence (Littman et al.
2022; Rossi and Mattei 2019). Kahneman’s dual-process
theory (Kahneman 2011) provides a compelling framework
for understanding human cognition through two comple-
mentary systems: System-1, which supports fast, intuitive,
and experience-driven responses that operate largely un-
consciously, and System-2, which engages in slow, delib-
erate, and resource-intensive reasoning for complex prob-
lems. The coordination between these systems is mediated
by metacognition, defined as the capacity to monitor and
regulate one’s own cognitive processes (Cox and Raja 2011;
Flavell 1979). Metacognition enables humans to determine
when rapid intuitions are sufficient and when careful delib-
eration is required. Recent Al research has explored dual-
process architectures that combine neural networks with
tree search (Anthony, Tian, and Barber 2017), deep learn-
ing with structured reasoning (Chen et al. 2019), and vector
representations with knowledge graphs (Mittal, Joshi, and
Finin 2017). However, many of these approaches lack au-
tonomous metacognitive mechanisms that can dynamically
arbitrate between fast and slow modes of processing. The
S1Ow and Fast AI (SOFAI) architecture addresses this gap
through a multi-agent framework in which System-1 solvers
provide constant-time solutions based on accumulated expe-
rience, System-2 solvers perform computationally intensive
reasoning when necessary, and a metacognitive module per-
forms introspective assessment to decide whether to accept
System-1 outputs or activate System-2 processing (Booch
et al. 2021; Ganapini et al. 2022; Fabiano et al. 2025). The
metacognitive module operates in two stages. First, a rapid
preliminary assessment evaluates resource availability and
System-1 confidence against the expected reward. Second, a
more deliberate cost—benefit analysis compares the expected
utility of invoking System-2 against its computational cost,
mirroring theoretical models of cognitive control in humans
(Shenhav, Botvinick, and Cohen 2013).

The SOFALI architecture maintains three internal knowl-
edge models, shown in Figure 3: a model of self, which cap-
tures solver performance history, resource consumption, and
current capabilities; a model of the world, which encodes
task structure and environmental knowledge; and a model of
others, which represents external agents. These models are
continuously updated to support both solver execution and
metacognitive decision-making (Balakrishnan et al. 2019;
Glazier et al. 2021). For sequential decision problems, the
metacognitive module can be applied either at each decision
point or at the level of entire action sequences, depending on
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Figure 3: High-level overview of SOFAI architecture sup-
porting System-1, System-2, and Metacognition. Adapted
from (Ganapini et al. 2021)

solver characteristics and task demands. This design gives
rise to several emergent behaviors. The architecture consis-
tently outperforms individual solvers by matching problem-
solving strategies to problem structure. It improves over time
through learning at multiple levels. It supports skill internal-
ization by transferring solutions discovered by System-2 into
System-1 solvers, analogous to human skill automatization
(Kim et al. 2019). It exhibits enhanced cognitive control in
high-risk scenarios where the stakes justify additional com-
putational expenditure. It leverages existing solvers drawn
from diverse Al subfields rather than requiring specialized
algorithms. Finally, it adapts to solver competence by dy-
namically adjusting processing strategies based on observed
performance rather than relying on fixed assumptions. Col-
lectively, these properties enable SOFAI to support more
flexible, efficient, and robust Al systems that balance speed
and accuracy through principled metacognitive resource al-
location, drawing inspiration from human cognitive organi-
zation while addressing fundamental limitations of narrow
AL

Trustworthy AI  Advances in Al have increasingly shifted
Al systems from background decision-support tools to tools
that are easily available to users. Among these, LLM-based
conversational agents occupy a distinctive position. They
communicate in natural language, and emulate human di-
alogue patterns. As a result, questions of trust arise di-
rectly with everyday interactions. Understanding how trust
is formed, misplaced, and regulated in conversational Al
systems is therefore central to assessing their societal im-
pact.

When a user interacts with a chatbot like ChatGPT, the
output is a result of a machine learning algorithm trained
on vast swaths of human-generated text, yet the model it-
self possesses no cognitive agency or authorial intent. This
has led scholars to characterize LLMs as “‘stochastic par-
rots” (Bender et al. 2021), emphasizing that their ability to
produce coherent, context-relevant text is a function of prob-
abilistic token prediction rather than an indication of under-
lying belief or understanding (Magnus 2025). Prior work in-
dicates that users often rely on heuristics that may be mis-



leading. For instance, the presence of citations in chatbot
output significantly increases user trust even when those ci-
tations are randomly generated or irrelevant to the answer
(Ding et al. 2025). Prior work has identified seven major
categories under trustworthiness, to guide development and
evaluation of LLMs (Liu et al. 2023): reliability, safety, fair-
ness, resistance to misuse, explainability and reasoning, ad-
herence to social norms, and robustness. LLMs are prone
to issues such as sycophancy (Sharma et al. 2025), provid-
ing unqualified medical advice (Moéll and Sand Aronsson
2025), and producing harmful content when the system’s
safety guardrails are bypassed via carefully designed adver-
sarial prompts (Russinovich, Salem, and Eldan 2025).

The European Union Al Act is the comprehensive regu-
latory response to the risks posed by Al (European Parlia-
ment and Council of the European Union 2024). This act
includes specific provisions for General-Purpose Al (GPAI)
and LLMs. The Act classified Al systems into four risk lev-
els: Unacceptable, High, Limited, and Minimal. AI systems
that pose an “Unacceptable Risk”, such as Al that exploits
the vulnerabilities of specific groups to cause significant
harm, are strictly prohibited. “High-risk” systems include Al
used in healthcare, education, critical infrastructure, and law
enforcement, are subject to extensive requirements regard-
ing data governance, record-keeping, transparency, and hu-
man oversight. Chatbots and generative systems that are not
classified as high-risk generally fall into the “limited risk”
category. The primary requirement here is transparency.
Providers must ensure that users are aware they are inter-
acting with an Al system and that any deepfake content is
clearly labeled as such. Systems that present “minimal risk”,
such as Al-enabled video games or spam filters, are largely
unregulated by the Act.

The development of trustworthy conversational Al is
moving toward a more holistic, lifecycle-based approach
(de Cerqueira et al. 2025). This involves integrating eval-
uation throughout the development process, a paradigm
known as Evaluation-Driven Development (EDD) (Moham-
madi et al. 2025). It advocates for continuous evaluation of
the agent, both offline (during development) and online (af-
ter development). (de Cerqueira et al. 2025) finds that RAG
and Knowledge Graphs (KGs) can improve the interpretabil-
ity and factual grounding of models, directly supporting the
EU’s accuracy and transparency pillars. However, these ar-
chitectures also require extensive interactive logging to meet
the record-keeping requirements of the Al act.

HIV and Decision Support Human Immunodeficiency
Virus (HIV) remains a major global public health concern,
affecting 40.8 million individuals worldwide (Joint United
Nations Programme on HIV/AIDS 2025). While advances
in antiretroviral therapy have transformed HIV into a man-
ageable chronic condition, accurate and timely information
remains essential for prevention, diagnosis, treatment adher-
ence, and risk reduction. Public understanding of HIV is of-
ten shaped by informal information-seeking behaviors, in-
cluding online search and conversational agents, making the
reliability of automated information systems particularly im-
portant in this domain.
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HIV-related information is inherently sensitive due to its
medical, social, and psychological implications. Misinfor-
mation or lack of resources providing guidance regarding
transmission, testing, treatment, or prevention strategies can
lead to negative outcomes such as delayed treatment (Joint
United Nations Programme on HIV/AIDS 2024).

Existing organizations such as the Joint United Nations
Programme on HIV/AIDS and the United States National
Institutes of Health provide frequently-asked-questions and
fact-sheets regarding HIV/AIDS, with the aim of addressing
questions that affected people may have on the subject (UN-
AIDS 2026; National Institutes of Health 2026). In Section
5, we examine such datasets for their application in building
conversational assistants for HIV/AIDS information.

3 Problem

We consider a conversational information-seeking scenario
in which a user interacts with a system to obtain information
on a topic of interest. While traditional information retrieval
(IR) systems assume well-specified queries, conversational
interfaces allow information access to occur within a broader
dialog context.

Prior work on collaborative IR characterizes such settings
as interactive processes in which information is exchanged
over multiple turns, potentially incorporating conversational
context and system memory (Radlinski and Craswell 2017).
In this work, we focus on enabling flexible, context-aware,
generative access to information while ensuring that re-
sponses remain anchored in validated knowledge through
symbolic or rule-based mechanisms.

Let T" denote the set of all text strings and let U C T be
the set of all user utterances to the system. We assume access
to a domain-specific dataset

D = Dy}uU Dl u D4
where:

. DSXQ is a set of validated, domain-specific question-
answer pairs for a sensitive domain S; (e.g. public health,
elections, finance),

. DéAQ is a set of generic, domain-independent interac-
tions, such as greetings or closing dialog,

« D4 is a set of questions that should not be answered,
either because they are unsafe, out of scope, or have the
potential for user harm.

Given a user utterance u € U, the system must select an
appropriate response strategy, which may include a) provid-
ing a grounded generative response that allows paraphrasing
and interpretation while remaining consistent with retrieved
or previously validated information, b) providing a verified,
explicitly controlled response, or c) issuing a do-not-answer
(DNA) or deflection response.

While conversational assistants offer a natural language
interface for information retrieval, their deployment in sen-
sitive domains introduces challenges related to trust. In these
settings, users may interpret responses as being authoritative
even when underlying systems are unreliable or lack prove-
nance. As a result, failures, such as hallucinated facts or,



more generally, incorrect responses, can lead to real-world
harm. The use of large language models exacerbates these
challenges due to their lack of explicit mechanisms to navi-
gate risk and uncertainty. Addressing trust in conversational
information retrieval requires mechanisms that ensure trans-
parency, fairness, and reliability in responses.

4 SafeGenChat Approach

e

Retrieve
S2 Solution

Memory of
Past Experience

(2) Risk(Q) > Ty? Memorize

Solution

Y

(3) S2 solved more
than T problems?

(7) Call &
Accept S2

(4) S1 confidence x
S1 historic correctness X
(1 — Risk(Q, A;)) > Ty?

(5) S1 correctness
> T3?

The statement
evaluates to True

The statement
evaluates to False

(6) Accept S1
Solution

No decision is
made

Figure 4: Flowchart showing SafeGenChat’s metacognitive
logic handling a user query. Initially calls System-1 (S1)
before evaluating risk and past experience to determine
whether to accept current solution or invoke System-2 (S2).
Blocks with accept states marked lead to generation of even-
tual response.

SafeGenChat’s approach can be broken down into three
components as per the SOFAI architecture - System-1,
the fast-thinking pattern-based solver, System-2, the slow-
thinking deliberate solver, and metacognition, the process
which determines which solver to use in any given situation.

4.1 Metacognition

The metacognitive component arbitrates between System-1
and System-2 by consuming uncertainty estimates from the
model of self and risk assessments from the model of world.
Its role is to select the appropriate reasoning system for each
query based on estimated safety, confidence, and historical
performance.
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Our current implementation follows a rule-based decision
process, illustrated in Figure 4. The rules are adapted from
prior work on SOFAI, with modifications and omissions to
align with the requirements of risk-aware conversational set-
tings. The behavior of the metacognition is largely governed
by a small set of user-defined thresholds:

e 71 - The minimum number of problems that must be
solved by System-2 before the metacognitive mechanism
is activated

* T5 - The metacognitive risk sensitivity threshold, de-
fined over historical correctness, confidence estimates,
and current query risk

* T3 - The minimum correctness value required for accep-
tance of a System-1 solution

* Ty - The risk threshold beyond which queries are consid-
ered too high-risk to be processed via metacognition and
are instead directly delegated to System-2

Threshold selection is inherently domain-dependent and
must therefore be calibrated for each specific instantiation
of the proposed framework. The threshold 7} regulates the
quantity of examples observed prior to activating System-1.
Its purpose is to ensure that a sufficient number of System-
1 and System-2 outputs are available to estimate the histor-
ical correctness of System-I with adequate reliability. The
threshold 75 governs the engagement of the metacognitive
mechanism. Its value should be determined primarily by the
underlying risk model and by the domain’s tolerance for par-
tially correct responses produced by System-1. Similarly, T5
defines the acceptance criterion for System-1’s outputs. Its
value reflects the degree of correctness required for deploy-
ment within the target domain and should align with the ac-
ceptable margin of error for partially correct solutions. Fi-
nally, Ty functions as a hard safety constraint determined
exclusively by the adopted risk model. Queries whose esti-
mated risk exceeds T are deemed unsuitable for metacog-
nitive processing and are automatically routed to System-2.
Given that notions of risk are domain-specific, the calibra-
tion of 7); must be tailored to the particular risk model im-
plemented, which itself depends on the application domain.

The metacognitive process consists of four primary deci-
sion points (Nodes 2-5 in Figure 4):

1. Risk bypass (Node 2): The system first evaluates
whether the estimated risk of the incoming query, de-
noted as Risk(Q), exceeds Ty. This threshold corre-
sponds to the unacceptable risk category defined by the
EU AI Act. Queries exceeding this threshold bypass
System-1 entirely and are routed directly to System-2, re-
gardless of System-1’s proposed response.

2. Warm-up requirement (Node 3): If the risk is accept-
able, the system checks whether System-2 has solved at
least T} prior problems. This ensures that sufficient ref-
erence data exists before allowing System-1 to contribute
solutions. Until this condition is met, System-2 is used
exclusively.

3. Metacognitive confidence-risk check (Node 4): Once
there is sufficient reference material for System-1’s re-



sponses, the decision on whether to consider its answers
relies on:

* System-1’s estimated confidence
¢ System-1’s historical correctness

* The estimated risk of the query in conjunction with
System-1’s response, denoted as Risk(Q, A1)

If the combined score exceeds the risk-aversion thresh-
old T5, System-1’s solution proceeds to final validation;
otherwise, the system defaults to System-2.

4. Correctness validation (Node 5): Finally, when a ref-
erence answer is available, the system evaluates the cor-
rectness of System-1’s response by comparing it against
the reference. If the measured similarity exceeds the ac-
ceptance threshold T3, the System-1 solution is accepted;
otherwise, the system defers to System-2. If no reference
answer is available for System-1, the answer is assumed
to be correct as System-1 has already shown in Node 4
that its previous performance is satisfactory.

The metacognitive controller relies on three signals to de-
cide whether to accept a response from System-1 or defer to
System-2: historical correctness, confidence, and estimated
risk; the computation of each is described in the following
subsections.

Historic Correctness The system maintains a record of
prior interactions for both System-I and System-2. Re-
sponses generated by System-2 are treated as reference solu-
tions and are used to evaluate and calibrate System-1’s past
outputs. This historical comparison enables the system to es-
timate System-1’s correctness over time and to guide future
decision-making. Correctness values are computed using
the cosine similarity between sentence embeddings of the
two responses, obtained with the all-MiniLM-L6-v2 model
(Sentence-Transformers 2020). In the case where there is no
reference answer, correctness defaults to 75.

Model Confidence We additionally incorporate an esti-
mate of System-1’s output confidence. A key design ques-
tion is how to assess this confidence, which is used in the
metacognitive process shown in Figure 4. Prior work has
proposed several black-box methods for eliciting confidence
from large language models. The authors in (Guerreiro,
Voita, and Martins 2023) define confidence using length-
normalized sequence log-probability (Seq-LogProb), which
reflects the model’s confidence in its generated tokens. How-
ever, Seq-LogProb has been shown to exhibit poor calibra-
tion in question-answering settings (Xiong et al. 2024), and
alternative approaches such as self-consistency and confi-
dence verbalization similarly perform poorly (Mahaut et al.
2024). Despite these limitations, we adopt Seq-LogProb due
to its simplicity, task-agnostic formulation, and ease of inte-
gration. This confidence elicitation, combined with a histori-
cal account of System-1’s performance, guides the metacog-
nition in choosing between responses.

Risk In assessing the risk of user queries and model re-
sponses, we aim to align with the European Union’s Arti-
ficial Intelligence Act (European Parliament and Council of
the European Union 2024), which identifies four distinct risk
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levels for Al applications: unacceptable, high, limited, and
minimal or no risk, with limited risk being the default for all
queries excluding simple greetings and concluding dialog.
While this framework is defined at the level of Al system de-
ployment, we apply its risk-based categorization at the level
of individual interactions in an open-domain system, where
the effective use of the system is determined by the content
and intent of user queries. To adhere to this framework we
implement the simple approach of keyword matching. By
default, user queries are assigned a risk level of limited, in
adherence with the EU’s AI Act which stipulates that all in-
teractions with services such as chatbots are at a minimum,
limited risk. We then assign risk based on a set of words
which may indicate user queries or system responses fall
under high or unacceptable risks. While these key phrases
are highly domain-dependent, some examples include “die”
mapping to unacceptable risk, or “medication” mapping to
high risk.

4.2 System-1

In the context of SafeGenChat, System-1, the fast thinker,
is an LLM, specifically Llama-3-8b-Instruct (Grattafiori,
Dubey et al. 2024) (INT4-quantized). This represents a re-
flexive system that answers questions based on patterns
and experiences, rather than grounded reasoning. In our
implementation, we utilize a simple retrieval-augmented-
generation (RAG) setup, where the LLM retrieves the top-k
most relevant questions previously posed to System-2, deter-
mined using the cosine similarity of sentence embeddings
computed with all-MiniLM-L6-v2. By providing System-
I with verified responses from System-2, we allow more
grounded responses, while retaining the generative flexibil-
ity inherent to LLMs.

4.3 System-2

System-2, the slow thinker, is a rule-based chatbot, repre-
senting a deliberate, grounded, and trustworthy source of
information. This chatbot acts as the reference for key in-
domain information to be consumed by System-1. On initial-
ization, all in-domain, high-risk queries are posed to System-
2 until enough experience is gained for the system to reli-
ably answer with System-1, using the knowledge presented
by System-2. In our implementation we use SafeChat (Sri-
vastava et al. 2025) as System-2, a RASA-based framework
designed to create trustworthy collaborative assistants with
a focus on reliability and provenance.

5 Case Study and Evaluation
5.1 Chatbot for HIV Medical Advice

This case study examines the application of our framework
to a chatbot designed to support information retrieval dialogs
about HIV-related medical topics. HIV represents a sen-
sitive domain in which inaccuracies, hallucinated content,
or inconsistent responses can lead to significant real-world
harm, making it a particularly suitable setting for evaluating
trustworthy conversational information access. The chatbot
is initialized with the following thresholds: T1=15, T5=0.5,
T5=0.6, and 74=0.8.



Question

Is it safe for two people living with HIV to engage in
unprotected sex exclusively with each other?

Answer

It is best for someone living with HIV to avoid becoming
infected with a different strain of the virus. Therefore, the
advice given in question 11 should be followed, except for the
advice about pre-exposure prophylaxis, which is never used
by people living with HIV.

(a) Question 12 alongside provided answer from UNAIDS
HIV/AIDS frequently-asked-questions

Risk Category Question Answer Question
Only Only & Answer
Harm v X v
Social Bias X X X
Profanity X X X
Sexual Content v X X
Violence X X X
Unethical
Behavior v X v

(b) Automated harm classifications

Figure 5: Example question and answer from UNAIDS data alongside automated harm classifier’s (Granite Guardian) classifi-
cations for it. Question is classified under general harm as well as unethical behavior.

Data We use publicly available sets of frequently asked
questions (FAQs) about HIV and AIDS published by the
Joint United Nations Programme on HIV/AIDS (UNAIDS)
(UNAIDS 2026). The dataset is composed of 47 question-
answer (QA) pairs covering topics such as HIV transmis-
sion, prevention strategies, testing and diagnosis, treatment
and care, and risk mitigation. This dataset represents a set
of reference questions and answers which are accurate and
non-harmful.

System-1 System-1 utilizes Llama-3-8b-Instruct (INT4-
quantized) with retrieval-augmented generation, to produce
responses based on user queries. Given a user query, the sys-
tem retrieves the two most semantically similar questions
from a fixed set of pre-answered question—answer pairs us-
ing sentence embeddings computed with all-MiniLM-L6-
v2. The retrieved questions and their corresponding answers
are appended to the prompt, which includes chat history, and
provided to the LLM as context. This setup encourages re-
sponses that are informed by existing, verified information
while retaining the flexibility of open-ended, contextualized
generation.

System-2 System-2 is a symbolic, rule-based component
implemented using the SafeChat (Srivastava et al. 2025), a
RASA-based framework designed to create trustworthy col-
laborative assistants with a focus on reliability and prove-
nance. It is trained on the set of 47 HIV-related question-
answer pairs provided by UNAIDS.

Risk Assessment of Dataset As part of our case study in
a deployment focused on HIV/AIDS information, we ana-
lyze the use of Granite Guardian, an LLM fine-tuned to de-
tect risks and harms in human-chatbot interactions, to assess
risk in our dataset. Granite Guardian, a fine-tuned variant of
IBM’s Granite 3.0 model, is trained to classify general harm
along with subcategories such as social-bias, profanity, sex-
ual content, unethical behavior, violence, and jailbreaking.
Figure 5 shows an example of automated evaluation on a
question-answer pair from the UNAIDS HIV/AIDS dataset.
Alongside these harms, it is also trained to detect risks in
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43
UNIADS HIV FAQ Analysis
Harm of Question vs Harm of Question with Answer

Harmful
.

Question with Answer
Count

Nen-harmful
.

Non-harmful
Question Only

T
Harmful

Figure 6: Granite Guardian assessment of harm on UNAIDS
HIV/AIDS FAQs, looking at both the question only, and the
question along with answer provided by UNAIDS. The au-
tomated assessment found 43/47 entries to be non-harmful
under both conditions.

RAG setups, which include context relevance, grounded-
ness, and answer relevance. We evaluate the model by ex-
amining its outputs on 47 question-answer pairs from UN-
AIDS, which serve as trusted references for assessing model
reliability. To minimize variation, we run Granite Guardian
with a temperature of 0.0, reflecting a best-case scenario for
the deployed system.

We find that 43 of the 47 QAs were determined to be
non-harmful under both conditions, shown in Figure 6. The
remaining four instances were broken up into three cate-



gories: 1) The question alone was determined to be harm-
ful, while being non-harmful when accompanied by the an-
swer (count=1), 2) The question alone was determined to be
non-harmful, but when accompanied by the answer, it was
deemed harmful (count=2), and 3) both the question alone,
and the question with the provided answer were determined
to be harmful (count=1). Assuming the UNAIDS FAQ data
were considered safe by the data providers, when contextu-
alizing both the question posed and the provided answers,
the automated assessment is 93.6% (43/47) accurate. The
case of the two examples where the model flagged the ques-
tion as safe, but the question-answer pair as harmful, would
indicate that the answer provided by UNAIDS is what makes
these instances harmful, not the answer alone. Figure 5 high-
lights another example where the model incorrectly assesses
question-answer pair, flagging it for general harm as well as
unethical behavior. While Granite Guardian is a promising
option for harm detection, in our system, applying it naively,
especially in specialized domains may not be viable.

6 Discussion

We now discuss the presented work for its significance, lim-
iations and avenues for future work.

6.1 Significance of SafeGenChat

SafeGenChat demonstrates the feasibility and value of
adapting SOFATI’s metacognitive control to conversational
information retrieval in sensitive domains. By explicitly sep-
arating reflexive, generative responses from deliberate, veri-
fied ones and introducing risk-aware routing between them,
SafeGenChat provides a practical framework for balancing
flexibility and safety in dialog systems. The approach high-
lights how normative, rule-based components can be inte-
grated with generative models as a core design decision.

6.2 Limitations & Future Work

SafeGenChat as Instance of SOFAI Our current imple-
mentation adapts the SOFAI framework to conversation as-
sistants. It is unique from previous work in grid navigation
(Ganapini et al. 2025), planning (Fabiano et al. 2024), and
graph coloring (Khandelwal et al. 2025) in that they were
logical and mathematical reasoning tasks with clear defini-
tion of correctness to aid solution verification. In contrast,
natural language is inherently ambiguous and hence, the no-
tions of answer correctness and confidence create new chal-
lenges. Relevance and correctness in retrieval tasks are of-
ten subjective, context-dependent, and only partially observ-
able, making a direct translation of SOFAI challenging. At
present, metacognition is straightforward and rule-based as
presented. In particular, risk is handled by checking words
against a list of known keywords. It can be explored and ex-
tended to learning based variants in future.

Data, Evaluation and Capabilities In the current imple-
mentation, we have used one trusted HIV FAQ data source
(UNAIDS) although we have identified many others. In fu-
ture, one can extend HIVBot-SGC to additional datasets
as well as conduct extensive user evaluation. Furthermore,
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since conversation assistants are usually multimodal, one
can expand the approach beyond text to encompass them.

Enhancing Risk Assessment EU Al Act’s definition of
risk covers both the probability and severity of adverse out-
comes (Schuster et al. 2025). However, existing Al systems
focus their risk consideration on content-based detection of
harmful categories including hate speech, sexual content, or
social bias, or on model-level failures, such as hallucinations
or jailbreaking. While these methods are valuable, they do
not fully capture risks that emerge from the interaction be-
tween humans and Al systems. Future work in SafeGenChat
could also explore more robust methods for risk assessment
in natural language interactions.

Quantifying interaction-level risks based on observed
dialog remains an open problem. Our current keyword-
matching approach is intentionally simple and leaves signif-
icant room for improvement. Future research should inves-
tigate richer interaction-aware risk models that account for
context and user intent.

SafeGenChat in Other Domains One can extend Safe-
GenChat beyond HIV to other domains and expand the
notion of harm considered within conversations. We are
currently exploring SafeGenChat in the domain of History
where the user wants to explore historical documents from
the southern USA. Here, the concerns of racism and vio-
lence are prominent. We believe that by expanding domains
and scope of harm, we can build a robust, general approach
to trustworthy conversation with digital assistants for infor-
mation retrieval.

7 Conclusion

Inspired by the dual-system theory of fast and slow thinking
as implemented in the recently proposed SOFAI architec-
ture, we introduced SafeGenChat, a neuro-symbolic hybrid
framework for trustworthy information retrieval dialogs on
sensitive topics where it is paramount to make the context
and risk of the information transparent to the user. We in-
stantiated the framework in a case study of an HIV-focused
chatbot that answers user queries related to HIV to illus-
trate the design and application of SafeGenChat in a safety-
critical domain. Our work gives preliminary evidence of
how a neuro-symbolic approach can be used to build conver-
sational assistants that balance safety, trustworthiness, and
flexibility, offering a generalizable approach for deploying
Al systems in sensitive domains.
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