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Abstract

The ability to predict catastrophic system events is important
for computers and autonomous systems overall, in order to
employ mitigations or at least minimize damage. Predicting
these “tipping points” using machine learning is one way to
forecast when a system will destabilize and the time before
its expected failure. Frequently, the response time between
detection and implementing a mitigation or shutdown needs
to be at machine speeds vs. human-response speeds. We cre-
ated and tested an algorithmic “toolkit” for different scales of
complex systems, ranging from a small nonlinear analog sys-
tem to a large power grid system. All of the algorithms can
run without GPU enhancements, with the most lightweight
nonlinear algorithm exhibiting zero-shot learning. We pro-
vided a second set of experiments with collaborative agents,
which may allow zero-shot algorithms to be used in critical
components to extend resilience for complex autonomous
systems.

Introduction

Complex autonomous systems are inherently nonlinear sys-
tems by nature. They consist of multiple heterogeneous sys-
tem components, which require stability or at least resili-
ency of their most-critical components. There are varying
dependencies on each subsystem, which can allow other
System-of-System (SoS) components to dynamically substi-
tute functionality for the critical components. These depend-
encies also scale to collaborative platforms needed for criti-
cal missions, where some platforms may choose to aggre-
gate for a mission when key platforms are lost.

If critical components are lost through attrition and not
replaced immediately, platforms and overall missions may
fail. Two key attributes needed for both recovery and to
maintain resiliency are:

* the ability to predict the time to the onset of failure, so
that other components can be dynamically reconfigured to
take over a component’s functionality, and

* acollaborative agent-based approach to communicate the
potential failures and respective substitutions.
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This prediction capability for complex systems not only
allows mitigations for secure resilient systems, but lays the
foundation for augmenting the recovery of these systems at
runtime, beyond their normal performance envelope. A cor-
ollary of this is the ability to anticipate adversary counter-
measures, so as to create enduring capabilities and robust-
ness in our critical systems.

We have achieved functional performance of these two
attributes in separate experiments over the past two years.
One class of machine learning (ML) algorithms constructs
internal models of these nonlinear systems for specific tasks,
and experimental verifications of the algorithms provides
evidence at different scales of their utility. Additionally, we
demonstrated agent-based collaboration for disaggregated
sensors and platforms, that allowed a mission to dynami-
cally reallocate based on changing platform-sensor needs.

Forecasting Tipping Points with the “Tip-it”
Algorithms: Introduction

The ability to predict catastrophic system events is impor-
tant for computers and autonomous systems overall, in order
to employ mitigations or at least minimize damage. Predict-
ing these “tipping points” using machine learning is one way
to forecast when a system will destabilize and the time be-
fore its expected failure. Frequently, the response time be-
tween detection and implementing a mitigation or shutdown
needs to be at machine speeds vs. human-response speeds.
Adversaries may initiate non-conventional attacks that in-
clude cyber, assumed by the attacker to be undetectable until
it is too late. Similarly, complex production / processing sys-
tems may be on the verge of failure for multiple reasons
without the obvious clues available in time for a human op-
erator to take action. This goes beyond normal cyber miti-
gations and respective system predictive maintenance, and
there is a clear need to forecast such failures. To solve this
problem of proactive cyber, we generalize it to the forecast-



ing of system stability rather than looking at specific indi-
vidual incidents. This gives us a broader application that
minimizes the chance of our solution only working on spe-
cific incidents, and includes the support of complex systems.

Our internally funded research effort called “Tip-it” de-
veloped and tested specific classes of algorithms to forecast
critical events that may be the precursor of cyber-attacks, or
lead up to system failure. These algorithms “learn” the sys-
tem by internally creating nonlinear mathematical models of
the system with their respective environmental dependen-
cies. This allows them to predict behaviors several time
steps before they occur. The research has concluded with the
following results:

* Successfully forecasted impending destabilizations for
both small and large systems.

» Demonstrated scalability, ranging from a simple phys-
ical system to regional power grid-sized systems.

» Leveraged theoretical (nonlinear mathematical equa-
tions), real physical systems, actual static production plant
data, and simulated power grid data.

» Demonstrated the ability to learn and successfully fore-
cast simple physical systems at first exposure or run time,
known as zero-shot learning; and refined forecasting
(greater details) with 40 iterations total.

This research used several classes of ML algorithms se-
lected for the appropriate problem space, which have been
collected into an algorithm “toolkit.”

The objective was to forecast serious anomalies that could
result in systems shutdowns or overall failures. This is done
by detecting “tipping points”, using machine learning as a
way to forecast when a system will destabilize as well as the
time before expected failure. The end-objective for this, and
follow-on work is twofold: a dynamically re-stabilizing sys-
tem that is more resilient to attacks or failures, and a means
of discretely de-stabilizing an adversary’s system.

Tip-It Framework: Overview and Background

Tip-it is an autonomous mitigation framework for cyber-
physical systems (CPS) as shown in Figure 1. Cyber-physi-
cal systems are a broad class of control systems that inte-
grate computation and physical processes that allows the
physical systems to be controlled in real-time. Examples of
cyber-physical systems include critical infrastructure
(power grids, water treatment facilities), autonomous mo-
bile systems (uncrewed aerial systems (UAS), self-driving
cars), autopilot and robotics. As shown on the left side of
Figure 1, cyber-physical systems can be abstracted as a CPS
loop where the physical system (i.e., the physical compo-
nents of a power grid) are monitored by a set of sensors
which continuously provide feedback to a controller. The
controller then applies commands back to the physical sys-
tem through actuators. In a traditional CPS, the controller
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selects actions with the goal of driving the physical system
towards a desired state. For example, if the CPS is an air-
plane on autopilot the controller will update the inferred
state of the system with the latest sensor readings and using
well known equations of motion, select an action that en-
sures the airplane remains in stable flight and in the direction
chosen by the pilot.

A key assumption in the design of traditional cyber-phys-
ical systems is that the controller has access to a well-de-
fined model of the physical system. In this case, the model is
a set of dynamical equations that define the evolution of the
system over time. Formally, the model can be defined as
T(S;t411S0:¢,A) which represents the probability of transi-
tioning from state S, to state S;,, after executing action A.
When working with cyber-physical systems, the state S in-
cludes all information that is measured in the system includ-
ing sensor readings and/or actuation signals. Traditionally
control algorithms including proportional-integral-deriva-
tive (PID) and model-predictive controllers (MPC) then uti-
lize the model to select a desired action at each timestep.

Data-Driven Modelling

A key challenge in modelling complex cyber-physical sys-
tems is formulating the equations to represent the model. For
example, in the case of power-grids there are potentially
hundreds of separate sub-systems that interact in highly non-
linear, complex ways. Additionally, in the case of a cyber-
attack we cannot assume that all components will behave as
expected rendering the physical equations ineffective. The
same situation arises as components degrade over time. All
of these examples share a common problem — the dynamical
model of the system can change over time.

Therefore, the tip-it framework provides a set of general-
purpose algorithms that can autonomously learn the model
of a system purely through data. This has numerous benefits.
First, data-driven models do not require domain-expert de-
sign. Not only does this save significant time when design-
ing cyber-physical systems, but it allows a model to be eas-
ily learned and deployed across a variety of applications rap-
idly. In fact, we show that we can learn highly accurate mod-
els of complex dynamical systems purely from sensor read-
ings without having access to the underlying schematic de-
signs or consulting with domain experts. Second, data-
driven models allow us to model highly dynamical systems
with hundreds of components that would be intractable for
a purely physics-based approach. Third, data-driven meth-
ods allow us to effectively forecast over long time horizons
which is particularly useful for identifying destabilizing
points as well as detecting anomalies. Lastly, unlike pre-de-
fined physical equations, our methods can adapt rapidly to
changing system dynamics online. This means that our mod-
els can autonomously learn new dynamics in the case of
cyber-attacks or component degradation.
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Figure 1: Forecasting methods on a set of real-world da-
tasets as well as using simulation and modelling tools. We
design our forecasting and anomaly detection algorithms to
work both in offline settings where data is collected for
training prior to deployment as well as in online settings
where the algorithm is updated continuously at runtime.

One of the primary challenges in utilizing traditional ML
methods for forecasting cyber-physical systems is that of-
fline training assumes that the scenarios seen at runtime are
from the same distribution as the data collected for training.
In other words, offline training fails when runtime condi-
tions are out-of-distribution. This means that data-driven
methods perform poorly when the system is under-going a
targeted cyber-attack or when a dynamical system switches
phases — i.e., from normal to transient, or transient to desta-
bilization (Kong et al. 2021). Online training, or adaptation,
is the process by which the forecasting algorithms are con-
tinuously updated at runtime. Online adaptation is required
to adapt forecasting algorithms to new behaviors or system
dynamics not seen during training, and is one of the most
challenging open problems in machine learning (Hoi et al.
2021).

To address these challenges, we proposed an algorithm
(Algorithm 1) for online learning that jointly learns and fore-
casts at runtime as shown in Figure 2. The algorithm starts
with the weights of a data-driven model W which as we will
show in our experiments can be either randomly initialized
and completely trained online (zero-shot learning). For each
timestep, the algorithm alternates forecasting future
timesteps with a model update step that updates the model
weights to reflect the new information. This procedure
keeps the model up-to-date with current operation condi-
tions. Algorithm 1 is model-agnostic in that it does not spec-
ify what type of algorithm was used to represent the system
model. However, as we showed in our experiments, reser-
voir computing is particularly effective within this frame-
work and can even work well in zero-shot learning scenar-
ios.
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Figure 2: Overview of a Tip-It forecasting algorithm —
Reservoir computing variant.

We explored multiple reservoir computing (RC) algo-
rithms including echo state networks and Next-Generation
Reservoir Computing (NGRC) (Gauthier et al. 2021). We
also looked at applying it to Tipping Point detection (Li et
al. 2023), and realized that we may need to augment NGRC
(Ma, Prosperino, and Réth 2023) for our purposes. RC is a
subset of recurrent neural networks (RNNs) that include a
fixed-weight reservoir that projects the state history into a
higher dimensional space and then utilizes a linear layer to
forecast the state at the next timestep. These algorithms have
shown to be highly effective at modelling known dynamical
equations, however their usage in real-world cyber-physical
systems has yet to be well studied. Our experiments showed
that RC has numerous benefits including working well with
sparse data in the context of online and zero-shot learning.
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Figure 3: Orange is the predicted graph; Blue is actual
data. The samples are taken in 100 millisecond increments.
This was generated with data from the first run (zero-shot),
and shows how well the RC learned the system “online”,
1.€., at runtime.



Tip-it Summary

The Tip-it toolkit successfully forecasted not only cyber
anomalies, but chaotic attractors (Mukeshwar and Lai 1999)
as well as overall system failing points in advance, allowing
future mitigations prior to the failure’s onset (Figure 3). By
embedding this computationally lightweight ML algorithm
class into critical components or even platforms, these com-
ponents could successfully forecast their future “health”, in-
dicating whether they could complete their mission inde-
pendently or need assistance.

Agent-Based Collaborating Disaggregated
Sensors: Introduction

A simple demonstration was done on how secure Agent-To-
Agent (A2A) protocol-enabled sensors and vehicles could
autonomously accomplish a shared mission without the
need for sensor fusion or large bandwidth. Heterogeneous
sensors using A2A can selectively accomplish a mission. By
using A2A and enabling most sensors and platforms to have
differing agent-based capabilities, disaggregated sensors
and platforms can selectively aggregate locally on demand
to accomplish a mission. The aggregation could be done
fully autonomously for sensors and uncrewed platforms.
Varying degrees of autonomy can be allowed, depending
upon both the capabilities and trustworthiness of the agents
incorporated using the A2A protocol (Surapaneni, Jha,
Vakoc, and Segal 2025).

Experiment Objectives

We proved that heterogencous sensors and platforms can
collaborate together to accomplish a mission that cannot be
accomplished by any individual one, using the state-of-art
A2A protocol. Each agent shares their specific A2A card
with others. Sensors and systems are distributed arbitrarily,
and have different abilities and protocols - e.g., ultrasonic
short-range, IR comms, visual (camera) sensors, while some
are fixed or moving - e.g., static sensors or localized robots
with moving sensors. We showed that a more intelligent
agent or agentic system can select from the A2A cards of
sensors / platforms to use for the mission. This can be ac-
complished using simple Artificial Intelligence (AI) reason-
ing, with no need for computationally complex AI/ML.
Agents can also seamlessly integrate advanced AI/ML algo-
rithms for sensors as needed, including Large Language
Models (LLMs).

Description

Using low-cost hardware and sensors, our software achieved
a simple demonstration of how Agent-To Agent (A2A)-en-
abled sensors and vehicles could autonomously accomplish
a shared mission without the need for sensor fusion or large
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bandwidth usage. This holds the potential for enabling most
sensors and platforms to have an agent-based capability, and
allow disaggregated sensors and platforms to selectively ag-
gregate locally on demand to accomplish a mission. The ag-
gregation could be done fully autonomously to achieve com-
mander’s intent, or with human assistance or intervention as
needed.

Mission Details

The mission consisted of two parts, the first involving an
intelligent camera that detected a target, and sent a robot to
directly intercept it. The second part involved the same cam-
era detector, but the simple agents in both sensor and robot
determined that the target “fly-over” was beyond intercep-
tion for the default robot. The collaborating agents included
a remote robot with other sensors as well as a remote sta-
tionary Lidar. Since the agents had shared their A2A cards
beforehand, a master node agent, in this case residing on the
camera, selected the cards of agents that would be the re-
mote segment of the mission. Once the fly-over was de-
tected, the master A2A node requested the remote robot to
launch in “search mode” once the Lidar observed the target
in proximity. The remote robot activated, and a copy of its
launch command activation was sent back for confirmation
to the master node, and completion of the mission.

This mission demonstrated integration of commercial
sensors relevant to DoW and DHS missions to show how
agent-based coordination can be layered onto existing tech-
nology. This created a scalable, low-cost framework where
heterogeneous sensors can use simple reasoning about mis-
sion objectives to rapidly form ad hoc networks and collab-
oratively achieve mission objectives, either autonomously
or with human oversight. These steps paved the way for any
sensor to become intelligent and mission-ready.

Conclusion and Summary

When critical components or platforms are lost through at-
trition or simple failures, the mission could still be accom-
plished by combining Tip-it forecasting with A2A-based
agents. The critical elements of a mission would have em-
bedded Tip-it forecasters and internal agents that could col-
laborate together to find resilient solutions to completing a
mission despite attrition. This would be done by agents au-
tonomously selecting alternative components or platforms
through collaboration, in order to have mission success. Tip-
it could also do zero-shot learning of the new collaboration-
created system’s performance, focusing on mission comple-
tion. With this approach, platforms could at times exceed
their normal performance envelope, producing a far more
resilient defense than expected by an adversary.
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